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WER WIR SIND bascit

Base-IT auf einen Blick.

EXCELLENCE WIR UNSERE WERTE UNSERE KUNDEN

=  Grunder: Der Kunde steht im Mittelpunkt Uber 500 zufriedene Kunden in
WIRD BEI UNS Gregor Dedl unseres Handelns. Osterreich & in angrenzenden
NEU DEFINIERT_ Ch.l’iS'[Oph Moser o | Landern

= seit 2010 Knowhow & individueller Service KMUs, Konzerne, alle Branchen

) sind unsere Markenzeichen.
= > 150 engagierte

Mitarbeiter/innen (140
Consultants)

=  Standorte:
Ansfelden | Wien |
Salzburg | Hall

= |SO/IEC 27001-2013
zertifiziert

=  FY 2022/23 Umsatz: 30 M€

-
-
-
-
-
-
-

|
. Consulting & Beratung Managed Service & Betreuung Cloud Services
2  professional. fast. secure.




UNSER PORTFOLIO

Was wir anbieten.

Microsoft 365 / Office 365
Microsoft Azure

Security (M365 & Azure)
Compliance (M365)
ServiceNow (ITSM & CSM)

Projektumsetzungen&
Management

IST-Analyse & IT Strategie
Konzeption

CIO / CISO as a Service
Trainings

Lizenz-Beratung (CSP)

|
/ 3 professional. fast. secure.

/] /

Cloud Services

Consulting

On Premise

Datacenter

Operations
Support

Managed Service

bascit

Server / Storage
Virtualisierung

Backup

Network & Security
Management & Monitoring
Automatisierung

Datacenter Support
Datacenter Outsourcing
Managed Service
Security Operation Center
Client Service Desk

11x5 / 24x6 | 24x7



seit 2022

Salzburg

Carl-Zuckmayer-Stralie 33
5020 Salzburg

Durch die Prasenz in ganz Osterreich
kdnnean wir lhnen vor Ort

besser dignen und Ihre Beddrfnisse
effektiver verstehen sowie erflllen.

sait 2023
Hall in Tirol

Brockenweg 2

6060 Hall in Tirol

Die verschiedenen Standorte

erméglichen &s uns, ein tiefes Verstandnis
for die spezifischen Marktbedingungen,
Trends und Anforderungen

in jeder Region zu entwickeln,

BASE-IT SPACES

Vier Standorte | Eine base-IT.

seit 2010

Ansfelden (00)

Haider StralBe 23
4052 Ansfelden

Durch die Bereitstellung eines regionalen
Ansprechpartners kdnnan wir enge
Kundenbeziehungen aufbauen und
Kundenbindung férdern.

seit 2016
Wien
Johannitergasse 2

MO0 Wien

Durch unsere Regionalitdt kdnnen wir einen
direkten und persénlichen Kundensupport
wvor Ort anbieten, Dies ermdglicht es, auf

individuelle Kundenanliegen, Fragen oder

Probleme schneller und effektiver zu reagieren,



bascit

Unser
Portfolio




bascit

Haider Stral3e 23 | 4052 Ansfelden | Austria
+43 7229 87800 - O | office@baseit.at | www.baseit.at

Base-IT GmbH (unserebroschuere.at)

@0in X KD



https://www.unserebroschuere.at/baseit/MailView/
https://www.xing.com/pages/base-itgmbh
https://www.linkedin.com/company/base-it
https://www.kununu.com/at/base-it
https://www.facebook.com/BaseItGmbh
https://www.youtube.com/channel/UCrANCjvoC3ev4BKtWPrgPsA
https://www.instagram.com/base_it_gmbh/

Recovery in Azure
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Einleitung
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Eine sich verandernde Welt
Die LOosungen
Architekturbeispiele
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Einleitung



lhr Microsoft-Team in diesem Meeting:

Juraj Jarmek
Technischer Spezialist
(Azure: Infrastruktur & Apps)

Ihr technischer Ansprechpartner
beziglich Azure Infrastruktur &
Applikationen.

jurajjarmek@microsoft.com

Philip Germeyer
Technischer Spezialist
(Azure: Daten & Kl)

Ihr technischer Ansprechpartner
bezliglich Azure Daten & KI.

philip.germeyer@microsoft.com

lgor Pavicevic
Losungsspezialist
(Azure: Infrastruktur & Apps)

Ihr kommerzieller
Ansprechpartner bezlglich
Azure Infrastruktur & Apps.

igor.pavicevic@microsoft.com
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Was is BCDR?



Little reminder...

Azure region 1 Azure region 2 Azure region 3
Availability zone 1 Availability zone 2 Availability zone 1 Availability zone 2 Datacenter(s)
Datacenter(s) Datacenter(s) Datacenter(s) Datacenter(s) ﬁ

Azure region 4

AVAILABILITY
ZONE 2 pxure Geography Availability zone 3 Availability zone 3 Datacenter(s)
Datacenter(s) Datacenter(s) ﬁ
Disaster ﬁ ﬁ

Recovery

AVAILABILITY
ZONE 1

One or more
data centers

One or more
data centers

Azure Region




High Availability, Disaster Recovery and Business Continuity

High Availability (HA) Disaster Recovery (DR) Business Continuity (BC)
Distribution of an application or - A combination of tools, backups, « The process, tools and
workload across a redundant replication and asynchronous architecture built on top of DR.
physical or virtual infrastructure processes used to recover - Ensures continued uptime of
workloads. critical business services during a
Prevents impact to uptime if one  Limits data loss across multiple catastrophic event.
or more nodes should fail Azure regions during a

catastrophic event.

Operational restoration processes used in the event of failure.

BACKUP A low-fidelity DR solution when combined with geo-replication



o+

Common BCDR
Misconceptions

©Microsoft Corporation
Azure

It's often assumed that HA is equal in failure
protection to BCDR, and that backup
restores uptime at the same level as DR.

Unlike DR, HA does not cover you in the event of a
failure that affects an entire geographic region.

With HA your applications are designed with no single point of failure.
This means they can tolerate outages for individual nodes or services. HA
also allows for maintenance (e.g., server patching, etc.) without taking the
application offline. Its design does not stand up to failure events that
impact entire geographic regions.

Backup is for operational restoration and data loss

Backup can also be used as a low-cost DR solution but that's not its
primary function. It can be used in combination with geo-replication



Disaster Recovery concepts

RPO

The Recovery Point Objective
covers the maximum amount
(in time) of data that can be
lost in case of a disruption.

How far

Replication

Failure

RTO

The Recovery Time Objective (RTO)
covers the maximum amount it will
take from the disruption to bring
back the business functions
including data.

How long

e ) )

Recovery Point

The level of protection you need is determined by how much downtime

and data loss your workload can tolerate before restoration and operation.

Recovery Time

a8 Microsoft Azure



Disaster Recovery Tiers
and Their Importance

A DR tier is defined by a pair of pre-
determined RTO and RPO thresholds

A range of DR tiers is used to standardize
fidelity and protection categories that
individual applications are then grouped into

Mapping applications to DR tiers helps to
minimize costs

©Microsoft Corporation
Azure



Disaster Recovery Tiers

Example Table

DR Tier RTO RPO Example Applications and Services
. : : Most critical services like DNS or network infrastructure where many
Tier O 5 minutes 5 minutes -
applications may depend on them.
. Systems that can tolerate some downtime without business impact.
Tier 1 4 hours 6 hours : ) . . :
This may include services like HR systems or employee intranet.
Tier 2 12 hours 24 hours Systems that can be down for a longer period which may include
report servers.
Tier 3 24 hours 2 days Non-critical applications like internal facing apps used part time or
by small groups of consumers.
Tier 4 7 days 7 days Least critical workloads such as batch processing apps that are run

©Microsoft Corporation
Azure

monthly or seldom used administration tools.



Business Continuity:
Coordination Between
Azure and Enterprise Apps
During a Disaster Event

©Microso ft Corporation
re

Uptime maintenance and data recovery between
Azure services and enterprise apps—so there’s no
interruption during disaster event. This keeps business
running during disaster, as recovery to 100% takes
place in the background

Supported by Azure services

Strict limits on business impact and acceptable data
loss require increased native support from the
application being protected
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Eine sich verandernde Welt



+Our World in 2023 & 2024

o REUTERSF' World V' Business V Markets vV  Sustainability ¥ Legal vV Breakingviews vV  Technology vV Investigations

Boards, Policy & Regulation | Securities Enforcement | Data Privacy | Data Privacy m Themen Branchen Dienstleistungen Karriere News Uber uns

China's biggest lender ICBC hit by KPMG Studie: Anzahl der Cyberattacken innerhalb eines Jahres
ransomware attack verdreifacht

By Pete Schroeder and Zeba Siddiqui

Cybersecurity in Osterreich 2023

November 10, 2023 5:14 PM GMT - Updated 6 months ago ‘

Austria's Carinthia halts passport issuance over ransomware attack

By Laura Kabelka | Euractiv.de @26 May 2022 Advertisement

Most read articles

Paris leads coalition of EU states to demand
actions against UK ban on bottom fishing

Ribera: Spain has '‘enormous difficulties with
France’ on cross-border energy links

German AfD wants to dismantle EU, turn
into confederation of nations

China firms go 'underground’ on Russia
payments as banks pull back

European Commission sells off 23 Brussels
buildings

,j B Austria's farming, economy ministers urge
> 10 ‘x 00:13 / 01:46 - . von der Leyen to delay EU anti-

and many more..



+October 2024: NIS2

New Organizational Requirements

To bolster Europe’s resilience against current and future cyberthreats, the NIS2 Directive introduces new
requirements and obligations for organizations in four overarching areas: risk management, corporate
accountability, reporting obligations, and business continuity.

Risk Management Corporate Accountability

To comply with the new Directive, organizations NIS2 requires corporate management to oversee,
must take measures to minimize cyber risks. approve, and be trained on the entity’s

These measures include incident management, cybersecurity measures and to address cyber
stronger supply chain security, enhanced network risks. Breaches may result in penalties for
security, better access control, and encryption. management, including liability and a potential

temporary ban from management roles.

Reporting Obligations Business Continuity

Essential and important entities must have Organizations must plan for how they intend to
processes in place for prompt reporting of ensure business continuity in the case of major
security incidents with significant impact on their cyber incidents. This plan should include
service provision or recipients. NIS2 sets specific considerations about system recovery,
notification deadlines, such as a 24-hour “early emergency procedures, and setting up a crisis
warning”. response team.

NIS2 Requirements | 10 Minimum Measures to Address (nis2directive.eu)



https://nis2directive.eu/nis2-requirements/

L And changing risks

&
e ()

Outages and Data corruption Regulatory & Ransomware
natural disasters and deletion Compliance



Why BCDR matters for your business

$590M $11.6k/min 66%

average cost of downtime for large of businesses had some sort of

Reported ransom paid CY21 enterprises ** outages in past 3 years***

*Source https://www.marketsandmarkets.com/Market-Reports/cloud-storage-market-902.html
** Source: Webtribunal https://webtribunal.net/blog/data-loss-statistics/
***Source: Uptime institute report 2021 Data Center Industry Survey Results - Uptime Institute

©Microsoft Corporation
Azure


https://www.marketsandmarkets.com/Market-Reports/cloud-storage-market-902.html
https://webtribunal.net/blog/data-loss-statistics/
https://uptimeinstitute.com/2021-data-center-industry-survey-results
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Protect IT
assets with a secure,
robust BCDR strategy

O
Safeguard
from unplanned
outage, disaster and

reduce security breach
impact

RO,

Save
on secondary
infrastructure

R
%
Stay

compliant and fulfill
regulatory standards




Microsoft Solutions

Azure Backup

~

Azure Site Recovery
(ASR)

~

&®

Introducing the Azure Business Continuity Center which is
currently in preview for Resources in West Central US




Azure Backup: Modern enterprise-class backup solution

L/

Cost-Effective
W~

precision and save money with

Simple Secure

Experience less overhead with Safeguard backups against mm  Predict backup cost with
zero-infra backup solution and ransomware, accidental

self-service restores deletions and outages

@ Manage at-scale

Monitor, operate, govern and plan
backups at scale from a central
pane of glass

cheaper storage

Diverse workload support

Protect database and storage
workloads across laaS and PaaS
deployments



Secure data transfer

Perform backups securely with minimal impact to the security of your production networks

All communication and data transfer takes place via the Azure fabric.
[ | . . .
Azure VMs . No firewall exceptions required.

&

®  pata stays on Azure network, however, requires allowing network connectivity through:

* Private endpoints

Databases in o] sacd
Azure VMs * NSG tags/Azure Firewall tags
< > * Allowing access to IPs/FQDNs
m Data stays on Azure network
Azure Paa$S
services ' Local backups, data stays in the source
01

ﬁ Requires network connectivity through:

On-prem Em- * Private endpoints
servers * ExpressRoute: Microsoft peering, private peering and public peering (deprecated)

 Allowing access to IPs/FQDNs



Immutable vaults e

A Recovery Point once created, cannot be deleted or have its retention reduced until its expiry as defined by the backup
policy that created the RP.

Immutable Vault X

ImmutableVault1

@ Protection against Ransomware &
malicious insider attacks

@ O pera‘“o ns b | OCked Sto p A Enabling this property helps you ensure that recovery points once created cannot be
. . . deleted before their intended expiry. This may lead to the inability in performing certain
protectlon Wlth delete data, M Od Ify actions that could potentially result in data loss. The immutable vault property would
. further need to be 'locked' in order to make it permanent, after which it cannot be reverted
or Cha ng e baCku p po | |Cy to a disabled state. Hence, it is recommended that you take a well informed decision before

enabling and then further locking this property. Learn more.

Enable vault Immutability O

Permitted Blocked Lock immutability for this vault ©
: : : . Disabled
Stop protection with Stop protection with @ sane
retain data delete data
Edit/change policy to Edit/change policy to
increase retention reduce retention




Azure Site Recovery: The Complete Disaster Recovery Solution

Easy to deploy and manage

Reduce infrastructure costs

Minimize downtime with
dependable recovery

Heterogenous environment
support

*Leader in Gartner DRaaS MQ

VMware Datacenter

Hyper-V Datacenter

2]

Azure Virtual Machine

_ O

‘\-a

Azure VMware Solution

_0

N o TN

ASR
Agents

O

—

ASR
Adapter

O

—_— 0 —

ASR
extension

O

—

ASR
Adapter

Azure Site Recovery

Data plane

o'

Service

Point in time
Recovery

Data
compression

N
L~

Data pruning

e

& -

Data Encryption

Management plane

Authentication

Application
recovery

Access control

Monitoring
&
Reporting

& Microsoft Azure


https://www.gartner.com/doc/reprints?id=1-6SQE4Z2&ct=190610&st=sb

Key features

Reliability

Crash Consistency
Application Consistency
No-impact DR drill

Recovery points up to 15 days

Ease of use

Point and click Graphical Ul

Centralized monitoring and
alerting

Automation support

Auto upgrade of ASR agents

Ferrormance

RPO of minutes

SLA-backed RTO
Continuous replication

Compression

a5 Microsoft Azure



Multiple data consistency options

Crash consistency

Snapshot of all data on disk
Every 3 min
Up to 15 days

For app servers

=

Application consistency
Snapshot of data on disk +
data in memory

Configurable - Every 1 hour —
12 hours

Up to 15 days
For databases

Multi VM consistency

Consistent recovery points
across multiple VMs

Replication group of all
enabled VMs created

Shared crash & app consistent
recovery points for all VMs in
a group

a8 Microsoft Azure
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+Azure Backup

2 IS
T
At-scale %‘ @/5 Backup Center J
management s b .
E r
o ( Vault Vault Vault
g — : e N
g C Backup Policies ) C Metrics, Monitor ) Portal, SDK, CLI ( Backup Policies )
— (“\
J
Built-in Replicati X _ :
_— Managed . SRR st Built-in Security
S (-~ ---=-------
Can be Immutable! . Storage = E > ! Standard tier Archive tler: % q O
(Important against Ransomware) | (Simple, Secure, ol = . : E - i
Cost-effective) 8 LRS, ZRS, GRS, RA-GRS Smapshot \_!;u_lt """" MUA RBAC  Encryption Soft-Delete
! Cross-region restore (CMK) )
. Secure Azure Network (NSG, Azure Firewall, PE) to transfer backups to access tiers -
& v
Diverse workload ° @
o)
s I @ Bmog 2
o] On- H
= "sﬁf,?rfes Azure VM SQL/HANA VM PostgreSQL Azure Files Azure Blobs Azure Disks

Supports daily, weekly, monthly, and yearly backup points



+Azure Backup VMs

User

(1) Create backup policy and
configure VM for backup

-

3 )

o
Azure Backup

(2) Trigger backup

Y

(%)

=
(&)
VM

Virtual machine

=3
&

Virtual machine

(3) Create VM
Snapshat

@
-]

Restore Point
Collection

Restore Point
Collection

(4) Cop
1o

y Snapshot
vault

B

Policies
-

Recovery Services
Vault




+Azure Backup Fileshares

|
v

e B

Linux  Linux Mac OS Windows Windows
Azure  On-Prem On-prem Azure VM

R

“«~-=-==d

Windows On-prem Windows Azure VM

Mount share

" Recovery Services Vault |

&

i Backup configured
Backup Policy

Snapshot/RP
Management

5 Storage Sync Service

K Storage Account /a

H )

Azure portal Powershell/CLI

schedule

1 o Manage Snapshots Retention using Backup Policy

Direct access

4 eI

~ Azure Storage Account o

Azure file share  Snapshot

2
____________________ -
o8 U
Snapshots taken at user defined ®

=0

L__»




Azure Site Recovery

On-premises

Capacity | NN

Application
Gateway

Web

Traffic Manager

Azure

Capacity | |

Application
Gateway

Web

Global Vnet Peering

AV Set

Load
Balancer

Application

AV Set

Disks

Database

[
»

Failover

“Failback

4~

>| N

AV Set

Load
Balancer

Application

AV Set

Replica Disks

i Database




Azure Site Recovery with Traffic Manager in Action

V-

User

User connects
directly to Primary

EQE E Health Checks
—_— A EA <

g

Recursive Traffic Manager
DNS Service

Endpoint  Priority Status
Primary 1 Online
Failover 2 Online

Primary (On-premises)

>

A

Failover (Azure)

No VMs prior to failove

o H

User Recursive
DNS Service

Traffic Manager

Health Checks

Endpoint  Priority Status

Primary 1 Degraded

Failover 2 Online

Primary (On-premises)

A

Failover (Azure)
VMs recovered through

User connects
directly to Azure

Azure Site Recovery



BCDR On Azure ﬁ— Independent Software Vendors (ISV)
—

We support both options..

Azure Backup / Azure Site Recovery

©Microso ft Corporation
re



Extend your BCDR strategy with our trusted partners

Backup data/apps to Azure as a
durable offsite

e e, ‘ N

Store securely & cost-effectively P e[ D ) .

in Azure Storage : - E *  Azure Express 525 VPN
Servers/ Q nils 5. . - .R_Olfti ........ .

Cli . .
Use Azure as a secure & cost- P Cene Partner ) 4
. . : ~—3 solution of :
effective DR site  Databases = | choice s

A4 .
-----------------------------

Migrate and protect in Azure

*
--------------------------------------------------------

Stay compliant

Our trusted
partner ecosystem

Rl - I ~Datadoti D7 Wl -

COMMVAULT

©Microso ft Corporation
Azure



Pricing

Azure Site Recovery

Region:

| East US v

Recovery to customer-owned sites

x $16.00 = $0.00
Tnstances
Recover to Azure
x $25.00 = $0.00
Tnstances
Upfront cost $0.00
Monthly cost $0.00
~ Azure Backup @ Azure VMs, Enhanced Backup policy, 1 Instance(s) x ... W Upfront: $0.00 Meonthly: $0.00
Azure Backup
Region: Type: Backup Policy Type:
| East US V‘ ‘ Azure VMs V‘@ ‘ Enhanced v|@

Protected Instance Calculations

| 1 ‘ X ‘ 0 ‘GB v‘@ = $0.00
VMs
Backup Policy
Retain daily backups for Retain weekly backups for Retain monthly backups for Retain yearly backups for
Day(s) Weeks) Month(s) Vearts)

Retain instant restore snapshots for

1 |©

Day(s)

Schedule for hourly backup:

| 6 hours V‘

Backup Storage Data Characteristics

Average Daily Data Churn: Redundancy:

Low v‘@ ‘ LRS v|@

Pricing Calculator | Microsoft Azure



https://azure.microsoft.com/en-us/pricing/calculator/
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Fragerunde (Q&A)



+Ask away..
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Outro



Danke.

~ & Microsoft

© Copyright Microsoft Corporation. All rights reserved.



ISV resources

9

9

©

COMMVAULT

Quick Start Guide

Instantly protect
your data to
Metallic Cloud
Storage Service

Try Metallic for
free

See demo

1’r

£,% rubrik

9
9

9

Quick Start Guide

Learn more
about Rubrik
Cloud Vault

Learn more
about Rubrik
M365

See demo of how
to use Rubrik
Cloud Vault

\V(SISTANV/

- Quick Start
Guide

- Exclusive Azure
Offer

- See demo

9
9

Quick Start Guide

Try NetBackup

Recovery Vault

on Azure

See demo

9

9

9

DAL

http://delltechnol

ogies.com/Azure

Dell Data
Protection Suite
offer

Dell
PowerProtect
Cyber Recovery
offer

DD VE offer

Industry leaders to help you on your journey
You can FASILY & SECURELY leverage Azure to protect your critical data and apps from ransomware attacks and stay compliant!

- Learn more
about Zerto on
Azure

- See demos of the
Zerto platform

- Try Zerto for free



https://docs.microsoft.com/en-us/azure/storage/solution-integration/validated-partners/backup-archive-disaster-recovery/commvault/commvault-solution-guide
https://metallic.io/metallic-cloud-storage
https://metallic.io/metallic-cloud-storage
https://metallic.io/metallic-cloud-storage
https://metallic.io/metallic-cloud-storage
https://metallic.io/azure-backup?utm_source=bing&utm_medium=paidsearch&utm_campaign=brand&utm_term=Metallic%20%26%20Azure&msclkid=174e871dc467181793cbe6f3c9a67fe7
https://metallic.io/azure-backup?utm_source=bing&utm_medium=paidsearch&utm_campaign=brand&utm_term=Metallic%20%26%20Azure&msclkid=174e871dc467181793cbe6f3c9a67fe7
https://www.youtube.com/watch?v=FHEbG7LF1pk
https://www.rubrik.com/content/dam/rubrik/en/resources/white-paper/wp-rubrik-zero-trust-microsoft-environments.pdf
https://www.youtube.com/watch?v=02HSIru18UQ
https://www.youtube.com/watch?v=02HSIru18UQ
https://www.youtube.com/watch?v=02HSIru18UQ
https://www.rubrik.com/content/dam/rubrik/en/resources/data-sheet/data-sheet-rubrik-for-microsoft-365.pdf
https://www.rubrik.com/content/dam/rubrik/en/resources/data-sheet/data-sheet-rubrik-for-microsoft-365.pdf
https://www.rubrik.com/content/dam/rubrik/en/resources/data-sheet/data-sheet-rubrik-for-microsoft-365.pdf
https://www.youtube.com/watch?v=02HSIru18UQ&t=734s
https://docs.microsoft.com/en-us/azure/storage/solution-integration/validated-partners/backup-archive-disaster-recovery/veeam/veeam-solution-guide
https://docs.microsoft.com/en-us/azure/storage/solution-integration/validated-partners/backup-archive-disaster-recovery/veeam/veeam-solution-guide
https://www.veeam.com/free-azure-instances-backup.html?ccode=webinar_ext7017V000001MC4tQAG
https://www.veeam.com/free-azure-instances-backup.html?ccode=webinar_ext7017V000001MC4tQAG
https://www.youtube.com/watch?v=nBxSrA0zxXg
https://www.veritas.com/form/etc/introducing-netbackup-recovery-vault
https://www.veritas.com/form/etc/introducing-netbackup-recovery-vault
https://www.veritas.com/form/etc/introducing-netbackup-recovery-vault
https://www.youtube.com/watch?v=e_cR89y7Drk
https://www.zerto.com/solutions/use-cases/cloud/microsoft-azure/
https://www.zerto.com/solutions/use-cases/cloud/microsoft-azure/
https://www.zerto.com/solutions/use-cases/cloud/microsoft-azure/
https://experience.zerto.com/zerto-platform-tour/choose-your-tour-experience/
https://experience.zerto.com/zerto-platform-tour/choose-your-tour-experience/
https://www.zerto.com/try-or-buy/try-zerto-free/?inid=zerto_whats-next_module_to_two-ways-to-try-zerto-free_lp
http://delltechnologies.com/Azure
http://delltechnologies.com/Azure
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/dellemc.dell_powerprotect_crs_saas?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/dellemc.dell_powerprotect_crs_saas?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/dellemc.ppdm_ddve_0_0_1?tab=Overview

Resources for Azure Backup and Azure Site Recovery

Landing page
Blogs

Documentation

Recent Azure Backup releases

Guidance and Best Practices

Azure Backup Support Matrix
Training

MS Learn: Protect Virtual Machines using Azure
Backup

Feedback (user voice)

Write to for preview signups



https://aka.ms/azure-backup
https://azure.microsoft.com/en-us/services/site-recovery/
https://aka.ms/azure-backup-blogs
https://aka.ms/siterecovery_blogs
https://aka.ms/azure-backup-documentation
https://docs.microsoft.com/en-us/azure/site-recovery
https://aka.ms/azure-backup-recent-releases
https://aka.ms/azure-backup-best-practices
https://azure.microsoft.com/en-us/solutions/architecture/disaster-recovery-smb-azure-site-recovery/
https://azure.microsoft.com/en-us/solutions/architecture/disaster-recovery-smb-azure-site-recovery/
https://docs.microsoft.com/azure/backup/backup-support-matrix
https://aka.ms/azure-backup-training/
https://aka.ms/AzureBackup-Learn
https://aka.ms/siterecovery_mva
https://aka.ms/azure-backup-user-voice
https://aka.ms/ASRuservoice
mailto:AskAzureBackupTeam@microsoft.com

Commvault & Metallic SaaS

On-premises
infrastructure

[ Manage —»
- | COMMVAULT *
D @ Backup &

e 'e Recovery

A p 9

A A ExpressRoute, VPN,
or Public Internet

@ o o
Hybrid workloads —> @ < >
Local storage
Endpoints < Direct to Cloud >

\4

Direct to Cloud

A

SaaS workloads

Lightweight / Easy to setup and central management with other Commvault
software

Hosted on Azure for SaaS data, On-prem offsite data, Azure data

Built on Secure, immutable and scalable Azure Blob foundations (FedRAMP
Certified)

Air-gapped security and ransomware protection

Simple $/GB/month pricing

©Microsoft Corporation

Azure

©

COMMVAULT

Metallic Cloud Storage Service

(MCSS) metallicd>z -

Fully managed storage for air-gapped offsite A Commvault Venture

protection of on-prem data backed up by
Commvault Complete

Metallic™

Control Plane
https://hub.metallic.io

Metallic™ Data Plane

Metallic Storage

Protect Azure VMs, Azure Files, Azure Blobs, ADLS Gen2, Azure VMWare
Solution and AKS

Protect Endpoints, M365 (Including Teams) and Hybrid workloads

Use Azure as a DevTest or Recovery Site with Orchestrate

All the goodness of proven Commvault Complete features

Search, Discovery, and Compliance cross-cloud with Activate


https://microsoft.commvault.com/

Rubrik - Zero Trust Data Security

Instantly secure your data from ransomware with
Rubrik Cloud Vault built on Azure

Logically air-gapped & immutable storage so
you can always recover from cyber attacks

Fully-managed service that reduces data risk and
operational complexity

Predictable cost that includes all storage & egress
charges to stay within budget

©Microsoft Corporation
ure

A.’.A
¢.2 rubrik

Rubrik Cloud Vault Logical air gap

A

A\

)

Cloud workloads

On-prem data source



https://www.rubrik.com/products/rubrik-cloud-vault
https://www.rubrik.com/partners/technology-partners/microsoft

Veeam Modern Data Protection

*

&

Microsoft Office 365
CEEN)

Granular protection and item-level
recovery for Exchange Online, Sharepoint
Online, Microsoft OneDrive, and
Microsoft Teams.

Can also protect on-premises Exchange
and Sharepoint.

Veeam Backup for

Microsoft Office 365

Store metadata
cache on disk
and data on
Azure Blob

©Microsoft Corporation
Azure

Azure-native virtual
machines
(EEN)]

Protect and restore Azure virtual
machines

Direct restore for Microsoft azure includes
support for restore from other cloud
providers and hypervisors

Veeam Backup for

Microsoft Azure

Azure Kubernetes Service

(GEEN))

Data portability and application mobility
for cloud-native applications.

Automatic application discovery, backup
disaster recover, and data portability for
Kubernetes workloads.

Kasten K10 by Veeam

N

e
Create snapshots and store rReesz)Zirteo\r”a external
backups on Azure Blob P y

N

e

Export protected resources and restore
to on-premises Exchange

\V{S{STAN\V/

Virtual and physical
environments

(Vmware, Hyper-V, AHV, Windows,
Linux, Solaris, and AlX)

Protect and restore workloads with native
granular restore via Veeam ExplorersTM
for Active Directory, Exchange,
SharePoint, SQL Server, Oracle, and
support for other enterprise applications

Supports agentless backup, replication,
and migration for Azure VMWare
Solution, and Azure Stack HCI

Veeam Backup &

—>
Replication®

Stack Hub
Veeam Agents for
Windows, Linux,

Solaris, and AIX

Data can be stored on disk as primary tier and
then Azure Blob as capacity tier

Direct restore to
Microsoft Azure


https://www.veeam.com/microsoft-cloud-solutions.html?ad=in-text-link

Veritas Enterprise Data Services Platform

Availability

Protection

Insights

Veritas InfoScale™

Low RPO automated migration
and disaster recovery to Azure

’é\ EEEEEEE—
o W —— |
Azure

And more....

©Microsoft Corporation
Azure

®

Veritas NetBackup™

Automated application aware
backups tiered to Azure

®

Veritas NetBackup

SaaS Protection

Comprehensive SaaS protection
run as a service on Azure

®

Veritas NetBackup
Recovery Vault

Secure and resilient data
protection storage as a service

@ Enterprise Vault.cloud

Content Collection, Classification,
Discovery & Supervision

SaaS solution completely

hosted in Azure




Data protection for Microsoft Azure lechnologies

N\ VR

L.‘}’) Lb&') Leading Blazing
) Cloud Cloud
Long Term Disaster Efficiency Performance
Retention Recovery
Multi-Cloud ~ Cloud Ready
Use Cases Architecture

N\ VR

C_ @—) C_'N;) Wide Massive
Protection Multi-PB

Backup to In-Cloud Ecosystem Scalability

Cloud Backup

Azure Cloud

Integration
Modern Cloud Consumption Modern Cloud Protection
Azure @ Azure ﬁ
= Azure Marketplace Deployments VMware Solutions Government » Protect Kubernetes in Cloud
= Software-as-a-Service Offerings = Protect Cloud-Native PaaS

= Automated Protection via REST APIs = Protect SaaS-Hosted Workloads

©Microsoft Corporation
Azure


https://www.dell.com/en-us/dt/data-protection/microsoft-azure.htm

Zerto Data Protection Solutions

Disaster Recovery to Azure

Continuous data protection with low-
RPO and low-RTO to Azure Virtual
Machines and Azure Disks

o

Azure Migrate

Integration with unified platform for
discovery, assessment and migration

©Microsoft Corporation
Azure

Massive Scale

Use of Virtual Machine Scale Sets for
significant improvement to RTO

P

A

Azure to Azure Protection

Replicates to regions globally in Azure
for disaster recovery

@ — B

Tiered Storage

Integration with Azure Blob storage for
cost effective long term retention

=@ Microsoft Azure

Hot Cool Archive

Azure Kubernetes Service

Data protection for stateful
applications running on Kubernetes in
Azure


https://www.zerto.com/partners/zerto-technology-alliances/zerto-and-microsoft/

+Docu mentation

« Introducing the Azure Business Continuity Guide - Microsoft Community
Hub

« Revolutionize Business Continuity and Disaster Recovery with Azure
Business Continuity Center - Microsoft Community Hub

« About Azure Site Recovery - Azure Site Recovery | Microsoft Learn

- Protect and recover in Azure - Cloud Adoption Framework | Microsoft
Learn


https://techcommunity.microsoft.com/t5/fasttrack-for-azure/introducing-the-azure-business-continuity-guide/ba-p/3905424
https://techcommunity.microsoft.com/t5/fasttrack-for-azure/introducing-the-azure-business-continuity-guide/ba-p/3905424
https://techcommunity.microsoft.com/t5/azure-storage-blog/revolutionize-business-continuity-and-disaster-recovery-with/ba-p/3980387
https://techcommunity.microsoft.com/t5/azure-storage-blog/revolutionize-business-continuity-and-disaster-recovery-with/ba-p/3980387
https://learn.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/manage/azure-management-guide/protect-recover?tabs=AzureBackup%2Csiterecovery
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/manage/azure-management-guide/protect-recover?tabs=AzureBackup%2Csiterecovery
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