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Wer ist Barracuda? Fast Facts!

2003
Gründung

1.600+
Mitarbeiter

Global HQ
Campbell, CA

EMEA HQs
Innsbruck, Austria

Reading, United Kingdom

150K+
Kunden

15

+$500M
Revenue FY20

Nationen mit Barracuda 
Niederlassungen
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• 24/7

Best Customer Service
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Netzwerkperformance

Management

Netzwerksicherheit

Cloud

IoT

News/Ausblick

Inhalt/Schlagworte
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Barracuda Solutions
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Digital transformation is here
Cloud is the new normal

MobileCloud IoT

1

Social Media AI/MLBig Data



Network evolution

Distributed with Data Center

Campus & branch

Hybrid

Apps

HQ

Public Cloud ‘All-in’

Public Cloud

& SaaS

SD-WAN

• Site-to-site/cloud connectivity with 

multiple connection types

• Dynamic path selection
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Microsoft is moving everyone to 
M365, and most other enterprise 
applications pivoting to SaaS

Public cloud becoming the 
new normal

Remote work becoming the 
new normal too

2  Tectonic shifts in NetSecX
3
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Initial Configuration ?

Cost of Deployment ?

Cost of small units ?

Virtual ?

Cloud ?

Mgmt. of hundreds of boxes?

Multiple Admins ?

Audit & traceability ?

Ongoing OPEX ?

Compliance ?

Reporting ?

Cost ?

Control ?

Security ?

Availability ?

Multi-Provider Mgmt. ?

Performance / Bandwidth ?

Data Theft

Spyware/Botnets

APT / Ransomware

Employee Productivity

Network Security / Hacking

Internet Access compliance

Operations

Security

Deployment

Connectivity &

Secure SD-WAN

Challenges Barracuda CloudGen Firewall solves
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Zero Touch Deployment

Pool Licensing

Disaster Recovery

Multi-Tenancy

Native Cloud

Hardware

Virtual

Central Management & Lifecycle

Granular Admin Concept

Revision Control

Troubleshooting

GTI & Live Status

OPEX expenses

Reporting

Multi- ISP

WAN compr.

VPN + SSL-VPN

Traffic Intelligence

Traffic Shaping / QoS

Virtual WAN Balancing

Application-Based Link Selection

IPS/IDS

SSL Interception

User Awareness

Antivirus / Web Filter

Stateful FW + AppDetect

Advanced Threat Protection + 

Botnet & Spyware Detection

Operations

Security

Deployment

Challenges Barracuda CloudGen Firewall solves

Connectivity &

Secure SD-WAN
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Security
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Full next-generation security
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• HTTP/S

• SMTP/S

• POP3/S

• FTP

Advanced Threat Protection (ATP)

on-box malware protection

on-box IPS

on-box hash database Filetype policies

• First Scan, Then Deliver

• First Deliver, Then Scan
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Layered defense-in-depth
• CPU emulation based sandbox

• Analysis and detonation of advanced threats 

• Scans 900+ attributes in seconds 

• Examination of commands in code / scripts for common viral activities 

such as:

• File over-writes, replication, registry access, obfuscation techniques 

etc.

• Analysis of suspicious coding such as:

• Excessively long timers and loops, that run for days etc.

• Signatures collection from and shared with over 250,000 endpoints

• Multi-opined A/V engines 

• Blocks spam, viruses, phishing, and other traditional malware

Signatures Analysis

Static Analysis

Sandboxing

(CPU emulation)

Behavioral Analysis

Machine learning

• Examines executable file without actually executing it

• De-obfuscates code constructs

• Rapid pre-filtering of malware prior to sandboxing

>
9
5
%
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• Preserve bandwidth and speed-up business critical applications

App detection - protect the business
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User awareness

NTLM

LDAP/S

RSA SecurID x.509 TACACS+

SMS Passcode

Local authentication database

Microsoft TSCitrix TS

Active

Directory
DC Agent

TS Agent

RADIUS

Google 

Authenticator
Microsoft ADFS

Rest-API calls
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SCADA protocol detection

Monitor and/or control SCADA traffic

• Siemens S7/S7+

• IEC 60870-5-104

• DNP3

• MODBUS

• OPC UA

• …….
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Connectivity &

Secure SD-WAN



B
R

A
N

D
 -

C
o

n
te

n
t

Market: SD-WAN and SASE

SD-WAN market $2.0B in 2020, 

growing to $4.5B in 2024 *

2020 2024

SASE

Network Security

Network and security services are 

converging in the cloud into a new 

market that Gartner coined Secure 

Access Service Edge (SASE)

* Gartner, G00726991, May 2020 

$2B

$4.5B
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Traffic intelligence / WAN virtualization

xDSL

MPLS

xDSL

MPLS
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Traffic intelligence / WAN virtualization

xDSL

MPLS

xDSL

MPLS

Surfing: 50% Class2

Email: 50% Class1

VoIP 50%: NoDelay

Business 50%: Class1
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Traffic intelligence / WAN virtualization

xDSL

MPLS

xDSL

MPLSVoIP: 70% NoDelay

Business: 70% Class1

Email: 20% Class2

Surfing: 10% Class3
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Traffic intelligence / WAN virtualization

xDSL

MPLS

xDSL

MPLS

3G 3GVoIP: 90% NoDelay

Business: 90% Class1

Email: 10% Class2 

No surfing
Only important applications

No surfing
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Traffic intelligence / WAN virtualization

xDSL

MPLS

xDSL

MPLS

3G 3G

VoIP: 70% NoDelay

Business: 70% Class1

Email: 20% Class2

Surfing: 10% Class3
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Traffic intelligence / WAN virtualization

xDSL

MPLS

xDSL

MPLS

3G 3G

Surfing: 50% Class2

Email: 50% Class1

VoIP 50%: NoDelay

Business 50%: Class1
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Direct Internet Breakout (ABLS)

Custom

App

General

Games

General Games

Custom

App

use X use Y use Zuse Y or Z

Application control

ISP X

ISP Y

ISP Z

Application Usage & Risk Report.pdf
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Virtual WAN balancing

Up to 24 transports for one tunnel

Session BalancingPacket Balancing
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• Multiple transport modes (Encapsulation)

• Compression (Stream/Packet)

• Application acceleration

WAN optimization
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Initial active probing and monitoring

Passive probing every 15mins

Active re-probing every 60mins

Dynamic bandwidth/latency detection
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Selection based on “connection object“

Configuration per access/application rule

Performance-based traffic selection
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band is always prioritized 
over standard traffic

Reserves 30% for 
NoDelay traffic 

Reserves 70% for 
standard traffic

Traffic duplication for 
VoIP

Adaptive bandwidth protection
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User VPN access

Public Cloud

Private Cloud

Internal Apps

Hosted in Public Cloud

Hosted on-premises

CudaLaunch app

Browser-based

SSL VPN

VPN & NAC Client

Road

Warrior

Ad

Hoc

Home

Office





IoT Security Architektur

IoT „Edge Gerät“

(Secure Connector Appliance)

IoT „Hub“

(Secure Access Controller)

Control Center

Control Stack

Edge Computing

Predictive Maintenance

Shielding/Cloaking

Starke Authentisierung

Sichere Kommunikation

Zero Touch Deployment

Access Security Broker

Zugriffskontrolle

Anti-Malware

Advanced Threat Protection 

Protokollanalyse

Audit Trail

LTEClient
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Anwendungsmöglichkeiten
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Zero-touch deployment
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• Zero-touch self-provisioning hardware for rapid deployment

• No on-site IT needed
• Order the CGF appliance

• Configure CGF remotely 

• Appliance arrives at location

• Plug in the CGF appliance 

• Appliance self-provisioning

• Deployment & Re-Deployment

Zero-touch deployment

ZTD 

Portal

1 CGF contacts ZTD service

3 ZTD send basic config to CGF
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Management & analytics



Barracuda Firewall Control Center
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Overview Firewall Control Center
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granular configuration levels

Customer

US

Europe

Italy

Austria

Graz

Vienna

R99 / W10

R2 / W2

R99 / W80

R99 / W10

R99 / W60

R80 / W50

R80 / W20

Admin B: R/W=50, customer 2 only

Read levelR

W Write level
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Manage dispersed networks

Daily task

Firewalls: 1

Time: 10 minutes
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Manage dispersed networks

Daily task

Firewalls: 100

Time: 16 hours
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Manage dispersed networks

Barracuda Firewall Control Center

Daily task

Firewalls: 100

Time: 10 minutes



CUDA in the cloud
(Cloud Generation WAN)
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First next-
generation 
firewall on 
Azure

First
Microsoft 
Certified 
firewall

First to 
support 
multiple (4) 
ISPs for 
Azure Virtual 
WAN

First global 
secure SD-
WAN service 
built natively 
on Azure 

Barracuda Networks and Microsoft



B
R

A
N

D
 -

C
o

n
te

n
t

What does this mean

VNET

VNET

Virtual WAN with IPSEC and Internet links

• Data is encrypted so the connection is secure.

• IPSEC can be resilient over 4 uplinks with BGP provide a slow failover

• Performance cannot be optimised
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What does this mean

Virtual WAN with CloudGen WAN

• Data is encrypted so the connection is secure.

• CloudGen WAN can use > 4 internet connections to improve 

resilience or performance of connections

• Performance within and across links can be optimised

VNET

VNET
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Azure connectivity & SaaS optimization –
reference architecture

CloudGen WAN 

Gateway

CloudGen WAN Site Device

Virtual WAN 

Hub Region 2

SD-WAN direct breakout

CloudGen WAN

Management Portal
Zero Touch Deployment

In
it
ia

l s
e
tu

p

SD-WAN &

security

policies

Microsoft 

Global Network

IPSEC
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CloudGen WAN Gateway n/a YES

CloudGen WAN Site YES YES*

CloudGen WAN pricing

* hardware cost upfront/ software license 

through Azure Marketplace



CUDA in the cloud
(IoT-Connect)
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mit Barracuda Secure Connector Appliances.

Unsere Mission:
• Einfach zu kaufen:

Cloud-Marketplaces

• Einfach zu implementieren:
Ein paar Minuten

• Einfach zu bedienen:
Einfaches Management-Interface

Barracuda IoT Connect
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Barracuda IoT Connect Architektur

IoT Edge Gateway

(SC)
Connection Hub

(SAC)

Micro-segmentation

Secure communication

Container support

Zugriffskontrolle

Anti-Malware

Advanced Threat Protection 

Protokollanalyse (SCADA)

4G, Wi-Fi or WAN

Überwachung

Zero-Touch Deployment

Konfiguration über Templates

Zentrale Lizensierung

Kunden-Cloud-Netzwerk

Management Hub

(CC)

Daten Traffic

Management Traffic

Dateneinspeisung
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“Kompliziert” war gestern
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News/Ausblick
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100%

+26%

+37%

0,00%

20,00%

40,00%

60,00%

80,00%

100,00%

120,00%

140,00%

160,00%

Th
ro

u
gh

p
u

t
VPN performance improvements

7.2

8.0.x
Next Major
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• Point-2-Site VPN via Azure AD SSO 
• Site authentication via Azure AD SSO 
• VLAN support 
• Security Policies (Malware/IPS/TLS)
• Disaster recovery hubs (redundant gateways) 

Next
• SD-WAN and Security dashboards 
• Cloud Segmentation via CGW gateways
• Azure Stack Edge support 

CloudGen WAN



B
R

A
N

D
 -

C
o

n
te

n
t Maintenance Release with over 150 Improvements:

Barracuda OS, Authentication, Control Center, DHCP, 
Barracuda Firewall Admin, DNS, Firewall Engine, Proxy, Rest 
API, VirScan, VPN, WebUI

CloudGen Firewall 8.0.4 – 10/29/20



Thank You


