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We are right beside you

* EMEA Support Team
o 24/7

Best Customer Service

YRS ll Barracuda
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Inhalt/Schlagworte

Verteilte Netzwerke
Netzwerkperformance
Management
Netzwerksicherheit
Cloud
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Email Protection /¢y Network and Application Security Data Protection

Cloud-to-Cloud Backup
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Digital transtformation is here
Cloud is the new normal
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* Site-to-site/cloud connectivity with Public Cloud L :

Distributed with Data Center
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The SaaS Graph®
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X%Tectonic shifts in NetSec

Microsoft is moving everyone to
M365, and most other enterprise
applications pivoting to Saas
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Public cloud becoming the
new normal

Remote work becoming the
new normal too | o




Challenges Barracuda CloudGen Firewall solves

Operations

Security

Audit & traceability ?
Ongoing OPEX ?

Cost of Deployment ?
Cost of small units ?

fMgmt. of hundreds of boxes? Speed of deployment 7\
Multiple Admins ? Initial Configuration ?

Compliance ? Virtual ?

kReporting ¢ Cloud 7/
Data Theft Cost ?\
Spyware/Botnets Control ?
APT / Ransomware Security ?
Employee Productivity Availability ?
Network Security / Hacking Multi-Provider Mgmt. ?
Internet Access compliance

idth ?
A Performance / Bandwidth ?)

Deployment

Connectivity &
Secure SD-WAN

v é



Challenges Barracuda CloudGen Firewall solves

Operations

Security

Zero Touch DeponmenD
Pool Licensing

Disaster Recovery
Multi-Tenancy

[Central Management & Lifecycle
Granular Admin Concept
Revision Control
Troubleshooting

GTI & Live Status Native Cloud
OPEX expenses Hardware
\Reporting Virtualj
IPS/IDS Multi- ISP\

SSL Interception WAN compr.

VPN + SSL-VPN
Traffic Intelligence

Traffic Shaping / QoS
Virtual WAN Balancing

User Awareness
Antivirus / Web Filter
Stateful FW + AppDetect
Advanced Threat Protection +

Application-Based Link Selection

Botnet & Spyware Detection )

-

Deployment

Connectivity &
Secure SD-WAN
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Security
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Full next-generation security

Jap (] =3

@ P 4.) Sandboxing (Detonation) Threat Intelligence Push Barracuda @

3) Static Code Analysis Global Threat Intelligence
Network

ADVANCED THREAT 2.) Behavioral & Heuristics Analysis

upload for inspection
1.) Advanced Signatures Analysis

FW

Barracuda
CloudGen Firewall

continuous updates

Advanced Threat Protection

10.) Malware Protection & Anti-Virus
9.) File Content Filter
8.) Web Filtering + Mail Security

Application Control

Intrusion Prevention System (IPS)

/.
6.
5
4.) SSL Inspection

3.) User Identity Awareness
2) DoS / DDoS

Geo IP Control Cloud Service

On-box

single pass inspection

)
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)
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) Botnet & Spyware Protection
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Advanced Threat Protection (ATP)

Supported protocols

CPU Emulation Sandboxing —_ =

Q
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./—\ ; Static Analysis —1 S
ADVANCED THREAT ... : 2

: Behavioral Analysis — 8
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Signature Analysis — @

on-box IPS
on-box hash database S Fl|etype pO|IC|eS

Block file
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Layered defense-in-depth
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CPU emulation based sandbox
Analysis and detonation of advanced threats
Scans 900+ attributes in seconds

Examines executable file without actually executing it
De-obfuscates code constructs
Rapid pre-filtering of malware prior to sandboxing

Examination of commands in code / scripts for common viral activities
such as:

File over-writes, replication, registry access, obfuscation techniques
etc.

Analysis of suspicious coding such as:

Excessively long timers and loops, that run for days etc.

Signatures collection from and shared with over 250,000 endpoints
Multi-opined A/V engines
Blocks spam, viruses, phishing, and other traditional malware

Machine learning

Sandboxing
(CPU emulation)

Static Analysis

Behavioral Analysis

Signatures Analysis




Application
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User awareness
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Google [:I. Microsoft ADFS
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NTLM A \ Local authentication database
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Active DC Agent
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Citrix TS Microsoft TS
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CADA protocol detection WV

< Firewall Objects

o | | Monitor and/or control SCADA traffic

MNamed Ne:
Applications

URL Filter . cld ver Sendard o C SiemeﬂS 87/S7+
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ndard Netwe

B . |EC 60870-5-104
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Connectivity &
Secure SD-WAN
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Market: SD-WAN and SASE

$4.5B

S2B

2020 2024

SD-WAN market $2.0B in 2020,
growing to $4.5B in 2024 *

* Gartner, G00726991, May 2020

Network and security services are
converging in the cloud into a new
market that Gartner coined Secure

Access Service Edge (SASE)
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Traffic intelligence / WAN virtualization
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Traffic intelligence / WAN virtualization

Lotus Notes
@ webex
M Gmail Base
K3 Facebook Groups
K3 Facebook Base
(R, Avira AV Update
: Microsoft Update

Surfing: 50% Class2
Email: 50% ClassT

VolIP 50%: NoDelay
Business 50%: Class1

b4
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b4
R

FW
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Traffic intelligence / WAN virtualization  ©

otus Note:

VoIP: 70% NoDelay FW T
S Business: 70% ClassT s Suse
Email: 20% Class?2 &
Surfing: 10% Class3




Traffic intelligence / WAN virtualization  ©

No surfing

b4
R

(@)

Only important applications

VolP: 90% NoDelay

Business: 90% Class1
Email: 109% Class2
No surfing




otus Note:

(@)

VoIP: 70% NoDelay
Business: 70% Class sk
Email: 20% Class?2 &
Surfing: 10% Class3

Traffic intelligence / WAN virtualization  ©



Traffic intelligence / WAN virtualization

Lotus Notes
@ webex
M Gmail Base
K3 Facebook Groups
K3 Facebook Base
(R, Avira AV Update
: Microsoft Update

()

Surfing: 50% Class2
Email: 50% ClassT

VolIP 50%: NoDelay
Business 50%: Class1
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Direct Internet Breakout (ABLS) 5

Application control General f
S Custom l:l Q
App Office 365 Games
General [CENIES f
use X use Y useYorZ useZ S
ISP X
ISP'Y FW Custom
App
ISP Z [RA)
B d
G?t;f;ge?'l Firewall u
Office 365 ( ]

D Application Usage & Risk Report.pdf




Virtual WAN balancing

Up to 24 transports for one tunnel
Fexien B aamadmyy
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WAN optimization

* De-duplication & data caching
* Multiple transport modes (Encapsulation)
e Compression (Stream/Packet)

« Application acceleration

A
(4 N

A
[ N

| TCP encapsulation e
B UDP encapsulation
B HYBRID encapsulation

De-Duplication
Compression

Application Accel.
Caching

De-Duplication
Compression

Lo

v é



Dynamic bandwidth/latency detection

Transport is Up Initial Active Probe

Monitoring (Seconds) Passive Probing (Minutes)

Ol — all: O —

vpnO

Initial active probing and monitoring
Passive probing every 15mins

Active re-probing every 60mins



Performance-based traffic selection

75 Mbit /27 ms
BulkO

VOIP Oualtes 20 Mbit/ 7 ms
(Best Latency) 2ualitys

Backup o 7 Mbit /170 ms
(Best Bandwidth) Fallback?

Selection based on “connection object”

Configuration per access/application rule




Adaptive bandwidth protection

NoDelay (VolP) QoS
band is always prioritized
over standard traffic

Reserves 30% for
NoDelay traffic

Reserves 70% for
standard traffic

Traffic duplication for
VolIP




TINA VPN Protocol

CloudGen Firewall

TINA Tunnel  [EEGCRsWUaY

Transport Independent Network J—— — -
Arch itectu re (TI N A) VP N Protocol % Efpﬂc"ﬂiﬁgﬁféféﬁfsu45. 10, 10.21.0.3 » % Eﬂ.ﬁ@ﬁﬂ?&w, 194,93.0.10, 10.20.0.3
= The Barracuda TINA protocol (Transport Drectn Terpot T

Transport Source IP/Interface Explicit Encryption anspert Sourc Explic
H Expligt 212.86.0.10, 80.130.45.10 Authentication Explidt 62.99.0.40,194.93.0.10
Independent Network Architecture) Tt e Pbtrans <Lse Tampat Soaces T st 6.

Transport Listering IP/Hostname <Use-Transport-Source>

overcomes limitations of standard IPsec Loc ot E— Carprsin : (e oo
. . B Advanced Dynamic Mesh
connections, by enabling the use of Rovs e

Dynamic Mesh Timeout
B Traffic Intelligence

TCP, UDP & ESP for high speed VPN : T B Pt

Device Index & TI - VPN Envelope Policy

connections, which substantially D Sty = oo -
improves VPN connectivity by adding: - ot Gt oo Mot e Pk s o Gt oo
. . éiwir}f?l o t{ash %N"[IE)I:’ o Tunnel Probing 30 secs o
Endpomt—to—Endpo‘mt (not network-to- BT 2sh ZNTIOP sefsigne o Toeni o
network) connectivity St St Vigh Peformance Setings Mo
X . Stop Script El WANOpt
NAT friendliness _ Limou ol o
ings:
Multiple physical transport paths for a Hde n Bormcuda NS e
logical tunnel
Multiple tunnels between two locations
HTTPS & SOCKS4/5 proxy compatibility

Dynamic Address Support

Tunnel hear monitorin ) ) ) )




User VPN access

® Hosted in Public Cloud

//\ Hosted on-premises

Private Cloud

B> SharePoint
Internal Apps

(1N

v
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Cudalaunch app

. i?

i

‘lﬁl AT

Browser-based |
SSL VPN (N

VPN & NAC Client

L]

A O

Road
\Welgglels

Ad
Hoc

Home
Office
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KICudaLaunch

Connect to your
organization’s
private cloud
from anywhere.




loT Security Architektur
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(Secure Connector Appliance)

Client LTE
= ([

 —

Edge Computing
Predictive Maintenance
Shielding/Cloaking
Starke Authentisierung
Sichere Kommunikation
Zero Touch Deployment

(Secure Access Controller)

SAC /C(f\

ontrol Center

Barracuda
ec

Access Security Broker
Zugriffskontrolle
Anti-Malware

Advanced Threat Protection
Protokollanalyse

Audit Trail



Anwendungsmoglichkeiten

— - ne
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(Secure Connector Appliances)

<+ Predictive Skalierbare
Eies Maintenance r'_r Konnektivitat
Edge Computing Zugriffsschutz & -

1le )
X\ Unterstltzung & kontrolle



Deployment
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/ero-touch deployment

Deliver — Plug in — Play (manage)

:g—C-G)



/ero-touch deployment

Lean |T

Zero-touch self-provisioning hardware for rapid deployment

No on-site IT needed

« Order the CGF appliance

« Configure CGF remotely

« Appliance arrives at location
« Plug in the CGF appliance

» Appliance self-provisioning

Deployment & Re-Deployment

1 CGF contacts ZTD service

0N\
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Management & analytics
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Barracuda Firewall Control Center 0.0

Machine/Machine
Internet of Things

. ooo
e.g. headquarters .." g _'I.E
oo e.g., wind power parks

Mid-range 22| Fw FW () Public cloud

e.g., production facilities .: AN ISR RE 2 aw%
-, o
——] ..'. .'o.
Entry-level Fw ..° ((( ))> Remote Access
e.g., branch offices A

i0S, macOS, Windows, Android, Linux, openBSD



verview Firewall Control Center

Barracuda Firewall Admin 80 - demo @ Firewall Control Center - CC Control / Status Map

10.100.1.10
Firewall Control...

CONTROL CONFIGURATION DATABASE ADMINS STATISTICS EVENTS
Zero Touch " Configuration File g8 Barracuda Pool D Swmisics /7, Remote Scanner Fimuare . Refiesh _ )
Deployment @ SDvIAN - % Jpdates Updates  “PtSessions | ) e @ lomnses (D Collesion  £2) Exeouton OVersions 3 Upde ¢ always A/ Disconnect
ine: 0shown B3 OK: 7shown &) Waming: 7shown &% Fail 3shown b, Unreachable: 0 shown OhGrw Range [ Growp Cusier @Group HA 7 Filter
Fiter Filter Fitter Filter

Description Access IP Version Appliance

F-Series Demo Environ__

-y

Plain Firewall Services... 8.0

9 Beiing SD-WAN Master 17216.0.18 8030137 VFC16PAYG
9 Sydney SD-WAN Slave 17216.0.19 8030137 ﬁr’\uz\raha VFC16PAYG

23 B

o

+ B 1/BigBue CGF vWAN 80

E‘QCGF\/WAN VWAN Demo Box 10.170.0.10 8030137 VFC16PAYG 1310762

o o

s B, 1/EMEA Distributed Firewall Ser 80
B, Frankiurt 17216011 8030137 M Gemany VFC16PAYG
B8 innsbruck 17216012 8030137 - Austia VFC16PAYG
28 Vienna 17216010 8030137 - Austia VFC16PAYG

PE=V - 80
22, Alarta 17216013 £030137 & rtcg Stes  VFCTEPAYG ATLYS
22, Austin 17216014 £030137 & rtcg Stes  VFCIEPAYG ABIAVS
22, Chicago 172160.15 £030137 & rtcq Stes  VFCIEPAYG ORDVS

2 2

4 (% Hafor POEVS_NA_1 8030137 VFCE PoEVS
2 Campbel-cmi 10.1000.10 8030137 Vrcs 1071602 PoEVS
2, Campbel-cm2 10.100.10.10 8030137 Vrcs 1071601 Sec: PoEVS
<]
£ Portand 17216016 8030137 VRCI6PAYG PDXVS
B Sanfrancisco 172160.17 8030137 B rted Statss VCIEPAYG SFOVS

4 d2

4 B} 2/5ecureConnectors 80

P B 2 D2

8 AccessConcentrator] 10.100.0.40 8030137 rited Kingdom VACCE10 1071605 ACTVS

| M 05000, 000 00000 0,00 00 0 0
| 2P © PR RR B OO E O VOO PO ® O PO @ B

goharat g o drarardrarararat r ottt ar ot g g o PN

2 scipmz PLC3276-Temp_floor 17216.1.4 FSC-11.0 E (jnjced States
2 scipm VALVE17143 1721615 FSC-11.0
28, scipma PLC3276-Temp-Pump 1721616 FSC-11.0

Connected to 10.100.1.10 (v 80.3-137) SSL Secured (AES256-GCM-SHA384) | Certificate: <NOT LOADED> CC Time: 11:32 AM (UTC)




granular configuration levels o0

[ Customer ]

Admin B: R/W=50, customer 2 only

Europe

taly

Austria

R99 / W60

W ,
Graz . Write level
ﬂ Read level

Vienna



I\/Ianage dggers dnetvvorks .

> - 3 @

Daily task
Firewalls: 1
Time: 10 minutes



Manage dggersed networks .

Daily task
Firewalls: 100
Time: 16 hours



Manage d Qersednetvvprks__ =)

Daily task
Firewalls: 100
Time: 10 minutes







Barracuda Networks and Microsoft

multiple (4)

ISPSfor Sy |
Microsoft Azure Virtual
Certified WAN

firewall

First next-
generation
firewall on
Azure



What does this mean

[ L]
I::::IIEI .

[T

Virtual WAN with IPSEC and Internet links

» Data is encrypted so the connection is secure.
 IPSEC can be resilient over 4 uplinks with BGP provide a slow failover
» Performance cannot be optimised



What does this mean

[

Virtual WAN with CloudGen WAN

» Data is encrypted so the connection is secure.

* CloudGen WAN can use > 4 internet connections to improve
resilience or performance of connections

» Performance within and across links can be optimised



Azure connectivity & Saas optimization —
reference architecture

™\

CloudGen WAN
Management Portal

Zero Touch Deployment

i

Virtual WAN
Hub Region 2

CloudGen WAN
Gateway

Initial setup
|
AN
AN

EEN

CloudGen WAN Site Device

SD-WAN direct breakout




CloudGen WAN pricing

Bring-Your-Own-License Azure Marketplace

CloudGen WAN Gateway  n/a YES
CloudGen WAN Site YES Y HSiE

CloudGen WAN T200

. CloudGen WAN T400

Em mim

FT11. H:'}H mmmm mmp R

Q' m N iRl il R I‘ * hardware cost upfront/ software license
UUU i L i through Azure Marketplace







Barracuda loT Connect

Einfache Anbindung an die Cloud
mit Barracuda Secure Connector Appliances.

Unsere Mission:
Cloud-Marketplaces aws
Ein paar Minuten

Finfaches Management-Interface
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Barracuda loT Connect Architektur

(CO) i loT Edge Gateway
Uberwachung Connection Hu (SO
Zero-Touch Deployment @ (SAC) |- A-l_l
Konfiguration Uber Templates s
Zentrale Lizensierung Frowall Control Genter SAC 4G, Wi-Fi or WAN I-’Q
gg:uacu:zuessconh'oller ( )
Kunden-Cloud-Netzwerk : :; |b
Zugriffskontrolle PG|
Anti-Malware |: 555|

Advanced Threat Protection

Protokollanalyse (SCADA) Micro-segmentation
Secure communication

Dateneinspeisung

Management Traffic Container support

== Daten Traffic



"Kompliziert” war gestern

L 1 Barracuda loT Connect azure_temp_cuda@gmx.com ¥

Cloud Infrastructure Set Up in progress (92%) - Current Stage: Waiting for activation to complete

Q) )
e D) AUDITLOG s 1 Barracuda loT Connect azure_temp_cuda@gmx.com
— [\
() Dashboard
Setup Status Setup Re m [% Q
Cloud Infrastructure Status Deployment Admini DASHBOARD TEMPLATES AUDIT LOG SETTINGS
Events Evel —
() Dashboard
Scheduled
Licensing Contral Center Succeeded Cloud Infrastructure Status VPN Tunnel Locations
Licensing Access Controller Succeeded
. Barracuda-loT-Connect-Ac
Deploying Subnets (Microsoft.Compute/virtug Server Status
20K
Waiting for deploying Subnets E j,";:;";"
0 Error
Deploying Control Center L)
Configuring Control Center Succeeded
Barracuda-loT-Connect-Ac
Waiting for deploying Control Center rosoft.Network/public]
Activating Control Center
Managed SC N sC VPN Tunnel
Configuring Aceess Controller Succeeded Status Lor'[\iu“ﬁ“‘m Status
Waiting for deploying Access Centroller
Activating Access Controller Succeeded
Ba fa-loT-Conne
(™ Waiting for activation to complete ft.Network/netwg
+/  Complete Succeeded ® Access Controller @ SCs
Barracuda-loT-Connect-Co
(Microsoft.Network/publid
Recent Administrative Events Recent Firewall Events
Succeeded

Create Management Network
ss Controller 2019-09-03 14:32

Updated License Information







VPN performance improvements

+37%
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8.1.2

Next

oudGen WAN

Point-2-Site VPN via Azure AD SSO

Site authentication via Azure AD SSO

VLAN support

Security Policies (Malware/IPS/TLS)

Disaster recovery hubs (redundant gateways)

SD-WAN and Security dashboards
Cloud Segmentation via CGW gateways
Azure Stack Edge support

vé



CloudGen Firewall 8.0.4 —10/29/20

Maintenance Release with over 150 Improvements:

Barracuda OS, Authentication, Control Center DHCP

Barracuda Firewall Admin, DNS, Firewall Engine, Proxy, Rest
API, VirScan, VPN, WebUI







