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“CYBER SECURITY IS A CEO ISSUE.”
- M C K I N S E Y

CYBER THREATS ARE A MATERIAL RISK TO YOUR BUSINESS

is the average cost of a 
data breach per incident.

of breaches involve weak or 
stolen passwords.

$4.0M 81%

new malware samples 
are created and spread 

every day.

>300K

of senior managers have 
admitted to accidentally 
leaking business data.

87%

Security Strategy



Security solutions in Microsoft 365 Enterprise E3 / E5

Bitlocker

Windows Information Protection

Azure Information Protection

Office 365 Data Loss Prevention

Azure Active Directory Premium

LAPS

Windows Hello 4 Business

Credential Guard

Microsoft Threat Protection

Microsoft 365 Security Center

Microsoft 365 Compliance Center

Office 365 Security & Compliance 
Center

Microsoft Secure Score

Modern Management

Identity & Access 
Management

Threat
Protection

Security 
Management

Information 
Protection 

Threat Protection Services

Microsoft Defender ATP 
(with Windows 10 Enterprise)

Azure ATP
Office 365 ATP

Microsoft Cloud App Security



Azure AD Premium: Azure MFA (P1)

Microsoft 365 Security

IAM
AAD Premium



Azure AD Premium: Self Service Password Reset (P1)

Microsoft 365 Security

• Users resets password on his own

• Self-service password change

• Self-service password reset

• Self-service account unlock

• Administrator controls how password gets 
reset

• No helpdesk involved

IAM
AAD Premium



Azure AD Premium: Conditional Access (P1)

Microsoft 365 Security

IAM
AAD Premium



Azure AD Premium: Password Protection (P1)

Microsoft 365 Security

IAM
AAD Premium



Azure AD Premium: Azure Identity Protection (P2)

Microsoft 365 Security

Azure AD Identity Protection. User accounts are critical to helping identify users, so you need to be able to identify unusual account

behavior. This helps you identify attempts to compromise accounts, possibly by a hacker or other malicious person. When Azure AD
Identity Protection detects unusual account behavior, it can block account access, or perhaps require additional authentication options.

IAM
AAD Premium

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/


Azure AD Premium: Privileged Identity Management (P2)

Microsoft 365 Security

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) is a service that enables you to manage, control, and monitor

access to important resources in your organization. These resources include resources in Azure AD, Azure, and other Microsoft Online
Services like Office 365 or Microsoft Intune.

•Provide just-in-time privileged access to Azure AD and Azure

resources

•Assign time-bound access to resources using start and end

dates

•Require approval to activate privileged roles

•Enforce multi-factor authentication to activate any role

•Use justification to understand why users activate

•Get notifications when privileged roles are activated

•Conduct access reviews to ensure users still need roles

•Download audit history for internal or external audit

IAM
AAD Premium



Azure AD Premium: Access Reviews (P2)

Microsoft 365 Security

IAM
AAD Premium



LAPS (FREE)

Microsoft 365 Security

IAM
AAD Premium

The "Local Administrator Password Solution" (LAPS) provides management of local account passwords of domain joined computers. Passwords are
stored in Active Directory (AD) and protected by ACL, so only eligible users can read it or request its reset.

•Periodically randomizing local administrator passwords - ensures
password update to AD succeeds before modifying local
secrets/passwords

•Centrally store secrets in existing infrastructure - Active Directory (AD)

•Control access via AD ACL permissions

•Transmit encrypted passwords from client to AD (using Kerberos 
encryption, AES cypher by default)



Windows 10: Hello 4 Business  - PASSWORDLESS STRATEGY

Microsoft 365 Security

IAM
CAS

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile

devices. This authentication consists of a new type of user credential that is tied to a device and uses a biometric or PIN.

Windows Hello for Business, which is configured by Group Policy or mobile device management (MDM) policy, always

uses key-based or certificate-based authentication. This makes it much more secure than Windows Hello convenience
PIN.

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification

Windows Hello addresses the following problems with 

passwords:

•Strong passwords can be difficult to remember, and 

users often reuse passwords on multiple sites.

•Server breaches can expose symmetric network 

credentials (passwords).

•Passwords are subject to replay attacks.

•Users can inadvertently expose their passwords due 

to phishing attacks.

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://go.microsoft.com/fwlink/p/?LinkId=615673
https://docs.microsoft.com/windows/security/threat-protection/intelligence/phishing
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/passwordless-strategy


Security solutions in Microsoft 365 Enterprise E3 / E5
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Threat
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Information 
Protection 

Azure Active Directory Premium

LAPS

Windows Hello 4 Business

Credential Guard

Threat Protection Services

Microsoft Defender ATP 
(with Windows 10 Enterprise)

Azure ATP
Office 365 ATP

Microsoft Cloud App Security

BitLocker

Windows Information Protection

Azure Information Protection

Office 365 Data Loss Prevention

Microsoft Threat Protection

Microsoft 365 Security Center

Microsoft 365 Compliance Center

Office 365 Security & Compliance 
Center

Microsoft Secure Score

Modern Management



Microsoft Defender ATP: OVerview

Microsoft 365 Security

TP
Defender ATP

Microsoft Defender ATP uses the following combination of technology built into Windows 10 and Microsoft's robust cloud service:

•Endpoint behavioral sensors: Embedded in Windows 10, these sensors collect and process behavioral signals from the

operating system and sends this sensor data to your private, isolated, cloud instance of Microsoft Defender ATP.

•Cloud security analytics: Leveraging big-data, machine-learning, and unique Microsoft optics across the Windows ecosystem,

enterprise cloud products (such as Office 365), and online assets, behavioral signals are translated into insights, detections, and

recommended responses to advanced threats.

•Threat intelligence: Generated by Microsoft hunters, security teams, and augmented by threat intelligence provided by partners,

threat intelligence enables Microsoft Defender ATP to identify attacker tools, techniques, and procedures, and generate alerts

when these are observed in collected sensor data.



Defender ATP: Threat & Vulnerability Management

Microsoft 365 Security

TP
Defender ATPThreat & Vulnerability Management - riskbased

This built-in capability uses a game-changing risk-based approach to the discovery, prioritization, 

and remediation of endpoint vulnerabilities and misconfigurations.

Threat & Vulnerability Management is a component of Microsoft Defender ATP, and provides both security administrators and

security operations teams with unique value, including:

•Real-time endpoint detection and response (EDR) insights correlated with endpoint vulnerabilities

•Invaluable machine vulnerability context during incident investigations

•Built-in remediation processes through Microsoft Intune and Microsoft Endpoint Configuration Manager

You can use the Threat & Vulnerability Management capability in Microsoft Defender Security Center to:

•View exposure and configuration scores side-by-side with top security recommendations, software vulnerability, remediation

activities, and exposed machines

•Correlate EDR insights with endpoint vulnerabilities and process them

•Select remediation options, triage and track the remediation tasks

•Select exception options and track active exceptions

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://securitycenter.windows.com/


Defender ATP: Attack Surface Reduction (ASR)

Microsoft 365 Security

TP
Defender ATP

The attack surface reduction set of capabilities provide the first line of defense in the stack. By ensuring configuration settings are

properly set and exploit mitigation techniques are applied, these set of capabilities resist attacks and exploitation. This set of

capabilities also includes network protection and web protection, which regulate access to malicious IP addresses, domains, and URLs.

Help reduce your attack surfaces, by minimizing the places where your organization is vulnerable to cyberthreats and attacks.
Use the following resources to configure protection for the devices and applications in your organization.

- Attack Surface Reduction Controls
- Hardware based Isolation

- Application Guard
- Application Control

- Device Control
- Exploit Protection
- Network Protection
- Web Protection
- Controlled Folder Access
- Network Firewall

Configure attack surface reduction with a number of tools, 

including:

•Microsoft Intune

•Microsoft Endpoint Configuration Manager

•Group Policy

•PowerShell cmdlets

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/network-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview


Defender ATP: ASR – Application Guard

Microsoft 365 Security

Threat
ProtectionDesigned for Windows 10 and Microsoft Edge, Application Guard helps to isolate enterprise-defined untrusted sites, protecting your company while

your employees browse the Internet. As an enterprise administrator, you define what is among trusted web sites, cloud resources, and internal

networks. Everything not on your list is considered untrusted.

If an employee goes to an untrusted site through either Microsoft Edge or Internet Explorer, Microsoft Edge opens the site in an isolated Hyper-V-

enabled container, which is separate from the host operating system. This container isolation means that if the untrusted site turns out to be malicious,

the host PC is protected, and the attacker can't get to your enterprise data. For example, this approach makes the isolated container anonymous, so an

attacker can't get to your employee's enterprise credentials.



DefenDer ATP: ASR-Windows Defender Application Control/Applocker

Microsoft 365 Security

NEW: Windows Defender Application Control – Windows 10 + Windows Server 2016 / 2019

•Attributes of the codesigning certificate(s) used to sign an app and its binaries;

•Attributes of the app's binaries that come from the signed metadata for the files, such as Original

Filename and version, or the hash of the file;

•The reputation of the app as determined by Microsoft's Intelligent Security Graph;

•The identity of the process that initiated the installation of the app and its binaries (managed

installer);

•The path from which the app or file is launched (beginning with Windows 10 version 1903);

•The process that launched the app or binary.

CLASSIC: Applocker – all supported Microsoft OS

•Attributes of the codesigning certificate(s) used to sign an app and its binaries;

•Attributes of the app's binaries that come from the signed metadata for the files, such as Original

Filename and version, or the hash of the file;

•The path from which the app or file is launched (beginning with Windows 10 version 1903).

TP
Defender 

ATP

Configuration with PowerShell
Rollout with GPO, SCCM, Intune

Application control can help mitigate security threats by restricting the applications that users are allowed to run and the code

that runs in the System Core (kernel). Application control policies can also block unsigned scripts and MSIs, and restrict
Windows PowerShell to run in Constrained Language Mode.

https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_language_modes


Defender ATP: ASR – Network Protection / Defender SmartScreen

Microsoft 365 Security

TP
Defender ATP

Network Protection
Network protection helps reduce the attack surface of your devices from Internet-based events. It prevents employees from using any

application to access dangerous domains that may host phishing scams, exploits, and other malicious content on the Internet.

Network protection expands the scope of Microsoft Defender SmartScreen to block all outbound HTTP(s) traffic that attempts to connect

to low-reputation sources (based on the domain or hostname).

Microsoft Defender SmartScreen
Protects against phishing or malware websites and applications, and the downloading of potentially malicious files.
Microsoft Defender SmartScreen determines whether a site is potentially malicious by:
•Analyzing visited webpages looking for indications of suspicious behavior. If Microsoft Defender SmartScreen determines that a page is suspicious,
it will show a warning page to advise caution.
•Checking the visited sites against a dynamic list of reported phishing sites and malicious software sites. If it finds a match, Microsoft Defender
SmartScreen shows a warning to let the user know that the site might be malicious.
Microsoft Defender SmartScreen determines whether a downloaded app or app installer is potentially malicious by:
•Checking downloaded files against a list of reported malicious software sites and programs known to be unsafe. If it finds a match, Microsoft
Defender SmartScreen shows a warning to let the user know that the site might be malicious.
•Checking downloaded files against a list of files that are well known and downloaded by many Windows users. If the file isn't on that list, Microsoft
Defender SmartScreen shows a warning, advising caution.

https://demo.wd.microsoft.com/?ocid=cx-wddocs-testground

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-smartscreen/microsoft-defender-smartscreen-overview
https://demo.wd.microsoft.com/?ocid=cx-wddocs-testground


Defender ATP: ASR – Web Protection

Microsoft 365 Security

TP
Defender ATPWeb Protection

Web protection in Microsoft Defender ATP is a capability made up of Web threat protection and Web content filtering. Web protection

lets you secure your machines against web threats and helps you regulate unwanted content.

Web threat protection is part of Web protection in Microsoft

Defender ATP. It uses network protection to secure your

machines against web threats. By integrating with Microsoft

Edge and popular third-party browsers like Chrome and Firefox,

web threat protection stops web threats without a web proxy

and can protect machines while they are away or on premises.

Web threat protection stops access to phishing sites, malware

vectors, exploit sites, untrusted or low-reputation sites, as well

as sites that you have blocked in your custom indicator list.

Web content filtering is part of Web protection in Microsoft

Defender ATP. It enables your organization to track and

regulate access to websites based on their content categories.

Many of these websites, while not malicious, might be

problematic due to compliance regulations, bandwidth usage,

or other concerns.

REQUIRES 3rd PARTY LICENSE from CYREN
https://www.cyren.com/products/url-filtering.

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-content-filtering
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/network-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://www.cyren.com/products/url-filtering


Defender ATP: ASR – Windows Defender Firewall with Advanced security
Microsoft 365 Security

TP
Defender ATPWindows Defender Firewall with Advanced Security is an important part of a layered security model. By providing host-based, two-

way network traffic filtering for a device, Windows Defender Firewall blocks unauthorized network traffic flowing into or out of the local

device. Windows Defender Firewall also works with Network Awareness so that it can apply security settings appropriate to the types of

networks to which the device is connected.



Defender ATP: Windows AV / Next Gen Protection

Microsoft 365 Security

TP
Defender ATPWindows Defender Antivirus is the next-generation protection component of Microsoft Defender Advanced Threat 

Protection (Microsoft Defender ATP). Next-generation protection brings together machine learning, big-data analysis, 

in-depth threat resistance research, and the Microsoft cloud infrastructure to protect devices in your enterprise 

organization. Next-generation protection services include the following:

•Behavior-based, heuristic, and real-time antivirus protection. This includes always-on scanning using file 

and process behavior monitoring and other heuristics (also known as "real-time protection"). It also includes 

detecting and blocking apps that are deemed unsafe, but may not be detected as malware.

•WINDOWS DEFENDER AV

•POTENTIALLY UNWANTED APPLICATIONS

•Cloud-delivered protection. This includes near-instant detection and blocking of new and emerging threats.

•CLOUD DELIVERED PROTECTION

•BLOCK AT FIRST SIGHT

•TAMPER PROTECTION

•Dedicated protection and product updates. This includes updates related to keeping Windows Defender 

Antivirus up to date.

•Defender ATP für MACOS & LINUX

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/configure-protection-features-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/utilize-microsoft-cloud-protection-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/manage-updates-baselines-windows-defender-antivirus


Defender ATP: Defender TESTGROUND

Microsoft 365 Security

Threat
Protectionhttps://demo.wd.microsoft.com/?ocid=cx-wddocs-testground

https://demo.wd.microsoft.com/?ocid=cx-wddocs-testground


Defender ATP: Endpoint RESPONSE ACTIONS

Microsoft 365 Security

TP
Defender ATP

Quickly respond to detected attacks by isolating machines or collecting an investigation package. After taking action 

on machines, you can check activity details on the Action center.

Response actions run along the top of a specific machine page and include:

•Initiate Automated Investigation

•Initiate Live Response Session

•Collect investigation package

•Run antivirus scan

•Restrict app execution

•Isolate machine

•Consult a threat expert

•Action center



Defender ATP: Threat Experts

Microsoft 365 Security

TP
Defender ATP

Microsoft Defender ATP's new managed threat hunting service provides proactive hunting, prioritization and additional 

context and insights that further empower Security Operation Centers (SOCs) to identify and respond to threats quickly and 

accurately.

•Targeted attack notification

•Experts-on-demand

•Configure your Microsoft Threat Protection managed hunting service

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/configure-microsoft-threat-experts


ImpersonationSpoofing
Content analysis

& detonation

Office 365 ATP: Enhanced Mail Defense

Safe Attachments

Safe Links

Detect text lures

Internal Safe Links

User impersonation

Domain impersonation

Brand impersonation

Mailbox Intelligence

DMARC, DKIM, and SPF 

Intra-org spoof detection

Cross-domain detection

TP
O365 ATP



29

Ofifce 365 ATP Service architecture (ATP)

Safe

Multiple filters + 3 antivirus engines
with Exchange Online protection

Malicious links

Recipient

Safe links rewrite
Unsafe

Suspicious attachment

Detonation chamber 
(sandbox)
Executable? 
Registry call?
Elevation?
……?

Sender

TP
O365 ATP



Sandboxing 
and detonation

Multiple AV 
engines

1st and 3rd

party reputation

Collaboration signals

Anonymous links

Companywide sharing

Explicit sharing

Guest user activity

Threat feeds

Malware in email + SPO

Windows Defender

Windows Defender ATP

Suspicious logins

Risky IP addresses

Irregular file activity

Activity watch lists

Users

IPs

On-demand patterns 
(e.g., WannaCry)

Office 365 ATP: Protect your data

Files in SharePoint 

Online, OneDrive for 

Business, and Teams

Secure files

Apply Smart 
Heuristics

TP
O365 ATP



Azure Advanced Threat Protection /w Cloud App Security (E5)

Microsoft 365 Security

Azure Advanced Threat Protection (ATP) is a cloud-based security solution that leverages your on-premises Active Directory signals

to identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at your organization

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/

TP
Azure ATP

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/


Azure Advanced Threat Protection (E5)
Alert Examples

Microsoft 365 Security

TP
Azure ATP



Azure Advanced Threat Protection (E5)
Identity Security Posture

Microsoft 365 Security

TP
Azure ATP



Micorosft Cloud App Security - USE CASES

Office 365

Salesforce Azure

Box

AWS

DropboxFacebook

TwitterYouTube

IAM
CAS



MCAS: DISCOVERY ARCHITECTURE WITH DEFENDER ATP

Firewall / Proxy Log collector

User

IP address

Machine

Cloud App 

Security portal

Endpoints

Shadow IT

Windows 

Defender ATP

IAM
CAS



Advanced Szenarien

Identity & Access 
Management

Threat
Protection

Security 
Management

Information 
Protection 

Azure Active Directory Premium

LAPS

Windows Hello 4 Business

Credential Guard

BitLocker

Windows Information Protection

Azure Information Protection

Office 365 Data Loss Prevention

Microsoft Threat Protection

Microsoft 365 Security Center

Microsoft 365 Compliance Center

Office 365 Security & Compliance 
Center

Microsoft Secure Score

Modern Management

Threat Protection Services

Microsoft Defender ATP 
(with Windows 10 Enterprise)

Azure ATP
Office 365 ATP

Microsoft Cloud App Security



MCAS: PREVENT DOWNLOAD OF FILES with AzURE AD CA



User browses to a 

website

Phishing

mail

Opens 

attachment

Clicks on a URL 

+

Exploitation 

& Installation
Command  & 

Control 

Brute force account or 

use stolen account credentials

User account 

is compromised

Attacker 

attempts lateral 

movement 

Privileged 

account 

compromised

Domain 

compromised

Attacker accesses 

sensitive data

Exfiltrate data

Maximize Detection

Azure AD Identity Protection
Identity protection &

conditional access

Cloud App Security

Azure ATP

Azure AD Identity Protection
Identity protection &

conditional access

Identity  protection

Extends protection & conditional 

access to other cloud apps

Microsoft Defender ATP
Endpoint Detection, Protection and Response

Office ATP
Safeguards against malicious threats posed 

by email messages, links (URLs) and 

collaboration tools



Security solutions in Microsoft 365 Enterprise E3 / E5
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Threat
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Credential Guard
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Windows Information Protection

Azure Information Protection

Office 365 Data Loss Prevention

Microsoft Threat Protection

Microsoft 365 Security Center

Microsoft 365 Compliance Center

Office 365 Security & Compliance 
Center

Microsoft Secure Score

Modern Management

Threat Protection Services

Microsoft Defender ATP 
(with Windows 10 Enterprise)

Azure ATP
Office 365 ATP

Microsoft Cloud App Security



Microsoft 365 Security Center: Dashboard

Microsoft 365 Security

https://security.microsoft.com/homepage
SM

SecCenter

https://security.microsoft.com/homepage


Microsoft 365 Secure Score

Microsoft 365 Security

https://security.microsoft.com/securescore?viewid=overview

SM
SecCenter

https://security.microsoft.com/securescore?viewid=overview


Microsoft 365 Security Licensing  | base-IT CSP Offering

Information CSP via base-IT:
https://www.baseit.at/portfolio/microsoft-cloud-solution-provider/

Microsoft 365 CSP License Portfolio
https://www.baseit.at/assets/Uploads/CSP-Lizenzen.pdf

https://baseit.sharepoint.com/sites/TeamTechnicalMicrosoft365/_layouts/15/Doc.aspx
?OR=teams&action=edit&sourcedoc={D824FC56-A468-4442-AB41-249C874B0A8A}

https://www.baseit.at/portfolio/microsoft-cloud-solution-provider/
https://www.baseit.at/assets/Uploads/CSP-Lizenzen.pdf
https://baseit.sharepoint.com/sites/TeamTechnicalMicrosoft365/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc=%7bD824FC56-A468-4442-AB41-249C874B0A8A%7d


base-IT managed Service Offering
Securing the enterprise with Microsoft 365

Authentication -Threat Protection -SECURE SCORE



VIELEN DANK !

christoph.moser@baseit.at

mailto:christoph.moser@baseit.at

