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Microsoft Intelligent Security Graph
Unique insights, informed by trillions of signals '

Shared threat data
from 70+ partners,
researchers, and
law enforcement
worldwide

OneDrive

Outlook

5B

threats detected
on devices
every month

450B

emails
analyzed

1.2B

devices scanned
each month

200+

global cloud consumer
and commercial
services

750M+ Xbox Live

Botnet data ‘

from Microsoft
Windows Digital Crimes
Unit

Azure

Microsoft
accounts

Enterprise security
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18B + Bing web
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450B

monthly
authentications

Azure user
accounts




SEGURITY STRATEGY

"CYBER SECURITY IS A CEO ISSUE."

-MCKINSEY
(o)
$4.0m 81% >300« 87%
is the average cost of a of breaches involve weak or new malware samples of senior managers have
data breach per incident. stolen passwords. are created and spread admitted to accidentally

every day. leaking business data.

CYBER THREATS ARE A MATERIAL RISK TO YOUR BUSINESS

Sources: McKinsey, Ponemon Institute, Verizon, Microsoft
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AZURE AD PREMIUM: AZURE MFA (P1)

Users must also authenticate using their phone
or mobile device before access is granted

npnE=

Users sign in from any device using
their existing username/password

=

On-Premises Apps

Cloud Apps

RADIUS

LDAP \
IS : o

ROSAVDI ;

Multi-Factor
Authentication

Server

Multi-Factor

Authentication

Windows Azure Service
Active Directory

Windows Server
AD or Other LDAP

—

D)
IAM

AAD Premium




—_—

AZURE AD PREMIUM: SELF SERVIGE PASSWORD RESET (P1) v

AAD Premium

e Users resets password on his own

Self-service password change ,_ _
et back into your account
Self-service password reset

erification step 1 > choose a new passworc

Self-service account unlock

 Administrator controls how password gets
reset

* No helpdesk involved o= |




Microsoft 365 Security

AZURE AD PREMIUM: CONDITIONAL ACCESS (P1)

User attributes
Group membership

Devices

Domain Joined

compliant

Platform type
(Windows, iOS, Android)

Application

Per app policy

Type of client
(Web, Rich, mobile)

Location
IP Range

Risk
Session risk
User risk

Conditional access evaluates each access request on a number of different criteria and then using policies you define, decides

if it should be allowed, if stricter controls are needed or if the access attempt should be blocked altogether

SN .
]
£y

* ALLOW

] Office 365

Microsoft Azure Cloud and

On-premises
applications

|
RTx
D)
IAM
AAD Premium
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AZURE AD PREMIUM: PASSWORD PROTECTION (P1) )

AAD Premium

Home > base-IT Gmbh > Security > Authentication methods | Password protection

Authentication methods | Password protection
base-IT Gmbh - Azure AD Security

[ ] .
|,0 Search (Ctrl+/) | « Save X Discard
Manage Custom smart lockout
b Authentication method policy (... Lockout threshold © | 3 |
Ceskcud arsizdsn Lockout duration in seconds | 300 |

Custom banned passwords

Enforce custom list (O ( Yes No )
Custom banned password list (O Hallo123 v
PasswOrd
P@sswOrd!

Password protection for Windows Server Active Directory

Enable password protection on Windows No )

Server Active Directory (O

Mode © Audit )
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AZURE AD PREMIUM: AZURE IDENTITY PROTECTION (P2) )

Azure AD ldentity Protection. User accounts are critical to helping identify users, so you need to be able to identify unusual account AAD Premium
behavior. This helps you identify attempts to compromise accounts, possibly by a hacker or other malicious person. When Azure AD
Identity Protection detects unusual account behavior, it can block account access, or perhaps require additional authentication options.

Sl A Yt o - v X R e Home > Identity Protection | Overview
“ = O @ £ | hittps://portal.azure.com/#blade/Microseft_AAD_IAM/ActiveDirectoryMenuBlade/SecurityOverview W = I @&
Microsoft Azure e 5 2 omncnanogeomor @ Identity Protection | Overview
» | Home > Contoso - Overview (Preview)
—+ Contoso - 2 X
. Q- | 0 ISear'ch (Ctrl+f) | « @ Le
) “ @ teanmore ) Refresh
E - -
= O Overview ~ @ Welcome to Azure AD Identity Protection's new ‘Overview'. @ ey Date RIS'( detectlon type
i Getting started Date range = 30 days
Manage Protect .
New risky users detected @ New ris .
Ui e = A Atypical travel
Groups 3 ;gh risk users () ’,\:i.;mm risk users (] -- User risk pOlICy :
" .
£ Organizafional relationships ’ © High risk users detected. Wedium risk users detected, . .. .
Roles and administrators 2 Investigate users and reset Investigate users and reset Sign-in risk policy 0f
passwords. passwords.
BB enterprise applctions O MFA recistrati |' o Anonymous IP address
B B omis : registration policy
= B App registrations - Unprotected risky sign-ins @ Identity Secure Score ° 0.4
17 7 22 risky sign-ins last week 34/ R
° S eport . i ; : :
5 ety Gavemance : protect these signins by % onior s imroveyour P 0: Unfamiliar sign-in properties
3 Application proxy oar1 o1 oaizs o/t configuring your sign-in risk identity security posture.
Count policy. .
B & e 8 Risky users C
Aaare D camnect Contigure user risk policy > 3) Risky sign-ins Mal linked IP add
3 custom domain names ~ Cour alware linke aadress
w Mability (MDM and MAM) New risky sign-ins detected @ Sign-in risk type = Real-time Sign-in risk level = All Risk detections
0 password reset 2
© 1o brand .
- ey brndng Notify . Leaked Credentials
£ User settings Configu
Properties .
R * R Users at risk detected alerts N .
otifications setfings ew ris . .
# Coniuration ssesment : : Azure AD threat intelligence
= Weekly digest
Security o I I ®
0 Overview 08/11 08/20 08425 00/01 .
Coun Urpmtecsg ] P Troubleshooting + Support 60
¥ identity Secure Score M 85 26
O Coneonal acces | Configure sign-in sk poliy > # Troubleshoot &
2 New support request 2

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/



https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/

AZURE AD PREMIUM: PRIVILEGED IDENTITY MANAGEMENT (P2)

|
RTx
D)
|IAM
AAD Premium

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) is a service that enables you to manage, control, and monitor
access to important resources in your organization. These resources include resources in Azure AD, Azure, and other Microsoft Online
Services like Office 365 or Microsoft Intune.

Manage your privileged access

Use Privileged Identity Management to manage the lifecycle of role assignments, enforce just-in-

’\

Manage access

Users with excessive access are vulnerable in the
event of account compromise. Ensure your
organization manages to least privilege by
periodically reviewing, renewing, or extending
access to resources.

Activate just in time

Reduce the potential for lateral movement in the
event of account compromise by eliminating
persistent access to privileged roles and
resources. Enforce just in time access to critical
roles with PIM.

@
v

[N

Discover and monitor

It is common for access to critical resources to
go undetected. Ensure you know who has access
to what, and receive notifications when new
assignments are granted to accounts in your
organization.

*Provide just-in-time privileged access to Azure AD and Azure
resources

*Assign time-bound access to resources using start and end
dates

*Require approval to activate privileged roles

*Enforce multi-factor authentication to activate any role
*Use justification to understand why users activate

*Get notifications when privileged roles are activated
*Conduct access reviews to ensure users still need roles

*Download audit history for internal or external audit



AZURE AD PREMIUM: ACCESS REVIEWS (P2)

base-IT Gmbh

|

R-=
D)

IAM

AAD Premium

Microsoft Azure £ Search resources, services, and docs (G+/) p (@)

Home > Global Admin & Security Administrator Access Review

Global Admin & Security Administrator Access Review

Y Filter

:Essentials /\1

Owner

Moser Christoph | base-IT[christoph.moser@baseit.at]
Require reason on approval

false

End date

28.4.2020

Remaining

4

Select the user(s) from the list, and approve or deny their role membership using the buttons below

Role
Global Administrator

Start date
27.4.2020

Description

christoph.moser@baseit...

BASE-IT GMBH !

| £ Search

User ™. Reason T4 Reviewed by

Not reviewed
D service_barracudabackup
service_barracudabackup@baseit.at

Ty  Audit Details T

View

View

View

View

Recommended action

Approve

This user has signed in at least once in the last 30 days.

Deny
This user has not signed in during the last 30 days.

Approve
This user has signed in at least once in the last 30 days.

Approve
This user has signed in at least once in the last 30 days.

Ty

)



Microsoft 365 Secrity K —_;la
LAPS (FREE) -

AAD Premium

The "Local Administrator Password Solution" (LAPS) provides management of local account passwords of domain joined computers. Passwords are
stored in Active Directory (AD) and protected by ACL, so only eligible users can read it or request its reset.

o
Computeraccount in AD

Bdmin passwornd
-

Pwd Expliration Time

Active Directory *Periodically randomizing local administrator passwords - ensures
password update to AD succeeds before modifying local
secrets/passwords

Managed machine

*Control access via AD ACL permissions

*Transmit encrypted passwords from client to AD (using Kerberos
+ encryption, AES cypher by default)

*Centrally store secrets in existing infrastructure - Active Directory (AD)




WINDOWS 10: HELLO 4 BUSINESS - PASSWORDLESS STRATEGY IAM

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile
devices. This authentication consists of a new type of user credential that is tied to a device and uses a biometric or PIN.
Windows Hello for Business, which is configured by Group Policy or mobile device management (MDM) policy, always
uses key-based or certificate-based authentication. This makes it much more secure than Windows Hello convenience

PIN.

Windows Hello addresses the following problems with
passwords:

Strong passwords can be difficult to remember, and

users often reuse passwords on multiple sites.

Server breaches can expose symmetric network - denty @ﬁfjgfj,ﬁjs
credentials (passwords). . -

*Passwords are su b_jeCt to replav attacks. password-less deployment

*Users can inadvertently expose their passwords due 2. user-visible
to DhlShIﬂC] attaCkS pagsword surface area

1. password-
replacement offerings

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification



https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://go.microsoft.com/fwlink/p/?LinkId=615673
https://docs.microsoft.com/windows/security/threat-protection/intelligence/phishing
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/passwordless-strategy
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MICROSOFT DEFENDER ATP: OVERVIEW

Microsoft Defender ATP

<+ & O [ Q S

TP
Defender ATP

Threat & Attack surface Next Endpoint detection Automated investigation Microsoft
Vulnerability reduction generation and response and remediation Threat Experts
Management protection

Centralized configuration and administration, APls

Microsoft Defender ATP uses the following combination of technology built into Windows 10 and Microsoft's robust cloud service:

*Endpoint behavioral sensors: Embedded in Windows 10, these sensors collect and process behavioral signals from the
operating system and sends this sensor data to your private, isolated, cloud instance of Microsoft Defender ATP.

*Cloud security analytics: Leveraging big-data, machine-learning, and unique Microsoft optics across the Windows ecosystem,
enterprise cloud products (such as Office 365), and online assets, behavioral signals are translated into insights, detections, and
recommended responses to advanced threats.

*Threat intelligence: Generated by Microsoft hunters, security teams, and augmented by threat intelligence provided by partners,
threat intelligence enables Microsoft Defender ATP to identify attacker tools, techniques, and procedures, and generate alerts
when these are observed in collected sensor data.



DEFENDER ATP: THREAT & VULNERABILITY MANAGEMENT >

Threat & Vulnerability Management - riskbased Defender ATP
This built-in capability uses a game-changing risk-based approach to the discovery, prioritization,
and remediation of endpoint vulnerabilities and misconfigurations.

Threat & Vulnerability Management is a component of Microsoft Defender ATP, and provides both security administrators and
security operations teams with unique value, including:

*Real-time endpoint detection and response (EDR) insights correlated with endpoint vulnerabilities
Invaluable machine vulnerability context during incident investigations

*Built-in remediation processes through Microsoft Intune and Microsoft Endpoint Configuration Manager

You can use the Threat & Vulnerability Management capability in Microsoft Defender Security Center to:

*View exposure and configuration scores side-by-side with top security recommendations, software vulnerability, remediation
activities, and exposed machines
*Correlate EDR insights with endpoint vulnerabilities and process them
Select remediation options, triage and track the remediation tasks
Select exception options and track active exceptions Microsoft Defender ATP
K =z gy )
L L - QF Q| Q) a@

1

Threat & Attack surface Next Endpoint detection Automated investigation Microsoft
Vulnerability reduction generation and response and remediation Threat Experts
Management protection

Centralized configuration and administration, APls


https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://securitycenter.windows.com/

DEFENDER ATP: ATTACK SURFACE REDUCTION (ASR) =

Help reduce your attack surfaces, by minimizing the places where your organization is vulnerable to cyberthreats and attacks. Defender ATP
Use the following resources to configure protection for the devices and applications in your organization.

The attack surface reduction set of capabilities provide the first line of defense in the stack. By ensuring configuration settings are
properly set and exploit mitigation techniques are applied, these set of capabilities resist attacks and exploitation. This set of
capabilities also includes network protection and web protection, which regulate access to malicious IP addresses, domains, and URLs.

- Attack Surface Reduction Controls Configure attack surface reduction with a number of tools,
- Hardware based Isolation including:
- Application Guard *Microsoft Intune
- Application Control *Microsoft Endpoint Configuration Manager
- Device Control *Group Policy
- Exploit Protection *PowerShell cmdlets
- Network Protection
- Web Protection Microsoft Defender ATP
} Controlled. Folder Access - w - ¥3 o ®
- Network Firewall v . “o

Threat & Attack surface Next Endpoint detection Automated investigation Microsoft
Vulnerability reduction generation and response and remediation Threat Experts
Management protection

Centralized configuration and administration, APIs


https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/network-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview

DEFENDER ATP: ASR — APPLICATION GUARD

Designed for Windows 10 and Microsoft Edge, Application Guard helps to isolate enterprise-defined untrusted sites, protecting your company while
your employees browse the Internet. As an enterprise administrator, you define what is among trusted web sites, cloud resources, and internal

networks. Everything not on your list is considered untrusted.

If an employee goes to an untrusted site through either Microsoft Edge or Internet Explorer, Microsoft Edge opens the site in an isolated Hyper-V-
enabled container, which is separate from the host operating system. This container isolation means that if the untrusted site turns out to be malicious,
the host PC is protected, and the attacker can't get to your enterprise data. For example, this approach makes the isolated container anonymous, so an

attacker can't get to your employee's enterprise credentials.

Endpoint protection

Windows 10 and later

 Microsoft Defender Application Guard

o This profile will install a Win32 component to activate Application Guard. End-users will need to restart the targeted
devices to complete the successful installation and application of this profile.

Application Guard @

Clipboard behavior O

Clipboard content* (O

External content on enterprise sites (O
Print from virtual browser (O

Printing type(s) * ©

Collect logs @

Retain user-generated browser data ©
Graphics acceleration (O

Download files to host file system (O

| Enabled for Edge ~ |
| Allow copy and paste between PC and browser v |
| Text and images v |

—
i_ Not configured )
| PDF,XPS,Local printers,Network printers v |
@ Not configured
@ Not configured
@ Not configured
@ Not configured

NN W

Threat
Protection

HARDWARE ISOLATION OF MICROSOFT EDGE WITH
WINDOWS DEFENDER APPLICATION GUARD




DEFENDER ATP: ASR-WINDOWS DEFENDER APPLICATION CONTROL/APPLOCKER

Application control can help mitigate security threats by restricting the applications that users are allowed to run and the code
that runs in the System Core (kernel). Application control policies can also block unsigned scripts and MSIs, and restrict ATP

Windows PowerShell to run in Constrained Language Mode.

NEW: Windows Defender Application Control — Windows 10 + Windows Server 2016/ 2019
*Attributes of the codesigning certificate(s) used to sign an app and its binaries;

*Attributes of the app's binaries that come from the signed metadata for the files, such as Original
Filename and version, or the hash of the file;

*The reputation of the app as determined by Microsoft's Intelligent Security Graph;

*The identity of the process that initiated the installation of the app and its binaries (managed
installer);

*The path from which the app or file is launched (beginning with Windows 10 version 1903);

*The process that launched the app or binary.

CLASSIC: Applocker —all supported Microsoft OS

*Attributes of the codesigning certificate(s) used to sign an app and its binaries;

Attributes of the app's binaries that come from the signed metadata for the files, such as Original
Filename and version, or the hash of the file;

*The path from which the app or file is launched (beginning with Windows 10 version 1903).

Defender

Your organization used Windows Defender
Application Control to block this app
EAVGASEVG\Soltwaré\Google Chrome\ChromeSetup éxe

Contact your support person for more info

Copy to clipboard

Configuration with PowerShell
Rollout with GPO, SCCM, Intune


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_language_modes

DEFENDER ATP: ASR — NETWORK PROTECTION / DEFENDER SMARTSCREEN

Network Protection
Network protection helps reduce the attack surface of your devices from Internet-based events. It prevents employees from using any
application to access dangerous domains that may host phishing scams, exploits, and other malicious content on the Internet.

Network protection expands the scope of Microsoft Defender SmartScreen to block all outbound HTTP(s) traffic that attempts to connect
to low-reputation sources (based on the domain or hostname).

Defender ATP

Diese Website wurde als unsicher
gemeldet.

Gehostet von nav.smartscreen.msft.net

https://demo.wd.microsoft.com/?ocid=cx-wddocs-testground

Microsoft rat davon ab, zu dieser Website zu wechseln. Microsoft
wurde gemeldet, dass die Website schadliche Programme enthalt, die
personenbezogene oder Finanzinformationen ausspahen kdnnen.

Microsoft Defender SmartScreen Weitere Informationen v/

Protects against phishing or malware websites and applications, and the downloading of potentially malicious files. Microsoft Defender SmartScreen
Microsoft Defender SmartScreen determines whether a site is potentially malicious by:

*Analyzing visited webpages looking for indications of suspicious behavior. If Microsoft Defender SmartScreen determines that a page is suspicious,
it will show a warning page to advise caution.

*Checking the visited sites against a dynamic list of reported phishing sites and malicious software sites. If it finds a match, Microsoft Defender
SmartScreen shows a warning to let the user know that the site might be malicious.

Microsoft Defender SmartScreen determines whether a downloaded app or app installer is potentially malicious by:

*Checking downloaded files against a list of reported malicious software sites and programs known to be unsafe. If it finds a match, Microsoft
Defender SmartScreen shows a warning to let the user know that the site might be malicious.

*Checking downloaded files against a list of files that are well known and downloaded by many Windows users. If the file isn't on that list, Microsoft
Defender SmartScreen shows a warning, advising caution.



https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-smartscreen/microsoft-defender-smartscreen-overview
https://demo.wd.microsoft.com/?ocid=cx-wddocs-testground

DEFENDER ATP: ASR — WEB PROTECTION

Web Protection

Web protection in Microsoft Defender ATP is a capability made up of Web threat protection

TP

Defender ATP

and Web content filtering. Web protection

lets you secure your machines against web threats and helps you regulate unwanted content.

Web threat protection is part of Web protection in Microsoft
Defender ATP. It uses network protection to secure your
machines against web threats. By integrating with Microsoft
Edge and popular third-party browsers like Chrome and Firefox,
web threat protection stops web threats without a web proxy
and can protect machines while they are away or on premises.
Web threat protection stops access to phishing sites, malware
vectors, exploit sites, untrusted or low-reputation sites, as well
as sites that you have blocked in your custom indicator list.

Web content filtering is part of Web protection in Microsoft
Defender ATP. It enables your organization to track and
regulate access to websites based on their content categories.
Many of these websites, while not malicious, might be
problematic due to compliance regulations, bandwidth usage,
or other concerns.

REQUIRES 3 PARTY LICENSE from CYREN
https://www.cyren.com/products/url-filtering.

Web protection
Last 30 days

‘Web threat detections over time Fri Dec 13 2019 - Mon Jan 13 2020

Attempts to access malicious URLs

W Phishing |l Malicious [l Custom Indicator [ Unknown

4

0
12/15 12/22 12/29 01/06

Web activity by category Last 30 days | Updated Mon Jan 13 2020

Web categories with the most activity change

Sharp traffic spikes can indicate malicious internal activity

Parent web category Change in access requests
Adult content ¥ 609

High bandwidth A 559

Leisure ¥ 445

Legal liability

Uncategorized

Web threat summary Last 30 days | Updated Mon Jan 13 2020

40 web threat detections

Attempts to access malicious URLs

M Phishing B Malicious W Custom Indicator Unknown

Web activity summary Last 30 days | Updated Mon Jan 13 2020

4.91k web requests

Total number of requests for web content in all URLS

W Leisure B Adult content B High bandwidth Bl Legal liability B Uncategorized

Web content filtering summary Last 30 days | Updated Mon Jan 13 2020

2 web content filtering blocks

Attempts to access URLs in blocked categories

M Leisure M Adult content B High bandwidth Wl Legal liability B Uncategorized


https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-content-filtering
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/network-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://www.cyren.com/products/url-filtering

DEFENDER ATP: ASR — WINDOWS DEFENDER FIREWALL WITH ADVANCED SECURIT!

Windows Defender Firewall with Advanced Security is an important part of a layered security model. By providing host-based, two-
way network traffic filtering for a device, Windows Defender Firewall blocks unauthorized network traffic flowing into or out of the local
device. Windows Defender Firewall also works with Network Awareness so that it can apply security settings appropriate to the types of
networks to which the device is connected.

< - NP« System and Security > Windows Firewall v O Search Control Panel yel

Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining

Allow an app or feature access to your PC through the Internet or a network.
through Windows Firewall
& Change notification settings . 0 Private networks Connected
Turn Windows Firewall on or )
off Networks at home or work where you know and trust the people and devices on
S the network
& Restore defaults
& Advanced settings Windows Firewall state: On
Troubleshoot my network Incoming connections: Block all connections to apps that are
not on the list of allowed apps
Active private networks: 2  Network 2
Notification state: Notify me when Windows Firewall

o blocks a new app

See also

Security and Maintenance

Network and Sharing Center . v Guest or public networks Dibtconectad

Defender ATP



DEFENDER ATP: WINDOWS AV / NEXT GEN PROTECTION

Windows Defender Antivirus is the next-generation protection component of Microsoft Defender Advanced Threat

Protection (Microsoft Defender ATP). Next-generation protection brings together machine learning, big-data analysis,
in-depth threat resistance research, and the Microsoft cloud infrastructure to protect devices in your enterprise

organization. Next-generation protection services include the following:

*Behavior-based, heuristic, and real-time antivirus protection. This includes always-on scanning using file

and process behavior monitoring and other heuristics (also known as "real-time protection”). It also includes
detecting and blocking apps that are deemed unsafe, but may not be detected as malware.

*WINDOWS DEFENDER AV

*POTENTIALLY UNWANTED APPLICATIONS

*Cloud-delivered protection. This includes near-instant detection and blocking of new and emerging threats.

*CLOUD DELIVERED PROTECTION

*BLOCK AT FIRST SIGHT
*TAMPER PROTECTION

*Dedicated protection and product updates. This includes updates related to keeping Windows Defender

Antivirus up to date.

*Defender ATP fiir MACOS & LINUX

Microsoft Defender ATP

N ¢ L «
Threat & Attack surface Next Endpoint detection Automated investigation

Vulnerability reduction generation and response and remediation
Management protection

Centralized configuration and administration, APls

TP
Defender ATP

Microsoft
Threat Experts


https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/configure-protection-features-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/utilize-microsoft-cloud-protection-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/manage-updates-baselines-windows-defender-antivirus

DEFENDER ATP: DEFENDER TESTGROUND Threat

https://demo.wd.microsoft.com/?ocid=cx-wddocs-testground Protection

Microsoft Defender ATP

The following demo scenarios will help you learn about the capabilities of Microsoft Defender Advanced Threat Protection (ATP). None of the sample files are actually
malicious, they are all harmless demonstration files. We encourage you to read the Microsoft Defender Antivirus documentation, and download the Evaluation guide.

VDI testing guide Cloud-delivered protection Block At First Sight (BAFS)

Download this guide to test new virtual desktop You can confirm that cloud-delivered protection With the BAFS feature in Microsoft Defender
infrastructure security intelligence update is working properly on your computer. Antivirus, newly discovered files will be analyzed
features. This requires VMSs and a host running and blocked shortly thereafter on any computer.

Windows 10 Insider Preview build 18323 or later.

Potentially Unwanted Applications (PUA)

You can confirm that Potentially Unwanted
Applications (PUA) are being blocked on your
network by downloading a fake PUA file.

Attack Surface Reduction

Reduce your attack surfaces by minimizing the places where your organization is vulnerable to cyberthreats and attacks. For more information please refer to the attack
surface reduction documentation, and download the Evaluation guides.

Attack Surface Reduction (ASR) Controlled Folder Access (CFA) Network Protection (NP)

Download sample files to trigger each ASR rule. Download and execute a sample file to trigger Navigate to a suspicious URL to trigger network
CFA ransomware protection. protection.

Exploit Protection (EP) Controlled Folder Access {CFA)

Apply custom Exploit Protection settings Download the CFA test tool

Microsoft Defender SmartScreen

SmartScreen Filter helps you identify reported phishing and malware websites and also helps you make informed decisions about downloads.


https://demo.wd.microsoft.com/?ocid=cx-wddocs-testground

DEFENDER ATP: ENDPOINT RESPONSE ACTIONS

TP
Defender ATP

Quickly respond to detected attacks by isolating machines or collecting an investigation package. After taking action

on machines, you can check activity details on the Action center.

Response actions run along the top of a specific machine page and include:

*Initiate Automated Investigation
*Initiate Live Response Session
Collect investigation package
*Run antivirus scan

*Restrict app execution

Search results > base-nb-mosch3 > Live respons

[[] Disconnect sessi
*Isolate machine E
.CO nSU |t a th reat eXpe rt Live response #277 on BASE-NB-
. MOSCHS3 R @l
.ACtlon Center ®c d to "BASE-NB-MOSCH3" c-:\] 1

For more inf

View machine details

. . . analyze
Collect investigation package fro  sesion ceneraL mrormarion et
Session created b; cls

base_n b_mOSChgp Christoph Moser ’ connect

Session started

s action will gather information about the m: /2201005 PM

Run antivirus scan on base-nb-mosch3? ce completed, you can download and view th  session ended

- N/A
' A ) — zkage.
This action will update Windows Defender Antivirus definitions and scan the machine, )
Duration

Select scan type: * 325

() Quick scan

(O Full scan

Comment: *

Car

Cancel

Isolate base-nb-mosch3 from the network?

This action will isolate the machine from the network. It will remain connected to the Microsoft Defender ATP service.

D Allow Outlook, Teams and Skype for Business communication while machine is isolated

Comment: *

(D You can undo machine isolation through the Actions menu.

Cancel

the current folder
he console

b-folde in a folder
n the machine

in the live response library
thods on the machine

on the machine
Ty
en will vary depending on the type of entity
ript from the library on the machine
on the machine

s on the machine
atus and output of spec = command
on this c le to dek mode
n entity that remediated




DEFENDER ATP: THREAT EXPERTS

Microsoft Defender ATP's new managed threat hunting service provides proactive hunting, prioritization and additional
context and insights that further empower Security Operation Centers (SOCs) to identify and respond to threats quickly and
accurately.

TP
Defender ATP

*Targeted attack notification
*Experts-on-demand
*Configure your Microsoft Threat Protection managed hunting service

Threat analytics

Latest threats High-impact threats Threats summary
Ransomware continues to hit healthcare, critical 00 WannaCrypt 0/0 0/68 threats impact your organization
services
Simulated threat 0/0
Type 1 font-parsing 0-day vulnerabilities 0/0
BadRabbit 0/0
ironSource PUA & unwanted apps impact millions 0/0
Smoke Loader (Dofoil) mines coin 0/0
Hunting for PowerShell Empire 0/0
B Machines with active alerts B Machines with resolved B Machines with active alerts Bl Machines with resolved W Threats with active impact
alerts alerts M Threats with resolved impact Threats with no impact

Threats with no alerts linked

Microsoft Defender ATP

N 9 QA Q S

Threat & Attack surface Next Endpoint detection Automated investigation Microsoft
Vulnerability reduction g i and resp: and remediation Threat Experts
Management protection

IE~

C i configuration and ini: ion, APIs


https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/configure-microsoft-threat-experts

OFFICE 365 ATP: ENHANGED MAIL DEFENSE

Spoofing

DMARC, DKIM, and SPF
Intra-org spoof detection

Cross-domain detection

Impersonation

User impersonation
Domain impersonation
Brand impersonation

Mailbox Intelligence

TP
0365 ATP

Content analysis
& detonation

Safe Attachments
Safe Links
Detect text lures

Internal Safe Links
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OFIFCE 365 ATP SERVICE ARCHITECTURE (ATP)

TP
0365 ATP

Sender

e Multiple filters + 3 antivirus engines
with Exchange Online protection

Detonation chamber
(sandbox)

Executable?

Registry call?

Elevation?

Suspicious attachment

Malicious links

Recipient

Unsafe



TP
0365 ATP

" OFFICE 365 ATP: PROTECT YOUR DATA

Heuristics

Secure files

Collaboration signals
Anonymous links

Companywide sharing
Explicit sharing 1st and 3rd
Files in SharePoint Guest user activity party reputation
Online, OneDrive for
B . d T Threat feeds ‘
UsINess, an €ams Malware in email + SPO
Windows Defender v
Windows Defender ATP '
Suspicious logins Multiple AV
Risky IP addresses SRINL=S
Irregular file activity ‘
Activity watch lists
Users v
IPs Sandboxing

On-demand patterns

(e.g., WannaCry) and detonation




AZURE ADVANGED THREAT PROTECTION /W CLOUD APP SECURITY (ES] >

Azure Advanced Threat Protection (ATP) is a cloud-based security solution that leverages your on-premises Active Directory signals Azure ATP
to identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at your organization

Azure ATP Architecture

Microsoft
Activities i Threat
Alerts / Protection
Identity metadata -
Azure \l-\ ------------------- > | Microsoft\
ATP | / Cloud App

' Securit /
N AN
» T~

RSN Integration points (configuration required)
- SIEM integration
- Mail notification
- Azure Sentinel
- Microsoft Security Graph

Active Directory entities
Parsed network traffic
Windows Events and traces

AATP
Sensor

Domain Console experience:
Controller Cloud App Security portal

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/



https://docs.microsoft.com/en-us/azure-advanced-threat-protection/

AZURE ADVANGED THREAT PROTECTION (E5)

ALERT EXAMPLES

Suspicious additions to sensitive groups TE

added SVAZ1BMDO1 to the sensitive Group_BMD_SQL_Server group.

9:43 AM Apr 27, 2020

& H gk
_. SVAZ1BMDO1 Group_BMD S...
onsultant

added to
O '@ TEEEEE >

Evidence

= Group additions made on SVATANDCO02.
o— was not observed adding members to sensitive groups during the 30 days before this suspicious activity
curred.

= Inthe 2 days prior the addition

was observed logging into 6 computers.

= Potential sensitive lateral movement path identified to sensitive user(s), that includes 2 computers.

TP
Azure ATP

tion attempt L

ade 2 attempts to run commands remotely on SVAZ1DCO1 from
SVAZTWVD-BOO1 using WMIL.

10:34 PM - 10:36 PM Apr 22, 2020

on Remote code execution

8 L A
LS]
m SVAZT1WVD-B... SVAZ1DCO1
u

Evidence

= Mickan Andreas | base-IT logged into SVAZ1TWVD-BO01 during the 30 days before this suspicious activity occurred.

TIME ACCOUNTS (1) CREATED RESER] gg‘mﬁi&ﬁ&s m
I SVAZ1DCO1
4/22/20 10:36 PM (’? Unknown ["& Unknown W... @ Unknown Z\\Q ad.base-it.at
-
o “ SVAZ1DCO1
4/22/20 10:34 PM bt Z”;O ; = [ Unknown W... @ Unknown é\\@ ad.base-itat
ad.base-it.at



AZURE ADVANGED THREAT PROTECTION (E5) >
IDENTITY SEGURITY POSTURE Azure ATP

Identity Security Posture > Dormant entities in sensitive groups

Improvement actions

- ‘ Send us feedback...
Remove dormant entities from sensitive groups - @HE High

Report description

Privileged entities that are either inactive or expired in your on-premises environment. Learn why this is important to remediate and create an action plan

1 - 1 of 1 dormant entities in sensitive groups

I«

Enti T , _ . . . : :
e e Identity Security Posture > Domain controllers with Print Spooler service available

Administrator | base-IT Account
Improvement actions

. . . . g Send us feedback...
Disable Print spooler service on domain controllers | @HB High

Report description

Domain controllers with active Print Spooler service in your on-premises environment. Learn why this is important to remediate and create an action plan

1 - 3 of 3 domain controllers X =
Domain controller Domain Service status (O Startup type
SVATANDCO02 ad.base-itat Running Automatic
SVATAZDCO1 ad.base-itat Running Automatic

SVAZ1DCO1 ad.base-itat Running Automatic



MICOROSFT CLOUD APP SECURITY - USE CASES

YouTube

D)

IAM
CAS

101010 ﬂh

010101
101010

Twitter | Office 365
X AWS
Facebook Dropbox 1 Salesforce Azure
> Q@ ¢ @ ¢
E « Unsanctioned apps E E Sanctioned apps E
M a
o /

Classify, label and protect

Assess if your A .
sensitive information

cloud apps meet

Cloud Threats

//

e })----.-c.....0

Identify and mitigate
malware activities

Discover the compliance Govern Control and monitor Detect insider threats and
cloud apps discovered apps user sessions in compromised accounts
real-time
==~z
2,z
- NS -~
_-- s STt -—o
semmTTTTTTTT OO T >~ TTTEEEE el =<

/"-,:\\ 1
/ N . L 2
orporate uplic/Home I-Fl1
Corp tHQ{EH,‘ Public/Home Wi-F mm
\\ l ,I

]

7!
External U o
Xterna sers D 4

Unmanaged Devices LD



MCAS: DISCOVERY ARCHITECTURE WITH DEFENDER ATP

Shadow IT

Endpoints




ADVANCED SZENARIEN bascit




MCAS: PREVENT DOWNLOAD OF FILES WITH AZURE AD CA

Risk

based in-session controls

USER DEVICE

2 i =

Role: Marketing Manager @ Platform: Windows
Group: Marketing @& Health:Fully patched
Config: Open Config:Unmanaged

Location: Red Bank, NJ Q Last seen: Red Bank, NJ
Last Sign-in: 3 hrs ago

Device is unmanaged

Azure AD
Conditional Access

MCAS Session Server

APP

Allow
viewing
Protect on
download

B,



Maximize Detection During Attack Stages

Office ATP

Safeguards against malicious threats posed

. | Azure AD Identity Protection Cloud App Security
by email messages, links (URLs) and ® ® |dentity protection & Extends protection & conditional
c.ollabora’uon tools conditional access access to other cloud apps
°
Brute force account or o ® %
use stolen account credentials )
Phls,hmg Opens T " Exfiltrate data
mail attachment *~ .
> @B
Clicks on a URL N
~~~~~~~~~ > b Exploitation Command & Attacker accesses
~~~~~ .. & Installation Control sensitive data
8RQ | e S RN N G B A i

User browses to a N
website

User account Attacker Privileged Domain
. is compromised  attempts lateral account compromised
M'crosqft Defender ATP movement compromised
Endpoint Detection, Protection and Response
° o
° ® Azure ATP

|dentity protection



SEGURITY SOLUTIONS IN MICROSOFT 365 ENTERPRISE E3 / ES bascit




MICROSOFT 365 SECURITY GENTER: DASHBOARD

https://security.microsoft.com/homepage

e

- O @
@) a>A©Q 2 5 Y% o0ss ¥¢ AATP B8 MPN v @ &

Microsoft 365 secu

£ | https://security.microsoft.com/homepage

« 61w

/ol "g -}

@ @B ToDo

B The MicrosoftPartner B RfC B TEC 4 B ARk I a a 2 E

&

=
=

% @ & P2

Home

Incidents

Alerts

Action Center

Reports

Secure score

Hunting

Classification

Policies

Permissions

Settings

More resources

Customize navigation

Microsoft Secure Score

Secure Score:

374.79/747 points achieved

Microsoft Secure Score is a representation of your organization's security

posture, and your opportunity to improve it.

Identity

Data

Device

Apps

Infrastructure

Improve your score

ServiceNow

33%

No data to show

54%

27%

No data to show

Do you use ServiceNow?

If you connect your ServiceNow account to Micrsoft 365, you'll be able to
create and view ServiceNow tickets for change management and incident

management. right from here.

Users at risk

2 users at risk

M High Risk Medium Risk

View all users

Privileged OAuth apps

48 privileged OAuth apps

Apps that users gave permissions to. Discovered by Cloud App Security

|

M High Medium Low
App

Apple Internet Accounts

Nine for Office 365

MSFT Power Platform - Outlook.
Scanner Mini

Nine Work for Intune

Amazon Alexa

Low risk

Permission level

High

High

High

High

High

High

@ Office 365 Sec

Device compliance

4% noncompliant

Intune device compliance status
Compliant Noncompliant I In grace period Not evaluated
View details

Devices with active malware

2 affected device(s)

Intune-managed devices with active, unresolved malware

M Actie M No Active Malware

View details

Users with threat detections

Users with threat detections

User Alerts
Mickan Andreas | base-IT 2

Lukic Anel | base-IT 1

SM
SecCenter


https://security.microsoft.com/homepage

MICROSOFT 365 SECURE SCORE

https://security.microsoft.com/securescore?viewid=overview

Overview Improvement actions  History

Your secure score History

Total score: 216 / 343 .62 points ..

Microsoft Secure Score analyzes the protection state of your identities,
data, devices, apps, and infrastructure.

Identity 176 / 243
Protection state of your Azure AD accounts and roles 200
Data Data 25/35

+ Current score: 25

Protection state of your Office 365 documents

Total score

Your secure score over time and how you compare to other organizations.

Device Device (] 100
No data to show -

Protection state of your devices \/ \/

50
Apps 15 /65
I
Protection state of your email and cloud apps 0

03/30 04/06 04/13 04/27

Infrastructure No data to show

. Your score . Global average

Protection state of your Azure resources B industry average Il similar seat count

Improvement actions

13 14

Improvement action

Require MFA for administrative roles

Ensure all users can complete multi-factor authentication fo...
Enable self-service password reset

Apply IRM protections to documents

Remove TLS 1.0/1.1 and 3DES dependencies

Delete/block accounts not used in last 30 days

Set automated notifications for new OAuth applications con...

Turn on sign-in risk policy

0/20

6/30

O

SM
SecCenter

Category

Identity

Identity

Identity

Data

Data

Identity

Apps

Identity


https://security.microsoft.com/securescore?viewid=overview

MICROSOFT 365 SECURITY LICENSING | BASE-IT CSP OFFERING

Information CSP via base-IT:
https://www.baseit.at/portfolio/microsoft-cloud-solution-provider/

Microsoft 365 CSP License Portfolio
https://www.baseit.at/assets/Uploads/CSP-Lizenzen.pdf

https://baseit.sharepoint.com/sites/TeamTechnicalMicrosoft365/ layouts/15/Doc.aspx
?0OR=teams&action=edit&sourcedoc={D824FC56-A468-4442-AB41-249C874B0OAS8SA}
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https://www.baseit.at/portfolio/microsoft-cloud-solution-provider/
https://www.baseit.at/assets/Uploads/CSP-Lizenzen.pdf
https://baseit.sharepoint.com/sites/TeamTechnicalMicrosoft365/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc=%7bD824FC56-A468-4442-AB41-249C874B0A8A%7d

x

BASE-IT MANAGED SERVICE OFFERING
SECURING THE ENTERPRISE WITH MICROSOFT 365

AUTHENTICATION -THREAT PROTECTION -SECURE SCORE
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christoph.moser@baseit.at

bascit
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professional.
fast.
secure.
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