
Azure AD Premium

Vorführender
Präsentationsnotizen
Herzlich Willkommen zum heutigen Webcast zum Thema Azure AD Premium Webinar. 
Mein Name ist Spiesberger Robert und ich bin Senior Consultant bei der BaseIT. Heute werden wir uns gemeinsam die Azure AD Premium Funktionen ansehen. 



Azure AD Premium: P1 / P2
Microsoft 365 Security

IAM
AAD Premium

Microsoft 365 E3 Microsoft 365 E5 Security 
Microsoft 365 E5

Azure Active Directory Premium P1 P2
Azure MFA with 3rd party integration * *
Self Service Password Reset * *
Conditional Access * *
Azure Application Proxy, Ping Access * *
Cloud App Discovery * *
Terms of use * *
SSO to other SaaS * *
Azure AD B2B (5 guests per User) * *
Azure AD Connect Health * *
Group based Licensing * *
Azure Identity Protection *
Azure AD Privileged Identity Management *
Access Reviews *
Riskbased Conditional Access *

https://azure.microsoft.com/en-us/pricing/details/active-directory/

https://azure.microsoft.com/en-us/pricing/details/active-directory/


• Password hash synchronisation
• If you choose Password hash synchronisation the 

password will be salted and synced to the Azure Active 
Directory. This authentication method is the fastest way 
to enable a hybrid identity model. 

• The password hash synchronisation also can be 
combined with the Pass-trough authentication and the 
Federation. This allows you to use insights like the Azure 
AD Identity Protection reports.

• More Information: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-phs

Azure AD Connect - PHS
Microsoft 365 Security
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https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-phs


• Pass Trough Authentication
• For this method you must install lightweight 

agents to existing servers which have access to the 
domain services. The authentication request will 
be sent to this lightweight agents.

• This method also enforces the on-premise account 
policy at the time of sign-in. So the access will be 
denied if the user account is expired, locked out, 
or their password expires, or the logon attempt 
falls outside the hours when the user is allowed to 
sign in.

• More Information: https://docs.microsoft.com/en-us/azure/active-
directory/hybrid/how-to-connect-pta

Azure AD Connect - PTA
Microsoft 365 Security
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https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta


• Federation
• For this method you need an active directory 

federation service in your on-premise infrastructure.

• With this method you also can use advanced features 
like smartcard authentication or third party mfa
providers.

• More Information: https://docs.microsoft.com/en-us/azure/active-
directory/hybrid/whatis-fed

Azure AD Connect - Federation
Microsoft 365 Security
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https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed


Azure AD Premium: Azure AD Connect Health (P1)
Microsoft 365 Security
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Azure Active Directory (Azure AD) Connect Health provides robust
monitoring of your on-premises identity infrastructure. It enables you
to maintain a reliable connection to Office 365 and Microsoft Online
Services.

This reliability is achieved by providing monitoring capabilities for
your key identity components. Also, it makes the key data points
about these components easily accessible.



Azure AD Premium: Azure MFA (P1)
Microsoft 365 Security

IAM
AAD Premium



Azure AD Premium: Conditional Access (P1)
Microsoft 365 Security
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Azure AD Premium: Self Service Password Reset (P1)
Microsoft 365 Security

• Users resets password on his own

• Self-service password change

• Self-service password reset

• Self-service account unlock

• Administrator controls how password gets 
reset

• No helpdesk involved

IAM
AAD Premium



• With enterprise applications you can integrate applications in your 
identity and access management system. This means you can use 
conditional access, single sign on for these Applications too.

• Types of Applications
• Azure AD Gallery applications

• On-premise applications with Application Proxy

• Custom-developed applications

• Non-Gallery applications

Enterprise Applications
Microsoft 365 Security

IAM



Azure AD Premium: Azure AD Application Proxy – Ping 
Access (P1)

Microsoft 365 Security
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In particular, the Azure AD Application Proxy
feature can be implemented by IT professionals
who want to publish on-premises web applications
externally. Remote users who need access to
internal apps can then access them in a secure
manner.

PingAccess will provide single sign-on (SSO) and remote
access to many different types of on-premises web
applications, including those that are non-standards
based. This integration between Application Proxy and
PingAccess will allow enterprises to expand SSO access to
even more of their on-premises web applications. The
result is seamless and secure SSO for all applications for
all users on all devices and clouds, without the need for a
VPN



Azure AD Premium: Azure AD Saas Applications (P1)
Microsoft 365 Security

https://azuremarketplace.microsoft.com/de-DE/marketplace/apps/category/azure-active-directory-apps
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https://azuremarketplace.microsoft.com/de-DE/marketplace/apps/category/azure-active-directory-apps


Azure AD Premium: Microsoft Cloud App Discovery (P1)
Microsoft 365 Security
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https://docs.microsoft.com/en-us/cloud-app-security/editions-cloud-app-security-aad

Cloud Discovery is one of the features of Cloud App Security, which enables you to gain visibility into Shadow IT by discovering cloud
apps in use.

https://docs.microsoft.com/en-us/cloud-app-security/editions-cloud-app-security-aad


Azure AD Premium: Password Protection (P1)
Microsoft 365 Security
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Azure AD Premium: Terms of USE (P1)
Microsoft 365 Security
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Azure AD Premium: Azure AD B2B Guest Users (P1)
Microsoft 365 Security
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With Azure Active Directory (Azure AD) business-to-business (B2B) collaboration, you can invite External Users (or "guest users") to use your
paid Azure AD services. Some features are free, but for any paid Azure AD features, you can invite up to five guest users for each Azure AD
edition license that you own for an employee or a non-guest user in your tenant.

Additionally, guest users can use free Azure AD features with no additional licensing requirements. Guest users have access to free Azure AD
features even if you don’t have any paid Azure AD licenses.



Azure AD Premium: Azure Identity Protection (P2)
Microsoft 365 Security

Azure AD Identity Protection. User accounts are critical to helping identify users, so you need to be able to identify unusual account
behavior. This helps you identify attempts to compromise accounts, possibly by a hacker or other malicious person. When Azure AD
Identity Protection detects unusual account behavior, it can block account access, or perhaps require additional authentication options.
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https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/


Azure AD Premium: Privileged Identity Management (P2)
Microsoft 365 Security

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) is a service that enables you to manage, control, and monitor
access to important resources in your organization. These resources include resources in Azure AD, Azure, and other Microsoft Online
Services like Office 365 or Microsoft Intune.

•Provide just-in-time privileged access to Azure AD and Azure
resources

•Assign time-bound access to resources using start and end
dates

•Require approval to activate privileged roles

•Enforce multi-factor authentication to activate any role

•Use justification to understand why users activate

•Get notifications when privileged roles are activated

•Conduct access reviews to ensure users still need roles

•Download audit history for internal or external audit
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Azure AD Premium: Access Reviews (P2)
Microsoft 365 Security
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VIELEN DANK!

robert.spiesberger@baseit.at

Vorführender
Präsentationsnotizen
Vielen Dank für die Teilnahme beim heutigen Webcast. Am 31. Juli gehts weiter mit der Webcast Serie mit dem Thema Autopilot. 

mailto:robert.spiesberger@baseit.at?subject=Webcast%20Azure%20AD%20Premium
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