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Vorführender
Präsentationsnotizen
Herzlich Willkommen zum heutigen Webcast zum Thema Azure AD Premium Webinar. 
Mein Name ist Spiesberger Robert und ich bin Senior Consultant bei der BaseIT. Heute werden wir uns gemeinsam die Azure AD Premium Funktionen ansehen. 
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AAD Premium

Azure AD Premium: P1 / P2 IAM

. Microsoft 365 E5 Security

Azure MFA with 3rd party integration * *
Self Service Password Reset * *
Conditional Access * *
Azure Application Proxy, Ping Access * *
Cloud App Discovery * *
Terms of use * *
SSO to other SaaS * *
Azure AD B2B (5 guests per User) * *
Azure AD Connect Health * *

%k %k

Group based Licensing

Azure ldentity Protection

Azure AD Privileged Identity Management
Access Reviews

Riskbased Conditional Access


https://azure.microsoft.com/en-us/pricing/details/active-directory/
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Azure AD Connect - PHS AM

- Password hash synchronisation

- If you choose Password hash synchronisation the szure AD Hybrid Identity with Password Hash Sync
password will be salted and synced to the Azure Active m

Directory. This authentication method is the fastest Way f-.},
to enable a hybrid identity model. -
‘q= Puﬁl;\czilrc;ud

1] Office 365

- The password hash synchronisation also can be
combined with the Pass-trough authentication and the
Federation. This allows you to use insights like the Azure
AD |dentity Protection reports.

ith password hashes Azure AD

@ Connect

[ Directory query

More Information: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-phs E Bi:‘eﬁow

Cloud On-premises


https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-phs

Azure AD Connect - PTA — 9

- Pass Trough Authentication

* For thIS metho_d yOU must lns_ta” Ilghtwelght Azure AD Hybrid Identity with Pass-through authentication
agents to existing servers which have access to the P
domain services. The authentication request will £ 5%z T

be sent to this lightweight agents. Q:pumﬁr%ud
) Office 365 Directory query
- This method also enforces the on-premise account
policy at the time of sign-in. So the access willbe ™" A\ Prroughaueno, f‘ puthentication
denied if the user account is expired, locked out, J:Dl 2 e - . I_.EAg;;fm

or their password expires, or the logon attempt
falls outside the hours when the user is allowed to
sign in.

Authentication
ﬁ Agent

More Information: https://docs.microsoft.com/en-us/azure/active-
directory/hybrid/how-to-connect-pta

Cloud On-premises



https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

: D)
Azure AD Connect - Federation IAM

« Federation

« For this method you need an active directory P
federation SerVice in our on- remise infrastr cture g j + Azure AD Hybrid Identity with Federated authentication
y u p ucture. saas
TR

: : T

- With this method you also can use advanced features o
like smartcard authentication or third party mfa

providers.

Identity sync Azure AD
@ Connect

Directory query

m O o o uUeerseh @ Azure AD Active
[ - I A Directory
‘%‘ Walidation

More Information: https://docs.microsoft.com/en-us/azure/active-
directory/hybrid/whatis-fed

. e e & Federation E Federation
| i S Proxy .'—b g\ Server

‘ M Fed "E Federation
e e
[Tt 1 e

Cloud Perimeter On-premises


https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

Azure AD Premium: Azure AD Connect Health (P1)

Azure Active Directory (Azure AD) Connect Health provides robust
monitoring of your on-premises identity infrastructure. It enables you
to maintain a reliable connection to Office 365 and Microsoft Online
Services.

This reliability is achieved by providing monitoring capabilities for
your key identity components. Also, it makes the key data points
about these components easily accessible.

Key benefits and best practices:

Key Benefits Best Practices

Extranet lockout trends
Failed sign-ins report
In privacy compliant

Enhanced security

Server configuration and availability
Performance and connectivity
Regular maintenance

Get alerted on all critical ADFS system issues

Quick agent installation
Agent auto upgrade to the latest
Data available in portal within minutes

Easy to deploy and manage

Top applications usage
Network locations and TCP connection
Token requests per server

Rich usage metrics

Dashboard fashion from Azure portal
Alerts through emails

Great user experience
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Ea E Azure AD Connect

On-premises Active
Directory / AD F5

qﬂ- Azure Active
Directory

Azure AD Connect
Health
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Azure AD Premium: Azure MFA (P1) )

AAD Premium

Users sign in from any device using Users must also authenticate using their phone
-h-:-n existing username/password. or mobile device before access is granted

Wb “IoUe

On-Premises Apps

Cloud Apps

RADIUS
LDAP :
IS "fﬂk
RDSAVDY

Multi-Factor

Authentication
Server

Multi-Factor
Authent 0
Service




Microsoft 365 Security

Azure AD Premium: Conditional Access (P1)

User attributes
Group membership

Devices

Domain Joined

compliant

Platform type
(Windows, i0S, Android)

Application

Per app policy

Type of client
(Web, Rich, mobile)

Location
IP Range

Risk
Session risk
User risk

Condlitional access evaluates each access request on a number of different criteria and then using polictes you define, decides

if it should be allowed, If stricter controls are needed or If the access attempt should be blocked altogether

E % =
i & 33

* ALLOW

] Office 365

Microsoft Azure Cloud and

On-premises
applications
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Azure AD Premium: Self Service Password Reset (P1) )
AAD Premium

e Users resets password on his own

e Self-service password change \ _
et back into your account
e Self-service password reset

erification step 1 > choose a new password

. Self-service account unlock

 Administrator controls how password gets _ |
oot S Yol 0 e conoing et o sy

* No helpdesk involved EZR
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Enterprise Applications AM

- With enterprise applications you can integrate applications in your
identity and access management system. This means you can use
conditional access, single sign on for these Applications too.

| Cloud applications

- Types of Applications i, sppicatons Ty ‘mﬁwg ox G
- Azure AD Gallery applications @ 4—C—d_. i | T pubiccioud _
- On-premise applications with Application Proxy Acive Decor Glegforoe M Docusign

- Custom-developed applications o s [ External identites
ot >
- Non-Gallery applications % vl
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Azure AD Premium: Azure AD Application Proxy —Ping  1awm

Access (P1)

In particular, the Azure AD Application Proxy
feature can be implemented by IT professionals
who want to publish on-premises web applications
externally. Remote users who need access to
internal apps can then access them in a secure
manner.

PingAccess will provide single sign-on (SSO) and remote
access to many different types of on-premises web
applications, including those that are non-standards
based. This integration between Application Proxy and
PingAccess will allow enterprises to expand SSO access to
even more of their on-premises web applications. The
result is seamless and secure SSO for all applications for
all users on all devices and clouds, without the need for a
VPN

hittps:/f=ales.contoso.com

AAD Premium

Application
Procgy Service

Azure Active Directory

DMZ

< <

Connector Conmector

2

App 1 App 2

‘g

On-premises
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Azure AD Premium: Azure AD Saas Applications (P1) )

AAD Premium

/AAzure

[:l Office 365 Go -gl(: Apps

Azure 1 servicenaw
i Active
Directory *--...
(8 schooloay
(Workplace ' R
« facebook ' '\.
£ canvas

Blackboard,
learn

https://azuremarketplace.microsoft.com/de-DE/marketplace/apps/category/azure-active-directory-apps



https://azuremarketplace.microsoft.com/de-DE/marketplace/apps/category/azure-active-directory-apps

Azure AD Premium: Microsoft Cloud App Discovery (P1)

Cloud Discovery is one of the features of Cloud App Security, which enables you to gain visibility into Shadow IT by discovering cloud

apps in use.

Feature comparison

The following table is a comparison of the discovery capabilities in Microsoft Cloud App Security and Azure AD.

Capability Feature

Cloud Discovery Discovered apps

Deployment for discovery analysis

Log anonymization for user privacy

Access to full Cloud App Catalog

Cloud app risk assessment

Cloud usage analytics per app, user, IP
address

Ongoing analytics & reporting

Microsoft Cloud App Security

16,000 + cloud apps

Manual and automatic log upload

Yes

Yes

Yes

Yes

Yes

Azure AD Cloud App
Discovery

16,000 + cloud apps

Manual and automatic log
upload

Yes

Yes

Yes

Yes

Yes

https://docs.microsoft.com/en-us/cloud-app-security/editions-cloud-app-security-aad
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https://docs.microsoft.com/en-us/cloud-app-security/editions-cloud-app-security-aad
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Azure AD Premium: Password Protection (P1) IAM
AAD Premium

Home > base-IT Gmbh > Security > Authentication methods | Password protection

Authentication methods | Password protection
base-IT Gmbh - Azure AD Security

|,0 Search (Ctrl+/) | « Save X Discard

Manage Custom smart lockout

b Authentication method policy (... Lockout threshold © | 3 |

Password protection Lockout duration in seconds | 300 |

Custom banned passwords

Enforce custom list (O ( Yes No )
Custom banned password list (O Hallo123 v
PasswOrd
P@sswOrd!

Password protection for Windows Server Active Directory

Enable password protection on Windows No )

Server Active Directory (O

Mode © Audit )
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Azure AD Premium: Terms of USE (P1) )

AAD Premium

Home > Conditional Access | Terms of use > New terms of use

New terms of use

Terms of use

Create and upload documents

Name * (O | base-IT Terms of user ~ |
_ B® Microsoft
Display name * (0 | base-IT Terms of user -
Terms of use document © [“baselT_T-Benutzer... | J&8] [ German v Nutzungsbedingungen fur base-IT Gmbh

Fiir den Zugriff auf base-IT Gmbh-Ressourcen missen Sie die Nutzungsbedingungen lesen.

+ Add language

Require users to expand the terms of use (@ : On Off -\j base-IT Terms of user >
———S

~

i . - T e
Require users to consent on every device (0 (_on C off )

4 Klicken Sie auf "Annehmen", um zu bestétigen, dass Sie die Nutzungsbedingungen gelesen und verstanden haben.
. o~ A e,
Expire consents (0 4 On .'
Duration before re-acceptance required (days) O | 90 Ve

Conditional access

Enforce with conditional access policy templates * | Create conditional access policy later
®

o
| o This terms of use will appear in the grant control list when creating a conditional access policy.



AT~
Azure AD Premium: Azure AD B2B Guest Users (P1) )
AAD Premium

With Azure Active Directory (Azure AD) business-to-business (B2B) collaboration, you can invite External Users (or "guest users") to use your
paid Azure AD services. Some features are free, but for any paid Azure AD features, you can invite up to five guest users for each Azure AD
edition license that you own for an employee or a non-guest user in your tenant.

Additionally, guest users can use free Azure AD features with no additional licensing requirements. Guest users have access to free Azure AD
features even if you don't have any paid Azure AD licenses.

Gues
Member User Guest

(B2B user, not on the
organization payroll)
UserType = Guest

(Employee Vendor etc, on
the org payroll)
UserType = Member

. .

v

Homed in the org

directory
(this isthe
traditional B2ZE
scenario)
v v
Cloud only OnPrem accounts
accounts Dirsync-ed

v

Homed in an
extermal directory

v

External Azure AD
[ With AAD B2B
API, admins can

“invite as
member”)

Homed in the org directory
(i.e. the org creates accounts
in their tenant for their

partners)
Cloud only OnPrem accounts
accounts DirSync-ed
State 4 State 3

Homed in an

extemal directory
(this is the defaul

EZE model)

l

External Azure AD

State 1

Microsoft Account

State 2
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Azure AD Premium: Azure Identity Protection (P2)

Azure AD ldentity Protection. User accounts are critical to helping identify users, so you need to be able to identify unusual account
behavior. This helps you identify attempts to compromise accounts, possibly by a hacker or other malicious person. When Azure AD
Identity Protection detects unusual account behavior, it can block account access, or perhaps require additional authentication options.

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/

il A vingpToys-oveniv X [ R Home > Identity Protection | Overview
<« = D 0 £ | httpsy/portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/SecurityOverview pxd = L @&
[V P e g ) @ Identity Protection | Overview
» | Home > Contoso - Overview (Preview)
Contoso - Overview 2z X
1- o zure Actve Directory | 0 bearch (Ctrl+/) | & @ Le
= h (Ctrt+) “ @reammore Q) Refresh
= © Overview ~ @ Welcome to Azure AD Identity Protection's new ‘Overview'. @ ey Date RIS'( detectlon type
wi’ Getting started Date range = 30 days
@ Manage Protect N .
& Users New risky users detected @ User risk level = All W r1s Atyp' Cal tI‘aVE‘|
& Groups 3 ;ghrisk users () ’,\:i.;mm risk users (] .'. User risk pOlICy :
~ .
£ Organizafional relationships ’ © High risk users detected. A\ Wedium risk users detected, . .. .
® & rolesand adminsmators s Investigate users and resct Ivestigate users and resct Sign-in risk policy 0f
passwords. passwords.
BB enterprise applctions O MFA recistrati |' o Anonymous IP address
B B omis : registration policy
= B App registrations - I I I Unprotected risky sign-ins @ Identity Secure Score ° 0.4
17 7 22 risky sign-ins last week 34/
B g Report . H ; : :
5 ety Gavemance : £ prtec s s by 2 onitor s imroveyour P 0: Unfamiliar sign-in properties
& Application proxy oar1 o1 oaizs o/t configuring your sign-in risk identity security posture.
Count policy. ) .
B & e |8 »a Risky users C
> & Azure AD Connect o oo 2 isky si . .
onfigure user risk policy > .
D custom domainrames < Risky sign-ins cour Malware linked IP address
@ Mobility (MDM and MAM) New risky sign-ins detected @ - " - - . .
ility 1\ Sign-in risk type = Real-time Sign-in risk level = All A Risk detections
0 password reset 2
© e brand H
ey brndng Notify : Leaked Credentials
2 Userscttings Configu
'I!' Properties )
) * R Users at risk detected alerts .
Notifications settings New ris A .
# Contuaton ssessment : : Azure AD threat intelligence
I I II I 1 Weekly digest
Security o I I [ | I ] I [ | ] a
0 Overview 08/11 08/20 08425 00/01 .
Coun Urprtecns Troubleshooting + Support 60
¥ Identity Secure Score 111 85
O conditons! ccass . Configuresign-in risk policy > # Troubleshoot &
2 New support request 2


https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/

Azure AD Premium: Privileged Identity Management (PZAz AV
D Premium

|
A

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) is a service that enables you to manage, control, and monitor
access to important resources in your organization. These resources include resources in Azure AD, Azure, and other Microsoft Online
Services like Office 365 or Microsoft Intune.

Manage your privileged access

Use Privileged Identity Management to manage the lifecycle of role assignments, enforce just-in-

Manage access

Users with excessive access are vulnerable in the
event of account compromise. Ensure your
organization manages to least privilege by
periodically reviewing, renewing, or extending
access to resources.

Activate just in time

Reduce the potential for lateral movement in the
event of account compromise by eliminating
persistent access to privileged roles and
resources. Enforce just in time access to critical
roles with PIM.

o
)

[N

Discover and monitor

It is common for access to critical resources to
go undetected. Ensure you know who has access
to what, and receive notifications when new
assignments are granted to accounts in your
organization.

*Provide just-in-time privileged access to Azure AD and Azure
resources

*Assign time-bound access to resources using start and end
dates

*Require approval to activate privileged roles

*Enforce multi-factor authentication to activate any role
*Use justification to understand why users activate

*Get notifications when privileged roles are activated
*Conduct access reviews to ensure users still need roles

*Download audit history for internal or external audit
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Azure AD Premium: Access Reviews (P2) IAM
AAD Premium

base-IT Gmbh

Microsoft Azure £ Search resources, services, and docs (G+/) : @) Chl'iS’EDpl‘l.FI'105EEFS.?EIJI?'SGF;'\:'ItB.;_.l ﬁ

Home > Global Admin & Security Administrator Access Review

Global Admin & Security Administrator Access Review X

Y Filter

:Essentials /\1

Owner Role

Moser Christoph | base-IT[christoph.moser@baseit.at] Global Administrator
Require reason on approval Start date

false 27.4.2020

End date Description

28.4.2020

Remaining

4

Select the user(s) from the list, and approve or deny their role membership using the buttons below

| £ Search

User ™. Reason T4 Reviewed by Ty  Audit Details TJ Recommended action ™

Not reviewed

. Approve
| Boeck Patrick | base-IT .
R pzte:ck_sozzk(l@bzs;it.at View This user has signed in at least once in the last 30 days.
. Deny
D service_barracudabackup -
g View i ; ; ;
R service_barracudabackup@baseit.at This user has not signed in during the last 30 days.

. Approve
Moser Christoph | base-IT :
O R christoph.mosZr@Lbaseit.at View This user has signed in at least once in the last 30 days.

Approve
Nagy Stefan | Base-IT View ] ) . .
D g stefan.nagy@baseit.at This user has signed in at least once in the last 30 days.
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Vorführender
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Vielen Dank für die Teilnahme beim heutigen Webcast. Am 31. Juli gehts weiter mit der Webcast Serie mit dem Thema Autopilot. 

mailto:robert.spiesberger@baseit.at?subject=Webcast%20Azure%20AD%20Premium
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