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Agenda

- Cloud Security Considerations

- Using Azure Security Center to improve security
posture

- New announcements and innovations



Cloud security is a shared responsibility

Shared responsibility model for cloud security

Microsoft's commitment Joint responsibility

Microsoft provides built-in controls

Secure foundation
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Hybrid cloud requires new approach to security

Infrastructure increasingly distributed across public clouds and on-premises datacenter

Rapidly changing Increasingly Security skills are in
resources sophisticated attacks short supply



Improving security across hybrid cloud environments

Azure Security Center
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Strengthen security posture Protect against threats Get secure faster




Security Center Architecture

Windows & Linux agents
Windows Events, Syslog,
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Azure Security Center

Security Dashboards Deliver
Rapid Insights into Security
State Across All Workloads

Actionable Security
Recommendations

Curated, Prioritized
Security Alerts

Investigation Tools
and Log Search
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Strengthen security posture

Manage organizational security
policy and compliance

N Continuously assess security state

Azure Security Center Optimize and improve security by
configuring recommended controls




Manage organizational security policy and compliance

Review coverage for Azure
Security Center across
different subscriptions

Easily set centralized security C Policy Management ‘
p O | i C i e S a C ro S S m u |ti p | e Manage the security policies by choosing a subscription or management group from the list below. In order to define additional policies, manage exclusions
Su bSC ri ptions Click here to learn more >

Hierarchical view (preview) (]

6 MANAGEMENT GROUPS 2 SUBSCRIPTIONS 11 WORKSPACES

Track and review policy
compliance and governance
Ove r ti m e .-"'-' 72f988bf-86f1-41af-91ab-2d7cd011db47 (2 of 3 subscrip... Limited permissions Edit settings >

o
R BenKligerMG (1 of 1 subscriptions) Limited permissions




Continuously assess and optimize with Secure Score

Get insights on the security
state across your
infrastructure

Prioritized
recommendations with a
security score

Understand the network
topology and visualize
configurations




Optimize and improve security by configuring
recommended controls

Apply a secure
configuration standard
with built-in
recommendations

Reduce attack surface by
applying proactive
hygiene measures

Apply system updates

¥ Filter

Windows computers with missing system updates

Hiah
12

Medium

apport_2.14.1-0ubuntu3.29 security update High
linux-firmware_1.127.24 security update High

sudo_1.8.9p5-Tubuntul.4 security update High

Linux computers with missing system updates

WO, OF VMS_ . UPDATE SEVERITY
High
High

High

2017-12 Security Monthly Quality Rollup for Windows Server 2012 R2 for x64-b... Critical

2018-05 Update for Windows Server 2016 for x64-based Systems (KB4132216) Critical

2018-08 Security Monthly Quality Rollup for Windows Server 2012 R2 for x64-... Critical

66

Critical updates

141

Security updates




Protect against threats

Azure Security Center
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Detect and block advanced
malware and threats for servers

Detect threats across laaS and PaaS
services using advanced analytics

Reduce exposure to brute force attacks

Protect data services against
malicious attacks



Detect and block advanced malware for Windows and
Linux servers

Detect threats on servers
with behavior analytics
and machine learning

Get Windows server EDR
with the integration of
Windows Defender ATP

Automate application
whitelisting with a ML
based solution




File integrity monitoring

Examines files and registries of
the operating system,

ket ¥ i

application software, and others 0 21 k2
for changes that might indicate e
an attaCk Computers  Changes

Validates the integrity of
Windows files, Windows
registry, and Linux files.

ymZubunty
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umiredhat
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Select the files that you want to
be monitored by enabling File
Integration Monitoring (FIM)

il ContosoWebFEL CONTOSO.europe.com
il OnPremise-12§

il ContosoWebDC.CONTOSO.europe.com

il ContosoWebBE2.CONTOSO.europe.com

LEARN MORE
Leam mare about Fie ntegrity Monitoring 2

TOTALCHANGES FILES REGISTRY LAST CHANGE TIME [LOCAL]

0 (420118 1245 AM

(41318 03:43 AM




Adaptive application controls

Control which applications can
run on your VMs located in
Azure with Adaptive Application
Controls to help harden your
VMs against malware

Adaptive whitelisting learns
application patterns

Simplify management with
recommended whitelists




Detect threats across services

Home > Security Center - Security alerts

Security Center - Security alerts
Showing 2 subscriptions

Detect threats targeting Azure
services such as Azure App
Services, Azure SQL, Storage B

services and more 4 Gettng e

Events

Get Azure UEBA with the £ seach
integration of Microsoft Cloud
App Security

Investigate and respond to an Sos— = 5 [
attack with ASC Fusion kill chain N
analySIS & Data & storage

Identity & access (Preview)

e ] Security incident with shared proce... icroso ure 09/11/18

BI Security solutions T®  Security incident with shared proce... icrosoft Azure 09/11/18

THREAT PROTECTION & Suspicious comman d execu tion icroso zure 09/12/18




Detect threats across services using advanced analytics

Home > Security Center - Security alerts

Security Center - Security alerts
Showing 2 subscriptions

Threat intelligence- looks for
known malicious actors using
Microsoft global threat -

intelligence o oo

Events

GENERAL

Advanced analytics- use anomaly [ °*
detection and behavioral analytics § 77"
to detect malicious behaviors

RESQURCE SECURITY HYGIENE

Fusion- automatically correlating Recommendatons 5~ 15 16~
events and alerts from across the | . ..=° "

kill chain to map an attack % ow e
cam p a |g N Identity & access (Preview)

e ] Security incident with shared proce... icroso ure 09/11/18
BI Security solutions T®  Security incident with shared proce... icrosoft Azure 09/11/18

THREAT PROTECTION Suspicious comman d execu tion icroso zure 09/12/18

Windows server EDR- integrated
solution with Windows Defender
ATP




Windows Server EDR with Windows Defender ATP

Leveraging Windows Defender ATP support for Windows Server

i Windows Defender Security Center

Security operations

@

Next-gen post breach detection sensors v ,
Windows Defender ATP sensor for Windows Servers that collect a vast ik 0! —— . —
array of behavioral signals to enable advanced attack detection & ¢ 802 ¥ G ¥ wan s i I peptrmi
investigation. " L. it 3 '
¢ Suspicious Powershell commandline e 8721418 213 PM Automated investigations statistics
o & Suspicious Powershell commandiine Med 22118 858 M @] €7 1457h, & 19§ _—

Behavior-based, cloud-powered breach S e i || — e
detection Suspicioussenvce regisation | ‘ LS [C RS B 2085 o
Signature-less, intelligent, behavioral, machine learning and past e Tm——— o
attaCk deteCtlons. Machines at risk Machines list Users at risk
Actionable, correlated alerts for known and unknown adversaries. | |
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Unique threat intelligence knowledge base S I R

Unparalleled threat optics provide detailed actor profiles
1st and 3rd party threat intelligence data.

'
Misconfigured
29k B nactive o
Machines
More info in docs
ice is Of




WINDOWS Defender ATP Alerts in ASC

Security alerts

Y Filter

Automatic onboarding :

through ASC s

Windows Defender ATP sensor is s I
automatically enabled on Windows I ‘
Servers that are onboarded to ASC g

1

Integrated alerts

HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY

Windows Defender ATP alerts are |16 11 18

aVa i | a b | e i n th e ASC CO n SO | e DESCRIPTION COUNT DETECTED BY ENVIRONMENT DATE STATE SEVERITY

%*  Security incident detected 1 Microsoft 2 Azure 09/0717 Active O High

. . . . . %®  Security incident detected 1 Microso it 22 Azure 09/01/17 Active O High
Detailed machine investi gation Se  Securtyincdent detected : Microsot 12 paure o261 Acte o Hign
. Potential SQL Injection 1 Microsoft 22 Azure 09710117 Active O High

ASC cu Sto MErS can access WI nd OWS Modified system binary discovered in dump... 1 Microsoft 28 Azure 09/0717 Active O High
Defender ATP console to perform : Microsot 12 azure osv06717 atve O igh
deta ||ed |nvest|gat|o n to uncover sco pe Potential SQL Injection 1 Microsoft 5 Azure 09/04/17 Active © High
Suspicious process executed 1 Microso ft 28 Azure 09/03/17 Active © High

of breach



Limit exposure to brute force attacks

JIT VM access configuration Add port configuration
Reduce access to VM ports | ="
only when it is needed '

|22

M M M Configure the ports for which the just in time VM access will be applicable
with Just-in-Time VM

PORT PROT... ALLOWED SOUR... P RANGE TIME RANGE (H... Protocol

Access Any e | uoe |

22 (Recommended) Any Per request N/A 3 hours

Allowed source IPs

3389 (Recommended) Any Per request N/A 3 hours . Per request E@Bl:¥s]leld

5985 (Recommended) Any Per request N/A 3 hours . i}

Access automatically
granted

for selected ports, and for
limited time, approved
users and source IPs

5986 (Recommended) Any Per request N/A 3 hours




Protect data services

Assess potential
vulnerabilities across Azure Y et
SQL and Storage services ~‘

Classify and audit access
to sensitive data in Azure
SQL oeschrnon

@ Potential SQL injection

© Brute force attempt

DATE
7/4/2018

1/12/2018




Get secure faster

Azure Security Center
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Automatically discover and
onboard Azure resources

Extend to server workloads running in
other clouds and on-premises datacenter

Integrate with existing workflows
and tools (SIEM, NG Firewall..)



Automatic onboarding & extending to hybrid cloud

| Automatic
provisioning for

Windows & Linux agents Azure resources

Windows Events, Syslog,

CEF, Configurations

On-premises, private
and public clouds

i e
3 o
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Seamless Azure integration

Automatically discovers and monitors
security of Azure resources

Extensive log collection

Protect servers running on other
clouds and on-premise



Using PowerShell for Security Center tasks




Programmable capabilities




Integrating with existing workflows and tools

Respond quickly to threats with
automated workflows

Automation support with REST
APls and PowerShell cmdlts

Consolidate SOC insights by
integrating with existing SIEM
solution

N —> Q']
Connect Microsoft Connect & deploy
security solutions l partner solutions
Integrate with
existing SIEM

r—
—>—> - —>  SIEM
Bl

Security Azure Event =;::=r splunk

Center Monitoring Hub



) A ‘Breadth’ c.heck for indicators
What is a custom alert? of compromise

SecurityEvent g |
| where EventI Create custom alert rule Dg

| where Comman

. 1. Log Analytics 3
) | where Proces| *numee
quel'y over SeCU rlty System masked process execution \/é

Center-collected data

2. Save query as a
Security Center
Custom Alert

l Criteria

0 3. Build automation * Search Query @
SecurityEvent v
workflows when the | where EventiD == 4688
e e . | where CommandLine !contains "System32"
d |ert fl res | where Process contains "Svchost"

Execute your search query now

Period @
Over the last 1 hours v

Your search returned 0 results for the time window selected.



Custom alert eXample Data ex—f?ltratior? examplg: “Alert me when compression

software (s used (n suspicious ways"

Attack approaches:
1. Masking commands used with WinRAR
2. Spoofing System file names with other executables

Brute force J Compromlsed Anomalous WinRar use Wiredata
aIert credentials act|V|ty SuSpicious
. Incorrect SID traffic
SecurityEvent
-
| where SecurityEvent J IWin32 SvcHost use
| search | where TimeGenerated >= ago(2d)
| projec | where ProcessName contains "svchost.exe"
| where SubjectUserSid != "S-1-5-18"
| where S[ ‘?
| where S WireData
PSS | where N|| where Direction == "Outbound"
| where N | where ProcessName contains "powershell.exe"

| summarize sum(SentBytes) by Computer, ProcessName

T e




Integrating with security partners

v Connected solutions (3)

GENERAL . c - = - 5 .
View all security solutions currently connected ta Azure Security Center, monitor the health of solutions, and access the solutions’ management tools for advanced configuration,

Recommends and streamlines -
p rovi S i O n i n g O f p a r t n e r - :\:::Sg started E’ | zualysvm %PD::eckPDint—Firewall—Cen... E‘ | :qualysVaCDntoso
solutions £ ser

Vulnerability Assessment Next Generation Firewall Vulnerability Assessment
POLICY & COMPLIANCE Healthy Healthy Healthy

E Coverage

Integrates signals for centralized | sy

RESOURCE SECURITY HYGIENE

alerting and advanced detection

v Discovered solutions (1)

Compute & apps Connect your security solution to Azure Security Center. View, monitar and get notified on solution health and security alerts.
Networking
o . .
Enables monitoring and basic J—

Identity & access (Preview) MICROSOFT
Azure AD Identity Protection

Security solutions

Mmanagement

THREAT PROTECTION

J  Security alerts

@ Custom alert rules (Preview) CONNECT

9 Security alerts map (Preview)

v Add data sources (4)

Connect your security solution to Azure Security Center.

AUTOMATION & ORCHESTRATION

Playbooks (Preview)

ADVANCED CLOUD DEFENSE E Non-Azure computers. SIEM a:li Common Event Format Advanced Threat Analytics
Adaptive application controls MICROSOFT SELECTED SIEMS ANY PUBLISHER MICROSOFT

Onboard your non-Azure computers to Integrate Azure Security Center alerts Integrate any security solution that Integrate Microsoft Advanced Threat

L) Justin time VM access
Azure Security Center and gain security into SIEM for a central monitoring. See support Common Event Format (CEF), Analytics suspicious activities along




arts > Suspicious command execution > Suspicious command execution > Playbooks (Preview)

Suspicious command execution X Playbooks (Preview)
MDExecution

. - P
A u to I I I a t I n g [} Learn more + Add Playbook O Refresh

Playbooks  Run history

2\ General information

Re S p 0 n S e DESCRIPTION Machine logs indicate a suspicious command line execution by user

WORKGROUP\ASC-VA-Demo-013.

DETECTION TIME Wednesday, September 12, 2018 9:08:43 PM NAME STATUS SUBSCRIPTION TRIGGER KIND RUN PLAYBOOK
SEVERITY ﬂ High &) Firewall ) Enabled ASC DEMO Not defined
o STATE Active & testplaybook ) Enabled ASC DEMO Not defined
2 O pt I O n S : ATTACKED RESOURCE ASC-VA-DEMO-01 &} PostinSlack SendEmai ) Enabled ASC DEMO {8 Security Center Alert “
SUBSCRIPTION ASC DEMO (212f9889-769e-45ae-ab43-6da33674bd26) 2] PostinTeams SendEmail ) Enabled ASC DEMO § Security Center Alert “
L e A DETECTED BY Microsoft &) SsendNotificationEmail ) Enabled ASC DEMO 8 Security Center Alert “
O g I C p p S ENVIRONMENT Azure &) AlertNotification O Enabled Contoso IT - demo Not defined
RESOURCE TYPE & Virtual Machine P ]
ThreatRespanse ) Enabled Contoso IT - demo Not defined

PROCESS NAME c\windows\system32\cmd.exe

L]
| n te ra Ct I Ve &) SecDemo TakeVMOffline ) Enabled Contoso IT - demo Not defined
COMMAND LINE c\windows\system32\cmd.exe /c net user&echo "123"&echo “open 123

127.0.0.1" > c\alertgeneratiom\dummy.txt&exit

PARENT PROCESS svchost exe

PROCESS ID Oxaa8

ACCOUNT LOGON ID 0x3e7

USER SID 5-1-5-18

PARENT PROCESS ID 0x3a4

REPORTS Report: Suspicious Command Execution

W Confidence (Preview)

Was this useful? () Yes

Investigate View playbooks



Automating
Response

2 Options:
Logic Apps
Interactive

When a response to an Azure Security Center alert is triggered

HTTP POST URL https://prod-62.eastus.logic.azure.com:443 fworkflows/5df241dbTdb...

Y
o

<

In

Create Record (Preview

® EXPECTEDS02:Neon-json response

*Record Type incident
o splay System No
References

Connected to ServiceNowConnector-Tiander. Change connection.




Automating
Response

2 Options

Logic Apps
Interactive

Azure Monitor Alerts
Automatic

NAME MONITOR CONDITION

U

ASC Alert with High Severity Fired

RRRRRRRRRRRRR

SecurityAlert | where AlertSeverity == "High"

cxp-tiander

cxp-tiander



Automating
Response

2 Options

Logic Apps
Interactive

Azure Monitor Alerts
Automatic

s

hook

hook

hook

:App

hook

2

X

ASC-Alert-ActionGroup
O Refresh T Delete

Short name{:ﬁ} ASC-Alert
Action group name @ ASC-Alert-ActionGroup

Resource group @ default-activitylogalerts

Subscription @ CESECDEP - Internal

Actions
ACTION NAME ACTION TYPE STATUS
ASC-Auto-ServiceNow LogicApp -

Privacy Statement Email/SMS/Push/Voice

Pricing Azure Function
LogicApp
Webhook
ITSM

Automation Runbook

DETAILS

Edit details



2 Options B
Logic Apps
Interactive
Azure Monitor Alerts E—
Automatic

description™: {

ffalse



Take actions today

01 02 03

Use Security Center to Get advanced threat Onboard on-
manage security for protection with Security premises and other
Azure resources Center standard cloud workloads

To learn more, visit
azure.microsoft.com/en-us/services/security-center/



Azure Security Center
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Strengthen security posture Protect against threats Get secure faster
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