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NotPetya Ransomware Attack
Cost Shipping Giant Maersk

NETZPOLITIY

Over S$S200 Million Ransomware: Universitat zahlte iiber eine
e Lee Mathews Soror ot buier O Million Dollar, um Forschung zu retten

Server des Medizin-Instituts waren von einem Trojaner verschliisselt worden, Verantwortliche
sahen keine Alternative und verhandelten den Betrag hinunter

1. Juli 2020, 13:19 222 Postings

NonPetya ransomware forced Maersk to
reinstall 4000 servers, 45000 PCs

The shipping giant has suffered millions of dollars in damage due to the ransomware attack.

University of California SF pays ransomware
hackers $1.14 million to salvage research

The malware infected crucial research stored in the UCSF medical scheol's network.

Travelex Paid $2.3 Million to Ransomware professmnal.
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MICROSOFT DEFENDER ATP: OVERVIEW

Microsoft Defender ATP
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TP
Defender ATP

Threat & Attack surface Next Endpoint detection Automated investigation Microsoft
Vulnerability reduction generation and response and remediation Threat Experts
Management protection

Centralized configuration and administration, APls

Microsoft Defender ATP uses the following combination of technology built into Windows 10 and Microsoft's robust cloud service:

*Endpoint behavioral sensors: Embedded in Windows 10, these sensors collect and process behavioral signals from the
operating system and sends this sensor data to your private, isolated, cloud instance of Microsoft Defender ATP.

*Cloud security analytics: Leveraging big-data, machine-learning, and unique Microsoft optics across the Windows ecosystem,
enterprise cloud products (such as Office 365), and online assets, behavioral signals are translated into insights, detections, and
recommended responses to advanced threats.

*Threat intelligence: Generated by Microsoft hunters, security teams, and augmented by threat intelligence provided by partners,
threat intelligence enables Microsoft Defender ATP to identify attacker tools, techniques, and procedures, and generate alerts
when these are observed in collected sensor data.
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WINDOWS 10~
SERVER 2019 >
MACOSX

WINDOWS 7 >
SERVER 2008R2 >

ANDROID
LINUX SERVER
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HTTPS://SECURITYGENTER.MICROSOFT.COM
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CLIENTS
LINUX ENTERPRISE SERVER JCR
ANDROID (DEVICE ADMIN & ANDROID FORWORK) -

—=

EDR BLOCK MODE i

WEB CONTENT FILTERING (WITHOUT PARTNER) -

UEFI SCANNER J

VDI SUPPORT

COVID-19 HARDENING professional.
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| @ Triggers - Trigger when new WDATP alert occurs

FEATURES [ s

Machines - Get single machine

Jocal wurde automatisfch blockiert |@

Der Computer k1d2108.krina local wurde aufgrund eines Alerts gesperrt: (i & wry basd

' Alert-Info: Alert T Condition

Machine-Infq: Machine

' Rechner freigeben oder Blockieren

@ Alert Ale... x | is equal to v H High

Microsoft Logic Apps.

‘ @ Actions - Isolate machine |
Send approval email |

II Condition 2

BF Selected... x | is equal to v ” Freigeben

If true If false

| @ Actions - Unisolate machine

T Add an action
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