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Zielgruppe MDATP



Zielsetzung

- Erkenbarkeit (VISIBILITY)

- Widerstandsfähigkeit  (Resilienz)

- Reaktion (Time to Action)

- Automatisierung
- awareness
- Nachvollziehbarkeit



Microsoft Defender ATP: Overview

Microsoft 365 Security

TP
Defender ATP

Microsoft Defender ATP uses the following combination of technology built into Windows 10 and Microsoft's robust cloud service:

•Endpoint behavioral sensors: Embedded in Windows 10, these sensors collect and process behavioral signals from the

operating system and sends this sensor data to your private, isolated, cloud instance of Microsoft Defender ATP.

•Cloud security analytics: Leveraging big-data, machine-learning, and unique Microsoft optics across the Windows ecosystem,

enterprise cloud products (such as Office 365), and online assets, behavioral signals are translated into insights, detections, and

recommended responses to advanced threats.

•Threat intelligence: Generated by Microsoft hunters, security teams, and augmented by threat intelligence provided by partners,

threat intelligence enables Microsoft Defender ATP to identify attacker tools, techniques, and procedures, and generate alerts

when these are observed in collected sensor data.



Unique insights, informed by trillions 
of signals. This signal is leveraged 
across all of Microsoft’s security 
services
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DEVICE Support

Windows 10>
Server 2019 >
MacOSX

Windows 7 >
Server 2008R2 >

Android
Linux Server

IOS



Live DEMO

https://securitycenter.microsoft.com



Whats new Defender ATP

Clients
Linux Enterprise Server
Android (Device Admin  & Android for Work)

EDR Block MODE
Web CONTENT Filtering (without Partner)
UEFI SCANNER
VDI Support
COVID-19 Hardening
Secure Configuration Assessment (SCA for SERVEr)



Features



Features
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