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IT CHALLENGES OF THE MODERN WORKPLAGE

How do you empower users while protecting your most
Important assets?

User goals IT goals

Collaboration  _eeemmmm——ll Protect data

Easy Access to data Manage access

Work anywhere Manage Device

Every Device Stay innovative



PROLIFERATION OF ENDPOINTS, APPS AND THREATS
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Wachstum bzw. die Vermehrung oder Wucherung
von Zell®h oder Mikroorganismen.




MICROSOFT ENDPOINT MANAGER  titos:/zendpoint microsoiicom DS E (T

...ein Bundle an Produkten und Features...

Microsoft Intune

Die einheitliche Losung fur
cloudbasierte Verwaltung

Microsoft Endpoint Windows Autopilot

Conflguratlon Manager Einfachere Bereitstellung von Geraten

Die Losung fur lokale und
cloudbasierte Verwaltung
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Desktop Analytics Microsoft Defender Azure Active Directory

Datengestltzte Empfehlungen Advanced Threat Protection Universelle Plattform fiir die
Verwaltung und den Schutz von

Absicherung von Endpunkten gegen

Cyberbedrohungen Identitaten



MICROSOFT ENDPOINT MANAGER  titos:/zendpoint microsoiicom DS E (T

...ein Bundle an Produkten und Features...

Microsoft Endpoint Windows Autopilot
Conflguration Manager Einfachere Bereitstellung von Geraten

Microsoft Intune

Die einheitliche Lésung fir
cloudbasierte Verwaltung Die Losung fur lokale und
cloudbasierte Verwaltung




INTUNE : MOBILE DEVICE & MOBILE APPLICATION MANAGEMENT

Mobile Device
Management (MDM)

Conditional Access:
Restrict access to managed and
compliant devices

Enroll devices for
management

Report & measure device
compliance

(i
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Provision settings,
certs, profiles

Remove corporate
data from devices

Mobile Application
Management (MAM)

Conditional Access:
Restrict which apps can be used
to access email or files

Publish mobile
apps to users

Report app
inventory & usage

Configure and
update apps

Secure & remove
corporate data within
mobile apps



Corporate data
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Multi-identity

policy INTUNE: APP PROTECTION POLICIES
FOR PERSONAL DEVICES

Personal data

Enables bring-your-own (BYO) and
personal devices at work where users
may be reluctant to “enroll” their device
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Ensures corporate data cannot be
copied and pasted to personal apps
within the device

sdde |euosiad

Intune App Protection policies are
useful to protect Office 365 apps where
devices are unmanaged or managed by
3" party




INTUNE + CONFIG MANAGER bascit
MODERN MANAGEMENT WINDOWS 10

*Active Directory Join KosR e
*Azure Active Directory Hybrid Join
*SCCM / Intune Co Management

=

Microsoft Intune

Paths to co-management = - » =
There are two main paths to reach to co- EETER
management: ,
Existing Configuration Manager clients: You have relen e
. . . . On-premises =
Windows 10 devices that are already Configuration ’ 2 et
Manager clients. You set up hybrid Azure AD, and
ConfigMgr agent

enroll them into Intune.

*New internet-based devices: You have new
Windows 10 devices that join Azure AD and
automatically enroll to Intune. You install the
Configuration Manager client to reach a co-

management state. [ et oert

- _

/] >

Legacy clients

=

Windows 7/8x

Configuration Manager Configuration
Manager console




CONFIGURATION MANAGER / INTUNE bascit
0 — MANAGEMENT - FEATURES

*Conditional access with device compliance
Intune-based remote actions, for example: restart, remote control, wipe, or factory reset

*Centralized visibility of device health(Maintain visibility of Configuration Manager client
health from the Intune on Azure portal)

*Modern provisioning with Windows Autopilot

https://docs.microsoft.com/en-us/mem/configmgr/comanage/overview
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=t MODERN DESKTOP PROVISIONING WITH WINDOWS AUTOPILOT

Autopilot profile sync Intune

- >

Windows Autopilot

Device sync
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Configure
Windows
Autopilot profile
-1
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IT Admin
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Hardware Vendor 4

eliver

Employee unboxes
device, self-deploys

() Provision new devices direct () Upgrade existing devices, ) Lower IT effort and cost;

to employees, ready for use reimaged with Autopilot user gets productive faster




AUTOPILOT / INTUNE CONNECTOR OFFLINE DOMAINJOIN ~ basc it

Hybrid Azure AD Join through Windows Autopilot

AD

Windows Autopilot

- Intune :
Domain Offline Domain Join Connector Deployment Service
Controller |
| ¢
Receive MDM Autopilot Hardware
oD) enrollment profile 1D

Employee unboxes
device, self-deploys

Hybrid Azure AD Join (Azure AD)

Windows 10 1809 and above

Join device to AD, enroll in Intune/MDM

*Automatically join devices to Azure Active Directory
(Azure AD)

eAuto-enroll devices into MDM services, such as
Microsoft Intune (Requires an Azure AD Premium

subscription)

*Use Offline AD Connector to Join Client to Onprem
Active Directory

*Restrict the Administrator account creation

*Create and auto-assign devices to configuration groups
based on a device's profile

*Customize OOBE content specific to the organization



AUTOPILOT HARDWARE

Teilnehmende Geratehersteller
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Diese Marken liefern Gerate, die Windows Autopilot unterstiitzen. Wenn Sie hier Gerate kaufen, sind diese fiir Ihre Mitarbeiter sofort nach der Anmeldung einsatzbereit — ganz

acer

ACER

Weitere Informationen >

o)
FUJITSU
Fujitsu

Weitere Informationen >

Panasonic
Panasonic

Weitere Informationen >

12
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fsus
ASUS

Weitere Informationen >

Getac

Getac

Weitere Informationen >

BB Microsoft
Surface

Surface

Weitere Informationen >

ohne Hilfe der IT-Abteilung.

&

DELL

Weitere Informationen >

@0
HP

Weitere Informationen >

K: - dynabook

DYNABOOK

Weitere Informationen >

Lenovo

Weitere Informationen >
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L= MODERN DEVICE PROVISIONING FOR 10S, MACOS, ANDROID

Apple iOS macOS Android
Device Enrollment Program Deploying cert and settings Intune MDM features + Android Enterprise (ZTE)
Apple School Manager Zero-touch (DEP) Extensive inventory Samsung Knox (KME)
Apple Business Manager Conditional access Scripting support Kiosk mode

Supervised Mode Device wipe, encryption Depth of security controls Work Profiles

Self-service controls Intune APP managed



MICROSOFT ENDPOINT MANAGER  titos:/zendpoint microsoiicom DS E (T

...ein Bundle an Produkten und Features...

Desktop Analytics Microsoft Defender Azure Active Directory

- :
Dtengestiftzte Ermpfehltnigen Advanced Threat Protection

Universelle Plattform fiir die
Absicherung von Endpunkten gegen Verwaltung und den Schutz von

A / Cyberbedrohungen Identitaten
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DESKTOP ==
ANALYTICS . E

eeeeeee




S @
What»nee.ds yOUF a'tt_en What needs your attention base It

This device isn't compatible in Windows 10. Contact the manufacturer for more info.

F‘ VMware SVGA 3D

(VMware, Inc.)

Symantec Endpoint Protection

You'll have problems with your display in Windows 10.

</DriverPackages><Programs><Progra Name="Intel Audio Display (jnktcdand.sys), KB
Symantec Endpo:nt Protection 4465877" Id="0000f£519feec4B6deB7ed73cb92d3cac802400000000" I

"services.exe ad9fl0l120a5dfaf66"><CompatibilityvInfo BlockingIvpe="Hard" Status

"WarnUpgrade" Message="A driver is installed that causes stability problems on
Windows. This driver will be disabled. Check with your software/driver provider for

What needs your attention

an updated version that runs on this version of Windows."/><Action Name="Dismiss" Li

Symantec E

="wse:wWigca: services.gxe|a9f10120a5dfa066" Di V 'Link" Reso
Intel Audio Display (intcdaud.sys), KB 4465877
Symantec E
dow clup CO D cU wilhn eX UC 3L47/99U05L
Symantec E aving exit code 0xC1900208 of Windows upgrade to Task sequence environment variable '_SMSTSOSUpgradeActionReturnCode’

/indows setup in 'scanOnly' mode returned exit code 0xC1900208. Failing task sequence step.
ee the list of error codes to identify the type of upgrade compatibility issue found.
abling TSManager service

<CompatibilityInfo BlockingType="Hard" />

16 <Action Name="Setup_HostIsUEFICompliant" ResolveState="Hard" />



Our Analytics Journey

Diagnostic Data

.

Upgrade Analytics

88 Windows10 T

L

T

Windows Analytics

Desktop Analytics
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REGENT IMPROVEMENTS

Network
impact

Manageability

g-J

Application
compatibility

e :

/] / |

Delivery optimization
LEDBAT Integration into ConfigMgr
Express updates

Reduce updates size

Ready for Windows
Application health analyzer
Readiness toolkit for Office

Desktop app assure

Desktop Analytics

o e & X
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Office configuration toolkit
ConfigMgr phased deployments
Telemetry driven insights
Desktop Analytics

Office cloud policy service

Office security policy advisor



OUR APPROACH

Intelligent assessments

Shared insights

bascit

Data-driven validation
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...ein Bundle an Produkten und Features...

Desktop Analytics Microsoft Defender Azure Active Directory

- :
Dtengestiftzte Ermpfehltnigen Advanced Threat Protection

Universelle Plattform fiir die
Absicherung von Endpunkten gegen Verwaltung und den Schutz von

A / Cyberbedrohungen Identitaten
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MICROSOFT DEFENDER ATP: OVERVIEW

Microsoft Defender ATP

L a 9 [Z Q 20

Threat & Attack surface Next Endpoint detection Automated investigation Microsoft
Vulnerability reduction generation and response and remediation Threat Experts
Management protection

Centralized configuration and administration, APIs

Microsoft Defender ATP uses the following combination of technology built into Windows 10 and Microsoft's robust cloud service:

*Endpoint behavioral sensors: Embedded in Windows 10, these sensors collect and process behavioral signals from the
operating system and sends this sensor data to your private, isolated, cloud instance of Microsoft Defender ATP.

*Cloud security analytics: Leveraging big-data, machine-learning, and unique Microsoft optics across the Windows ecosystem,
enterprise cloud products (such as Office 365), and online assets, behavioral signals are translated into insights, detections, and
recommended responses to advanced threats.

*Threat intelligence: Generated by Microsoft hunters, security teams, and augmented by threat intelligence provided by partners,
threat intelligence enables Microsoft Defender ATP to identify attacker tools, techniques, and procedures, and generate alerts
when these are observed in collected sensor data.



DEFENDER ATP: THREAT & VULNERABILITY MANAGEMENT -

EXPOSURE SCORE Defender ATP

It reflects how vulnerable your organization is to cybersecurity threats. Low exposure score means your machines
are less vulnerable from exploitation.

Organization exposure score

The exposure score is continuously calculated on each device in the organization and

influenced by the following factors:

This score reflects the current exposure associated with machines in your *Weaknesses, such as vulnerabilities discovered on the device

S *External and internal threats such as public exploit code and security alerts
sLikelihood of the device to get breached given its current security posture

70 Value of the device to the organization given its role and content

Exposure score

The exposure score is broken down into the following levels:
1S 100 *0-29: low exposure score
427100 *30-69: mgdium exposure score
+70-100: high exposure score

Low 0-29 M Medium 30-69 [ High 70-100

Exposure score over time A 0 L3043y

100

e —— e e

0
04/03 04/12 04/22 05/02



DEFENDER ATP: ATTACK SURFACE REDUCTION CASR)

Help reduce your attack surfaces, by minimizing the places where your organization is vulnerable to cyberthreats and attacks. Defender ATP
Use the following resources to configure protection for the devices and applications in your organization.

TP

The attack surface reduction set of capabilities provide the first line of defense in the stack. By ensuring configuration settings are
properly set and exploit mitigation techniques are applied, these set of capabilities resist attacks and exploitation. This set of

capabilities also includes network protection and web protection, which regulate access to malicious IP addresses, domains, and URLs.

- Attack Surface Reduction Controls
- Hardware based Isolation
- Application Guard
- Application Control
- Device Control
- Exploit Protection
- Network Protection
- Web Protection
- Controlled Folder Access
- Network Firewall

Configure attack surface reduction with a number of tools,
including:

*Microsoft Intune

*Microsoft Endpoint Configuration Manager

*Group Policy

*PowerShell cmdlets

Microsoft Defender ATP

F N

Threat & Attack surface Next Endpoint detection Automated investigation Microsoft
Vulnerability reduction generation and response and remediation Threat Experts
Management protection

Centralized configuration and administration, APIs



DEFENDER ATP: WINDOWS AV / NEXT GEN PROTECTION >

Windows Defender Antivirus is the next-generation protection component of Microsoft Defender Advanced Threat Defender ATP
Protection (Microsoft Defender ATP). Next-generation protection brings together machine learning, big-data analysis,

in-depth threat resistance research, and the Microsoft cloud infrastructure to protect devices in your enterprise

organization. Next-generation protection services include the following:

*Behavior-based, heuristic, and real-time antivirus protection. This includes always-on scanning using file
and process behavior monitoring and other heuristics (also known as "real-time protection"). It also includes
detecting and blocking apps that are deemed unsafe, but may not be detected as malware.

*WINDOWS DEFENDER AV

*POTENTIALLY UNWANTED APPLICATIONS

*Cloud-delivered protection. This includes near-instant detection and blocking of new and emerging threats.
*CLOUD DELIVERED PROTECTION
*BLOCK AT FIRST SIGHT
*TAMPER PROTECTION

*Dedicated protection and product updates. This includes updates related to keeping Windows Defender
Antivirus up to date.

*Defender ATP fiir MACOS & LINUX Microsoft Defender ATP

I ke i %1
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Threat & Attack surface Next Endpoint detection Automated investigation Microsoft
Vulnerability reduction generation and response and remediation Threat Experts
Management protection

Centralized configuration and administration, APIs



DEFENDER ATP: ENDPOINT RESPONSE ACTIONS

TP
Defender ATP

Quickly respond to detected attacks by isolating machines or collecting an investigation package. After taking action
on machines, you can check activity details on the Action center.

. e : : . ~
Response actions run along the top of a specific machine page and include: | (o|5te base-nb-mosch3 from the network?
*Initiate Automated |nve5tigati0n This action will isolate the machine from the netwerk. It will remain connected to the Microsoft Defender ATP service.
‘lnitiate Live Response SeSSiOn |:| Allow Qutlook, Teams and Skype for Business communication while machine is isolated
+Collect investigation package GoMpeHE®

*Run antivirus scan
*Restrict app execution

Search results > base-nb-mosch3 > Live respons

Disconnect sessi

*Isolate machine ! -
'COﬂSUlt a th reat expert Live response #277 on BASE-NB- ® You can undo machine isolation through the Actions menu
. MOSCH3 is
*Action center
® Connected to “BASE-NB-MOSCH3 > Y Cancel

Collect investigation package fro  sesson cenmat wromarion
Session create
base-nb-mosch3? Pt
Session started

s action will gather information about the m: 5220.10:05 Pm

Run antivirus scan on base-nb-mosch3? ce completed, you can download and view th Session ended
‘kage e
This action will update Windows Defender Antivirus definitions and scan the machine. ™ g€
Duration

Select scan type: * 32s

Car

Cancel
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AZURE AD PREMIUM: P1/P2

. Microsoft 365 E5 Security

Azure MFA with 3rd party integration * *
Self Service Password Reset * *
Conditional Access * *
Azure Application Proxy, Ping Access * *
Cloud App Discovery * *
Terms of use * *
SSO to other SaaS * *
Azure AD B2B (5 guests per User) * *
Azure AD Connect Health * *

* £ 3

Group based Licensing

Azure Identity Protection

Azure AD Privileged Identity Management
Access Reviews

Riskbased Conditional Access

https://azure.microsoft.com/en-us/pricing/details/active-directory/
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AZURE AD PREMIUM: AZURE MFA (P1)

Users sign in from any device using Users must also authenticate using their phone
their existing username/password or mobile device before access is granted

[ L [ ’i_

Cloud Apps

Multi-Fa
E Authenticatio
Service




AZURE AD CONDITIONAL ACCESS basci

User attributes
Group membership = “

E x =
i o S

Devices
Domain Joined

compliant *
Platform type ALLOW
(Windows, iOS, Android)

] Office 365

Application
Per app policy v ENFORCE MFA Microsoft Azure Cloud and
On-premises

Type of client
(Web, Rich, mobile) 7 applications

Location
IP Range

Risk
Session risk
User risk

Conditional access evaluates each access request on a number of different criteria and then using policies you define, decides
& s if it should be allowed, if stricter controls are needed or if the access attempt should be blocked altogether

/] #~ |




AZURE AD PREMIUM: PASSWORD PROTECTION (P1)

Home > base-IT Gmbh > Security > Authentication methods | Password protection

Authentication methods | Password protection

base-IT Gmbh - Azure AD Security

1/0 Search (Ctrl+/) ] & Save X Discard
Manage
Custom smart lockout
b Authentication method policy (... Lockout threshold © | 3
Password protection Lockout duration in seconds (0 [ 300

Custom banned passwords

Enforce custom list (O ( Yes No
Custom banned password list O Hallo123

PasswOrd

P@sswOrd!
Password protection for Windows Server Active Directory
Enable password protection on Windows No
Server Active Directory (O
Mode © ( Enforced Audit

bascit
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ENDPOINT MANAGER LICENSING

Es gibt keine Endpoint Manager Lizenz — die Produkte sind Uber einzelne Lizenzpakete verteilt.

Standalone
License je Microsoft 365 Microsoft 365
Product Product Intune EMS E3 Microsoft E3 E5 Security E5
Intune * * * * *
SCCM * * * * *
Autopilot * * * *
Desktop Analytics * * * *
Defender ATP * * *
Azure AD Premium P1 * * * *
Azure AD Premium P2 * * *

https://www.baseit.at/assets/Uploads/CSP-Lizenzen.pdf




) basc it
ENDPOINT MANAGER LICENSE OFFERING FUR SCCM KUNDEN

Announcing new co-management licensing

e \What

+ Cloud attach Config Manager PCs without an Intune license (co-managed)
« Config Manager SA and AAD P1 required
« Mobility Management (iOS, Android, macOS) not included

e When

« December 1, 2019

e HOW

+ Set up your AAD tenant (already done if you use Office 365)
« Use Config Manager to enable Co-management

« See your PCs in Microsoft Endpoint Manager
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