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MICROSOFT SECURITY WHAT'S NEW

Baseit Webcast

‘Neue Namen / Neue Produkte
Defender for Endpoint

Defender for Identity

Defender for O365

*Application Guard for Microsoft 365 Apps

Endpoint Manager Admin Center
*Azure AD
Sentinel SIEM
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Microsoft Threat
Protection

Microsoft Defender
Advanced Threat
Protection (MDATP)

Office 365 Advanced
Threat Protection

Azure Advanced
Threat Protection
(Azure ATP)

Microsoft 365 Defender

Microsoft Defender
for Endpoint

Microsoft Defender
for Office 365

Microsoft Defender
for Identity

Azure Security Center
(Threat Capabilities)

Azure Defender

Azure Defender for Servers

Azure Defender for loT

Azure Defender for
Container Registries

Azure Defender for App
Service

Azure Defender for
Storage

Azure Defender for
Kubernetes

Azure Defender for Key
Vault

Azure Defender for SQL
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DEFENDER FOR ENDPOINT

Threat & Vulnerability Management

EVENT TIMELINE

VULNERABLE DEVICE (REPORT)
SECURITY RECOMMENDATION
WEAKNESS OVERVIEW
ADVANCED HUNTING

WINDOWS
ANDROID
10S
LINUX
MACOS

bascit




DEFENDER FOR ENDPOINT basc it

Power-Bl Integration & Reporting

webex_meetings globalprotect

|Search

BASE-NB-HADHA
BASE-NB-HasMi
BASE-NB-LEHPA
BASE-NB-TEUST

Medium BASE-NB-RINRO

BASE-NB-HUEMA

Q
9
z

cveld deviceName productName productvendor productVersion severity BASE-NB-GSCTH
CVE-2020-6556  BASE-NB-BOEPA chrome google 84.0.4147.125  Medium BASE-NB-MORDO
CVE-2020-3361  BASE-NB-BOEPA webex_meetings cisco 404.70 Medium

BASE-NB-BAKMI
CVE-2020-1987  BASE-NB-BOEPA globalprotect palo_alto_networks  5.0.5.0 Low
CVE-2020-2004  BASE-NB-BOEPA globalprotect palo_alto_networks  5.0.5.0 Low BASE-NB-NOEPA
CVE-2020-2032  BASE-NB-BOEPA globalprotect  palo_alto_networks 5.0.5.0 Low BASE-NB-WIEGE
CVE-2020-2033  BASE-NB-BOEPA globalprotect palo_alto_networks  5.0.5.0 Low
CVE-2020-13699 BASE-NB-BOEPA teamviewer teamviewer 15483320 Low BASE-VMOT-BLOJO
CVE-2020-3345  BASE-NB-BOEPA webex_meetings cisco 40470 Low BASE-NB-HUBBE
CVE-2020-3347  BASE-NB-BOEPA webex_meetings cisco 40.4.70 Low BASE-NB-BARMA -
CVE-2020-3412  BASE-NB-BOEPA webex_meetings cisco 404.7.0 Low
CVE-2020-3413  BASE-NB-BOEPA webex_meetings cisco 404.7.0 Low BASE-NB-SCHGE -
CVE-2020-3463  BASE-NB-BOEPA webex_meetings cisco 404.70 Low BASE-NB-BERDA -
CVE-2020-3472  BASE-NB-BOEPA webex_meetings cisco 404.70 Low

sase-ng-erarL [

base-nb-mican -
BASE-NB-SZEPE -

sase-ne-racee [
sase-ne-reicH2 [l
sase-ne-seivi [l

Hilfe anfordern




DEFENDER FOR ENDPOINT

Web Protection

AGENTLESS WEBFILTER

EASY DEPLOYMENT

BLOCK SPECIFIC WEB-SERVICES (NETFLIX, DROPBOX, ETC.)
REPORTING

WINDOWS
ANDROID
10S

LINUX
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DEFENDER FOR IDENTITY

|dentity Security posture

Identity Security Posture ©

Improvement action

Stop clear text credentials exposure

Stop legacy protocols communication

Stop weak cipher usage

Modify unsecure Kerberos delegations

Disable Print spooler service on domain controllers
Remove dormant entities from sensitive groups

Install Microsoft Defender for Identity sensors on all Domain Controllers
Deploy Microsoft LAPS on every windows device
Reduce lateral movement path risk to sensitive entities
Remove unsecure SID history attributes from entities

Resolve unsecure account attributes

Related entities

1- 11 of 11 Improvement actions

Security assessment report

Entities exposing credentials in clear text

Legacy protocols usage

Weak cipher usage

Unsecure Kerberos delegation

Domain controllers with Print Spooler service available

Dormant entities in sensitive groups

Unmonitored domain controllers

Microsoft LAPS usage

Risky lateral movement paths

Unsecure SID history attributes

Unsecure account attributes

Urgency

B High

uEB High

B High
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Resolution

‘COMPLETED

COMPLETED

COMPLETED

‘COMPLETED

COMPLETED

OPEN

COMPLETED

OPEN

OPEN

COMPLETED

COMPLETED
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DEFENDER FOR IDENTITY

|dentity Security posture

Identity, Security Posture > Microsoft LAPS usage > el i icel poericoim

1 - 20 of 46 devices E

Device name Device issue LAPS password age Operating system Recommended actions

LR R R @ LAPS is not deployed — Windows Server 2016 Standard, 10.0 (...  Install Microsoft LAPS on this device
[Ea B B R o #= Password is outdated 239 days Windows 10 Enterprise, 10.0 (18363) Remediate Microsoft LAPS on this de...
R #» Password is outdated 577 days Windows 10 Enterprise, 10.0 (17763) Remediate Microsoft LAPS on this de...
ol H o P Password is outdated 270 days Windows 7 Professional, Service Pack ... Remediate Microsoft LAPS on this de...
[ & BN g © LAPS is not deployed - Windows Server 2016 Standard, 10.0 (...  Install Microsoft LAPS on this device
" ol @ LAPS is not deployed — Windows Server 2016 Standard, 10.0 (...  Install Microsoft LAPS on this device

" E e e #» Password is outdated 897 days Windows Server 2016 Standard, 10.0 (..  Remediate Microsoft LAPS on this de...
(S B L g © LAPS is not deployed - Windows Server 2016 Standard, 10.0 (..  Install Microsoft LAPS on this device
[C R € LAPS is not deployed - Windows Server 2016 Standard, 10.0 (..  Install Microsoft LAPS on this device
§imm g o #= Password is outdated 575 days Windows Server 2019 Standard, 10.0 (..  Remediate Microsoft LAPS on this de...
[ 5 g g #» Password is outdated 171 days Windows Server 2016 Standard, 10.0 (... Remediate Microsoft LAPS on this de...
el o elns I s Password is outdated 171 days Windows Server 2016 Standard, 10.0 (..  Remediate Microsoft LAPS on this de...
L LT e #» Password is outdated 259 days Windows 10 Enterprise 2016 LTSB, 10....  Remediate Microsoft LAPS on this de...

T T

o

LAPS is not deployed

Windows 10 Enterprise, 10.0 (18363)

Install Microsoft LAPS on this device




DEFENDER FOR IDENTITY bascit

|dentity Security posture

|dentity Security Posture > Entities exposing credentials in clear text

Improvement actions
) ! o o Send us feedback..
Stop clear text credentials exposure @ Most critical: 2 entities = @WHB High

Exposed credentials activities
80
60
40

20

Nov Nov 04 Nov 06 Nov 08 Nov 10 Nov 12 Nov 14 Nov 16 Nov 18 Nov 20 Nov 22 Nov 24 Nov 26 Nov 28 Nov 30 Dec

Report description

Top entities exposing credentials in clear text (using LDAP simple bind authentication) in your on-premises environment (last 30 days). Learn why this is important to remediate and create an action plan

1 - 16 of 16 top credential-exposing entities 0 v

Entity Type Tags Activities Recommended actions Last seen
"ol e Tl Account 1194 Stop | &= === [ HAP from using LDAP simple bind authentication Nov 26, 2020, 5... :

e o = Device | unresoLveo 1183 Stop B == = musing LDAP simple bind authentication Nov 26, 2020, 5... :



DEFENDER FOR OFFICE 365 basc it

SAFE DOGUMENTS FOR M365 APPS FOR ENTERPRISE
THREAT SIMULATOR & AWARNESS TRAINING




APPLICATION GUARD FOR MICROSOFT 365 APPS basc it

CONTAINER FOR
HARDWARE ISOLATION OF MICROSOFT EDGE \WITH
WINDOWS DEFENDER APPLICATION GUARD

EDGE

WINDOWS 10

MICROSOFT 365 APPS FOR ENTERPRISE == .~ —
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ENDPOINT MANAGER

TAMPER PROTECTION

SEGURITY BASELINE
Windows 10
Server

Microsoft 365 Apps for Enterprise
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AZURE ACTIVE DIRECTORY

it

FIDO AUTHENTICATION
PASSWORDLESS AUTHENTICATION
PASSWORD PROTECTION (DEMO)
MFA (MULTI FACTOR AUTHENTICATION)
CONDITIONAL ACGCESS
CONTINUOUS ACCESS EVALUATION
WORKBOOKS FOR AUTHENTICATION & USAGE INSIGHTS




AZURE SENTINEL bascit

- DATA CONNECTORS
- WORKBOOQKS & oot 02 B |

( Time range : 26.11.2020, 18:19:01 - 3.12.2020, 18:19:01 ) Timeline content ; All Alerts : All Activities : All
Identity
- UEBA _ _ Alert Severity : All
Azure AD Object 1D User Principal Name
72fa2d0e-08f4-44ca-8116- katharina.froschaver@baseit.at
95830f0fcbab Events and alerts over time
- ANALYTI CS Securit, identifier Department Events Alerts -
5-1-5-21-2504491405- Professional Services 2

2831947090-3008551711-36042

it glg AZUREACTIVITY
0 e e e . ‘-------l--/i_:\-l-l----" 0

2 Dec3 I OFFICEACTIVITY

Manager
Seidl Michael | base-IT MNov 27 Mov 28 Mov 29 Mov 30 December Dec

Alerts and activities timeline

Contact info W e G ey
Detected by Microsoft Cloud App Security | 1.12.2020, 12:18:02

F’;ﬂce woeation :r;};felden The user Froschauer Katharina | base-IT (katharina.froschauer@baseit.at) perform failed sign in activities ...
Related incident: 2399

Country Mcbile Phone

Austria +43676897424209 @ Unfamiliar sign-in properties

_ - Detected by Azure Active Directory Identity Protection = 1.12.2020, 11:03:59
state Emall Sign-in with properties we've not seen recently for the given user
] Related incident 2305
|

17




2020 war vieles anders ...
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Sie hatten
Kontakt zu
73.568 Menschen :

mit schwachen |} 5
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