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IDENTIFY SOL SERVER bascit

How to identify SQL server

MAP Toolkit

DBATools
= Monitoring System / CMDB

= Azure Migrate

SCCM/Endpoint Configuration Manager
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IDENTIFY SQL SERVER basc

How to identify SQL server — MAP Toolkit

= MAP Toolkit

— https://www.microsoft.com/en-us/download/details.aspx?id=7826

— FUr generelle Analysen
:§° Database
Options
Create/Select database

— Wird seitens MS nicht mehr weiterentwickelt

Steps to complete

« Collect inventory data 4 Machine(s), 25 % Success on 3/23/2017 11:43 AM
— Kostenloses Tool
Scenarios
— Installiert eine SQL Express DB = =
& SQL Server Discovery K. Azure VM Readiness . Oracle Products
— Neue Alternatlve' Azure M Igrate 3 Total Count O Machines with SQL Server O Total Count
1 SQL Server 2016 0 Ready 0 Oracle 11
1 SQL Server 2014 0 Ready after changes 0 Oracle 10
0 Oracle 9

1 SQL Server 2012
0 SQL Server 2008 R2
0 SQL Server 2008
0 SQL Server 2005
0 SQOL Server 2000
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https://www.microsoft.com/en-us/download/details.aspx?id=7826

IDENTIFY SQL SERVER bascit

How to identify SQL server — DBATools

= DBAToo0ls
— https://dbatools.io/

— Fur ein schnelles und automatisiertes Inventory der SQL Infrastruktur

— Fertiges Powershell Skript ->
https://github.com/AndreasESchubert/Automation/blob/master/Inventory Basic.psl

— Kostenloses Tool

— Kein Backendsystem notwendig g d ba tOOIS
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https://dbatools.io/
https://github.com/AndreasESchubert/Automation/blob/master/Inventory_Basic.ps1

IDENTIFY SQL SERVER

How to identify SQL server — Monitoring system / CMDB

= Monitoring System / CMDB

— Das aktuelle Monitoring System verwenden bzw. darauf zurtickgreifen

— Beim Einsatz von SCOM einfach tber das SQL Management Pack

bascit

Monitoring
— Falls eine CMDB vorhanden ist dann auch diese verwenden .. saseneosasasengie:
|| Active Alerts
. . . . ﬂ :;-_ItPer;lrrr:tanceData
— Final sollten alle System in der CMDB eingepflegt sein B summary

j&i Task Status
> g Always On High Availability
3 g Database Engines
4 ({3 SOL Agent
|| Active Alerts
S0L Agent Jobs
[Z%] solL Agents
4 (L5 SOL Agent on Windows
|| Active Alerts
| sOL Agent Jobs
] soL Agents
3 .r_;, Microsoft SOL Server (old)
> r_;, Microsoft SQL Server RunAs Conf
> [ Microsoft SQL Server RunAs Conf
> g Microsoft Windows Client

— Wichtig fir regelmaligen Lizenzreview

< | SQL Agents (12)

~

-, Look for:

State

/v Warning
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy

J ) Healthy

@ Mame

SCOL Server Agent (MSSCLSERVER)
SQL Server Agent (MSSCLSERVER)
SQL Server Agent (MSSCLSERVER)
SQOL Server Agent (MSSCLSERVER)
SQOL Server Agent (MSSQLSERVER)
SQL Server Agent (MSSCLSERVER)
SQL Server Agent (MSSCLSERVER)
SOL Server Agent (INST1)

SCOL Server Agent (INST1)

SQOL Server Agent (MSSQLSERVER)
SQL Server Agent (MSSCLSERVER)
SQOL Server Agent (MSSCLSERVER)

Find Now Clear

Path

SCL2A. opsmgr.net. MSSOLSERVER.
SQL2017B.0psmgr.net.MSSOLSERV...
SQL20164.0psmgr.net. MSSOLSERY...
SQL2016B.0psmgr.net.MSSOLSERV...
SQL2017A opsmgr.net. MSSOLSERY...
5QL2B.cpsmgr.net. MSSCLSERVER
SQL1.opsmgr.net. MSSCLSERVER
5QL2012C1L.opsmgr.net.INST1
5QL2012C.opsmgr.netNST1
SQL2014B.opsmgr.net. M5SQLSERY...
50L20144.0psmgr.net. MSSOLSERY...
SCCM1.opsmgr.net. MSSOLSERVER
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IDENTIFY SQL SERVER bascit

How to identify SQL server — Azure Migrate

= Azure Migrate

— https://learn.microsoft.com/en-us/azure/migrate/migrate-services-overview

— Fur Analyse und Migrationsszenarien in Richtung Azure Cloud
— SQL Server on Azure VM oder
— SQL PaaS Service (SQL Managed Instance)
— Kann aber auch nur fir die Ist-Analyse On-Premise verwendet werden
— Setzt Azure Migrate Appliance voraus
— Internet Connectivity notwendig

— Kostenloses Tool Key migraton

B,/))) mome
tracking

Integrated discovery, : l Powered by Microsoft and
ar;tsg.\:.n'lentand 4} f’ﬁ\ extensible with ISV partner
migration capabilities L W% ) tooks
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https://learn.microsoft.com/en-us/azure/migrate/migrate-services-overview

IDENTIFY SQL SERVER bascit

How to identify SQL server — SCCM/Endpoint Configuration Manager

= SCCM / Endpoint Configuration Manager

— Wenn die SQL Server aktuell mit SCCM verwaltet werden kann Uber eine
erweiterte Query ein entsprechender Report erstellt werden

— Wird bei Base-IT Bestandkunden im SCCM Bereich immer als Ausgangspunkt
verwendet

m  Microsoft

Microsoft Endpoint
Configuration Manager
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IDENTIFY SQL SERVER bascit

How to identify SQL server — Best Practicies

= Laufendes automatisiertes Inventory der SQL Infrastruktur
= Aufnahme der Systeme ins Monitoringsystem

= Pflegen der Lizenzinformationen in der CMDB

— Laufende Kontrolle der SQL Server Cores

— Laufende Kontrolle des Azure SQL Hybrid Benefits

8  SQL Server | Webcast

/]




OPERATE SOL SERVER bascit

How to operate SQL server

Rollentrennung der SQL Services

= Hochverflgbarkeit schaffen

— Mit SQL SA kommt kostet Hochverflgbarkeit nicht extral

= Proaktives Systemmonitoring

= Patchmanagement

— Windows und SQL
SQL Server Maintenance Solution

= Backup/Restore Test

= Housekeeping / Maintenance Solution

|
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OPERATE SOL SERVER bascit

How to operate SQL server — Best Practices

=  Nur Features installieren, welche auch wirklich bendtigt werden
= Regelmalige SQL Failovertests

— In Verbindung mit Patching gut kombinierbar
=  Monitoring Solution einsetzen

— Azure Monitor, SCOM, ... wir stehen Ihnen gerne beratend zur Seite
= Laufendes Patchmanagement

— Windows Patches monatlich

— SQL Patches quartalsweise (Security vulnerabilities ausgenommen)

SQL Server Maintenance Solution
=  Backup/Restore Test

— Testen Sie den Ernstfall. Erstellen Sein ein Kochbuch!
= Vertrauen Sie auf Ola Hallengren

=  Migrieren Sie in die Azure Cloud

|
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AZURE SQL DEPLOYMENT OPTIONS



AZURE SQL

THE FAMILY OF SQL CLOUD TO EDGE DATABASES

5 B

SQL Server on Azure Azure SQL Azure SQL Azure SQL
Virtual Machines Managed Instance Database Edge
Best for lift and shift and/or Best for modernizing Best for supporting Best for extending
workloads requiring OS-level existing apps modern cloud apps apps to loT edge
access

Infrastructure-as-a-Service

Platform-as-a-Service Edge Computing
. B

Azure SQL enabled by Azure Arc Azure Arc SQL Managed Instance
Run Azure SQL on premises and in multi-cloud environments Run PaaS Azure SQL on premises and multi-cloud

AZURE IS THE CLOUD THAT KNOWS SQL SERVER BEST



AZURE SQL DEPLOYMENT OPTIONS

Platform as a Service

(PaaS)

=

Azure SQL Database

A

4
Singleton

Database scoped capacity
Contained DB supporting core
TSQL capability

Best for isolated DBs that require
resource guarantee at database level

N\
Managed Instance

Instance scoped capacity
Near 100% SQL Server instance
capability

Best for modernisation at scale with
low friction and effort

Infrastructure as Service
(1aas)

@ an
Ny
Virtual Server

Azure Virtual Server

Full SQL stack installation
Complete flexibility &
capability

Best for complete control
over SQL and OS environment



THE THREE FLAVORS OF AZURE SQL - WHEN TO USE WHICH

Whether you're looking to migrate to laaS or PaaS or deploy on a hybrid platform, Azure SQL has
you covered. Azure SQL offers three core deployment options for moving your SQL Server
workloads to the cloud. The following diagram outlines which option will best meet your needs and
summarizes key differences in manageability.

Do you need

e Full access to Transaction

operating Coordinator?
Al * PolyBase/File
system of a stream?
VM ’

« SQL versions * SSRS/SSAS?

2008-2019? - Linked server
to third-party

* Microsoft
?
Distributed DI
Yes
SQL Server

on Azure VMs

No
—_—

Do you need

+ Capabilities ¢
at instance
level?

* Cross-DB
transactions? ,

 Linked
Server to
SQL?

» Service
Broker

Yes

o

Event
Notifications

 Transactional

Replication

CLR
Integration

* SQL Agent?

SSIS?

No

Are you using just the

> database engine

No

features of SQL Server?

| Yes

l

Azure SQL
Managed Instance

v

@ Azure SQL Database

Cloud migration effort and administration continuum

)

=

% N

& Azure SQL Database

Platform-as-a-Service (PaaS)

Azure SQL Managed Instance
Platform-as-a-Service (PaaS)

3 SQL Server on Azure VMs

S Infrastructure-as-a-Service (laaS)

13

Higher administration Lower administration

Azure SQL gives you cloud database options that
meet your needs

* Lift-and-shift your SQL workloads to SQL Server on
Azure VMs with ease and maintain them with  100%
SQL Server compatibility and operating system-level
access.

Modernize your existing SQL Server applications at
scale on a fully managed Azure SQL Managed
Instance.

Build modern cloud applications on the intelligent,
managed Azure SQL Database that includes
serverless compute.

14



SECURE SQL SERVER

How to secure SQL server

= SA User deaktivieren

= Patchmanagement

= Proaktiver Systembetrieb

=  Verwendung und Auftrennung von GMSA
— GMSA’s bendétigen keine Lokal Admin Permissions

=  Maximal DBO Berechtigungen auf Datenbankebene
— Keine SA Berechtigungen fur Applikation

=  Windows Firewall aktvieren

= SQL Server Netzwerksegmentierung

— Kein Internetaccess notwendig

15 SQL Server | Webcast
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SECURE SQL SERVER bascit

How to secure SQL server

= Einsatz von RBAC (Role-Based Access Control)
= Verwendung von Windows Authentifizierung wo maglich

= SQL Lifecyclemanagement

— Migrieren Sie von SQL 2008/2012 auf eine neuere Version (End Of Support)
— Flr SQL 2008 gibt es auch keine Extended Security Updates mehr

— Fir SQL 2012 gibt es eine Losung

— Migrieren Sie nach Azure oder nach Azure Stack HCl um Extended Security Updates

fur SQL Server zu bekommen

— Beim Einsatz von SQL Services in Azure gibt es zusatzliche Security Losungen

16 SQL Server | Webcast
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SECURE SQL SERVER

How to secure SQL server — Extend Security Updates for SQL Server 2012

SQL Server 2012 end of
support
July 12, 2022

Windows Server
2012/R2 end of support
October 10, 2023

mmd Modernize to Azure
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= Modernize on premises

Modernize to PaaS
with Azure SQL

Database Managed
Instance (MI)

Move to laaS with
Azure VM

Modernize to PaaS
with Azure Arc
enabled Azure SQL
Database Managed
Instance (MI)

L 5 l'ﬂ Upgrade on premises

bascit

Modernize and rehost apps to Ml for fully
managed services: always running on highest
version and no more future upgrades required

Upgrade to SQL Server 2022 and Windows Server
2022 on Azure VMs

Rehost Apps moving “as-is” with SQL Server and
Windows Server 2012/R2 and get 3 years of
Extended Security Updates for free

Modernize and rehost apps to Azure Arc
enabled Data services M| for managed services:
always running on highest version and no more
future upgrades required

Upgrade to SQL Server and Windows Server 2022
Run on Azure Stack with free ESU

Or stay “as-is" in 2012/R2 and purchase up to 3
years of Extended Security Updates (ESU)




LICENSING SQL SERVER bascit

How to license SQL server

Erwerben Sie Software Assurance (SA)

— SA Benefits sind unter anderem HA, DR Recht, Upgrade/Downgrade Recht

=  Verwenden Sie die SA Benefits LICENSE
— Sie zahlen der Microsoft Wartung fiir Software, nutzen Sie diese auch!
~
= Beim Einsatz von Azure: Nutzen Sie den Azure Hybrid Benefit flr

sSQL

=  RegelmalSige Inventur lhrer Lizenzen

= Lizenzieren Sie wo moglich mit der Core Lizenzierung

— Diese beinhaltet auch die Usercals

= Beachten Sie die Einschrankungen der SQL Standard Edition

— |
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LICENSING SQL SERVER

How to license SQL server - Details

= SA Benefits

Software Assurance benefits overview

Big Data Node core entitlement Mew

Fail-Over servers for disaster recovery ™™

Fail-Over servers for disaster recovery in Azure New

Fail-Over servers for high availability

Unlimited virtualization

Power Bl Report Server

Machine Learning Server for Hadoop

License Mobility within a
server farm

License Mobility through SA

SAL Server appliance
updates

Additional benefits for SCE customers

Provide customers a limited Big Data Node core entitlernent for SQL Server 2019 Big Data
Cluster

Allows customers to install and run passive SQL Server 2019 instances in a separate OSE or
server for disaster recovery in anticipation of a failover event

Allows customers to install and run passive SQL Server 2019 instances in a separate OSE or
server for disaster recovery in Azure in anticipation of a failover event

Allows customers to install and run passive SQL Server 2019 instances in a separate OSE or
server for high availability in anticipation of a failover event

Allows customers to run any number of instances of SQL Server 2019 Enterprise Edition
software in an unlimited number of VMs. Applicable under the core licensing model only.

Allows SQL Server Enterprise Edition customers to run Power Bl Report Server.

Allows SQL Server Enterprise Edition customers to run Machine Learning Server for Hadoop.

Allows reassignment of SQL Server 2019 licenses within a server farm more than once every 90
days. Does not apply to SQL Server PDW.

Allows license reassignment of SQL Server 2019 to third party shared servers. Does not apply to
SOL Server PDW.

Allows access to new product features and functionality between major appliance software
releases. Applies to SOL Server PDW deployments only.

In addition to the benefits noted abowve, Server Cloud Enrollment {SCE) customers may also
qualify for premium benefits, including Unlimited Problem Resclution Support.

This table provides an overview of the benefits of Software Assurance.
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LICENSING SQL SERVER bascit

How to license SQL server - Details

= Capacity limits (SQL 2019)

Analysis Services (AS) and

Database Engine (DBE) capacity limits

SQL Server Reporting Services (RS) capacity limits* LI c E N s E
2019 Edition Max compute Max memory Max DB Size Max compute Max memory Max memory
capacity utilization - DBE N capacity utilization - AS utilization — RS

“~

Enterprise Per Core 05 max 1278 524 PB 05 max O35 max 05 max

Lesser of 4 sockets ) . Lesser of 4 sockets B4 GB (MOLAF) X
Standard Per Core or 24 cores 128 GB od Pl or 24 cores 16 GB (Tabular) Gé b . ‘
Standard Server + . ) . Lesser of 4 sockets B4 GB (MOLAF) X
CAL 24 core limit 128 GB 524 PB or 34 cous 16 GB (Tabular) B4 GB

i
— Lesser of 1 socket 1CB 10CB Lesser of 1 socket N/A 4GB L.:'iu:l"‘-'e:mu:En::I
or 4 cores or 4 cores Services Ed.)

Developer 0% max 05 max 05 max 05 max 05 max 05 max

This table shows a comparison of the key capacity limits across the SOL Server 2019 editions.
*Analysis Services and Reporting Services are available for Windows Server only

20 SQL Server | Webcast
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AZURE HYBRID BENEFIT FOR SOL SERVER

Azure-only benefit for customers with active SA or subscriptions on SQL cores

" Significantly reduce the costs of running
I|I| SQL laaS and PaaS in Azure

H Pay only the ‘base rate’ in Azure on SQL laaS,
SQL DB PaaS, and ADF v2 SSIS

E Available for SQL Server core licenses only

O Customers can use their cores on-premises,
OR as vCores in Azure

E However, cores can be used on-premises and in Azure
simultaneously for up to 180 days, to allow for migration

Without Hybrid Benefit

~55%

Azure SQL Database
Business Critical

8 vCores, US West 2,
730 hours per month

$1,777.91

With Hybrid Benefit



HA/DR BENEFITS FOR SOL SERVER ONLY ON AZURE

Save on Azure by not needing to license the passive server

SA benefit with disaster recovery replica New SA benefit with two secondary replicas

Server 1 Server 1
On-prem h On-prem h

Server 2

Primary or Active Passive Secondary for HA or DR Primary or Active
E Data Replication f E Data Replication j !
Core Core
. 24 0 . 24 0 0
licenses licenses
Additional Additional
cost $30,756 S0 cost $30,756 S0 $0

Use Azure SQL laaS Agent Extensions to Register VM for Free DR



https://docs.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/sql-vm-resource-provider-bulk-register

BASE-IT SERVICES bascit

Wie kann die Base-IT unterstiutzen?

=  |hr Trusted Advisor SQL Partner
— We know SQL Server!
— On-Premise und in der Cloud

— Wir beraten gesamtheitlich

— Gesamtheitlich bedeutet fir uns auch die BerUcksichtigung von Lizenzen und den aktuellen Rahmenbedingungen beim Kunden

(Infrastruktur, Budget, Ressourcen, ...)

— Wir Ubernehmen Verantwortung
— Von der Ist-Analyse bis zum SQL Betrieb kdnnen wir alles Gbernehmen
— Wir sind da wenn es brennt. Unser SQL Team steht lhnen unterstitzend zur Seite

— SQL Managed Service Pakete bis 24x7 sind einzeln sowie auch als AddOn zu ihrem bestehenden Rahmenvertrag moglich

23 SQL Server | Webcast
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BASE-IT SERVICES bascit

Wie kann die Base-IT unterstiutzen?

=  Moglicher SQL Projektablauf mit Base-IT

Ist-Analyse

— Erstellung Architekturkonzept
— Technisches Solution Design

— Gesamtkostenkalkulation (Dienstleistung und Lizenzen)
— Prasentation des Konzepts und Erstellung Fahrplan
— Umsetzung SQL Server Konzept
— Installation + Konfiguration der SQL Systeme (Einbindung in ,,Randysteme*)
— Migration der Datenbanken
— Ubernahme der Systeme in SQL Managed Service

— Proaktive Betriebsfliihrung (Monitoring sowie Patching)

|
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SOL SERVER 2022

General Available

= SQL Server 2022 ist nun General Available (seit 16.11.2022)

— https://cloudblogs.microsoft.com/sqlserver/2022/11/16/sql-server-2022-is-now-generally-available/

SQL Server 2022 cloud-connected capabilities

B & & o 29

N
Azure SQL Azure Arc-enabled Azure Synapse Microsoft Azure Active Microsoft Defender
Managed Instance SQL Server AI“E')UCS Purview Dlrector/ for SQL

4
: Analyucs on Azure Govern fmm Azure
\ Manage from Azure Access managcmcnt
Disaster Recovery Secure from Azure

SQL Server 2022

|
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https://cloudblogs.microsoft.com/sqlserver/2022/11/16/sql-server-2022-is-now-generally-available/

professional.
fast.
secure.




