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Information Governance inc. Communication Compliance Advanced Auditing
Records Management PPT, Demo PPT, Demo Coming soon

PPT with Demo Customer Lockbox

Capabilities

. .

Information Barrier

DLP (Teams, Endpoint) PPT
PPT, Demo Coming soon Privileged Access Management
Advanced Message Encryption PPT with Demo
PPT, Demo

Customer Key PPT with Demo
PPT, Video

Compliance Checklist NDA Roadmap Compliance Workshop Value Calculator

Tools &
Programs




In a world without boundaries,
data lives and travels everywhere




AIP/MIP/Unified Labeling - Glossary bascit

* Azure Rights Management Services (RMS) - cloud-based pro:lction service using encryption,
identity, and authorization policies to help secure files and emails.

« Azure Information Protection (AIP) — cloud-based solution'that hel organization/toclassify

and optionally, protect its documents and emails by applying labels. —l

* Microsoft Information Protection (MIP) — New Microsoft framework enforcing data—*
protection with various Microsoft technologies such as AlIP.

« Unified Labelling — process allowing the migration of AIP labels to 0365 SCC platform-as
«sensitivity labels».
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Information Protection j

Protect your sensitive Data —
wherever it travels




Azure Information Protection (AlP) bacc it
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Azure Information Protection (AlP) A
bascit

CCCCCCCCCCCC
NNNNNNNNNNNNNNN

Protect




Azure Information Protection (AlP) A
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Sensivity Labels setzen einen gewissen ,,Tag” =
Klassifizierung auf ein Dokument oder Email. L e u .

dule 3 - Sensitivity Labels ppix James Key ° L& @ -
U_I_]terSChledIIChe Kategorlen an Sensmty Labels Slide Show  Review View Add-ins Help  Picture Format
konnen erstellt werden: . N
* Internal = 3= 3 ol |t - o

- — - Sensitivity || Shapes Arrange 1ﬂu-r:.l=: D~ EE“T-.'T‘I'-_Z!
« Offentlich - =E v v v Styles v
Paragraph - | || Sensitivity Drawing

Y PerSOn“Ch General Confidential - Highly Confidential = il
« Vertraulich . .

« Streng Vertraulich

Sensivity Labels unterschieden sich in Klassifizierung und .
Schutz professional.
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Klassifizierung (AIP)

Inhaltsmarkierung
Der Inhalt von Dokumenten
wird optisch markiert:

Inhaltsmarkierung

Wasserzeichen hinzufiigen

ext anpassen

Kopfzeile hinzuflgen

ext anpassen

FuBzeile hinzufigen
Text anpassen
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Klassifizierung (AlP)

Azure Information Py
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Automatischer Schutz (AlP)

Encryption

Control who can access files and email messages that have this label applied. Learn more about encryption settings

Verschlusselung zum Encryption
Schutz der Daten Py,

(i) Turning on encryption impacts Office files (Ward, PowerPoint, Excel] that have this label applied. Because the files will be encrypted fc
SharePaint and OnelDrive fea 5 will be limited or unavailable. Learn more

Admin weist den Labels gewissen Schutz
und Berechtigungen zu:

Assign permissions now or let users decide?

Azsign permissians now

The encryption settings you choose will be automatically enforced when the label is applied to email and Office files,

Block Lesen, Drucken, Bearbeiten,
Speichern, Weiterleiten...

User access to content expires
0n a specific date

Content expiration date

Kein offline Zugang bzw. Internet
Verbindung nach X Tagen

Sat Mar 21 2020

Allow offline access

Ablauf des Dokument nach X Tagen Only for a number of days l

MNumber of days the content is available without an internet connection

Grant permissions to specific users and groups *

Fil=> gn perm s5ions




Automatischer Schutz (AlP)

bascit

Beim Speichern der Office Dokumente kann ein bestimmtes Label (inkl. Schutz) ohne Zutun des Users
ausgewahlt werden (Bsp. ,intern“). User missfen®aktiv 8as Label andern, um die Berechtigungen auf das

Dokument zu andern.

OFFENTLICH

INTERN OFFENTLICH INTERN

Definition der Labels Anwendung der Labels bei
Erstellung der Inhalte

—n

OFFENTLICH

INTERN

Konsum und Verbreitung
der Inhalte

UNTERNEHMENSGRENZE



Scanner (AlP) e it

AlIP Scanner scannt bestimmte Lokationen
(OnPremises Laufwerke, Exchange,
SharePoint, 0365) auf Dokumente. S Epor. W Fesdback

 classification (preview)

Learn more - Getting Star
Overview

1. Scan der Location mit Auswertung

We|Che DOkumente geSpGIChert Slnd ;la/;;e; columns ;k/t; ontaining sensitive data ;mque information types

2 Label distribution Information type distribution

’,WI latll . autOI I latiSC| Ie KIaSSi I iZieI L” Ig p— ) - i e, = :CONTACT'NFO
= - CONFIDENTIAL FINANCIAL
de| D()kL“ nel |te

3. Produktive Klassifizierung der N 7 B -
Dokumente It. Punkt 2. T

Fur Phase 3 wird AIP Plan 2 bendtigt - - -

dbo v || Table: 3 selected Information type: 2 selected v || Sensitivity label: 2 selectec
SCHEMA TABLE COLUMN INFORMATION TYPE SENSITIVITY LABEL
v dbo

Customer Address Contact Info Confidential - GD

Customer Address 2 Contact Info Confidential - GD




Mobility (AIP)
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Monitor & Respond (AIP

Microsoft Azure

Home Azure Information Protection - Data discovery (Preview)

Azure Information Protection - Data discovery (Preview)

EZ Columns  '©9 Log Analytics

General

& Quick start

Dashboards
A Owverview
ali Usage report (Preview)

= Data discovery (Preview) Labels

M -9

Classifications
W Labels

.
2 Policies

Scanner

=
®
L
|

Nodes (Preview)

Manage

ﬁ Lor*quurE analytics (Preview)

6 <

Languages

E Protection activation
LOCATION TYPE

fid Endposnt
fied Endpoint
fid Enclposnt
&) Endpoint

] Endpoint

| Highly confidential [4,497)

| confidential 22.486]
General [157,404]

| pubiic [21,789)

| MNon-business [18,686]

224,863

LOCATION LABELED FILES
234

109

,Protect your Data wherever it lives or travels®

Infarmation Types

Thai Population Identification
Japanese Residence Card Mu
Brazil National 1D Card (RG)
Denmark Personal identficat
Germany kdentity Card Num

Portugal Citizen Card Number

PROTECTED FILES INFORMATION TVFES MATCHES

Law

N/A

Medium

M/A
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Data Loss Prevention (DLP)

* ldentifizieren vertraulicher Informationen an vielen Orten,
zum Beispiel Exchange Online, SharePoint Online, OneDrive for
Business und Microsoft Teams

* Verhindern der versehentlichen Freigabe von vertraulichen blocked for everyone except its owner, last modifier, and the site owner.
Informationen
Open the item to fix the issues or click Resolve to override the policy or report

N a problem.
* Uberwachen und Schutzen von vertraulichen Informationen in

den Desktopversionen von Excel, PowerPoint und Word ®
ss5uUes

s [tem is shared with people within your organization
i : ains the following sensitive information: U.5. Social Security
Unterbrechung ihres Arbeitsflusses Number (S5N)

* Gewahrleisten der Compliance durch die Benutzer ohne

* Anzeigen von DLP-Berichten mit Inhalten, die mit den DLP- Last scanned: 42 minutes ago
Richtlinien Ihrer Organisation tbereinstimmen




Data Loss Prevention (DLP)
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Cha
? Your message was blocked because it contains sensitive data -
T:a'n' Isaiah. | have a quick question for you.
U.S. Social Security Number (SSN)
o Drug Enforcement Agency (DEA) Number
Calen International Classification of Diseases (ICD-10-CM)

International Classification of Diseases (ICD-9-CM)

Call This item is protected by a policy in your organization.

] Here's what you can do
File:

Override the policy and send the message, or report this to your admin if you think the
message was blocked in error.

(O Override and send.

Type your justification

(O Report this to my admin. It doesn't contain sensitive data.

Cancel
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Tl £ Micrasoft Office Home 5 Microsoft 365 admin cent [ rules - Microsoft Exchang £ Mail - Gregory Ledet - OL = ™M Confidentiel - christie X

— O & tt mail.google.com MicgxwCq kKvQdpf ] w s 4 @

M Gmail Q  Searchma - @ = @

€« B 0§ & 0 B ® o =m0 -

'— Compose
Confidentiel 1nbox » & &
[J Inbox 3
* Starred GregoryLedet 0 foe@georgeandmelanie com yia a830edad9 8492216072313 nicrosoft @& 626 PM utes a -~ 0
© Snoozed ey
>  Sent *Comoso France
B Orsfts
More Gregory Ledet (johndoe@georgeandmelanie.com) has sent you a protected
message
: Christie ¢

Lire un message sécurisé

No recent chats Ce courriel et ses piéces jointes peuvent étre confidentiels et sont destinés Q

Star a new ond ( lA'W'\".l.‘v'l“(‘(".lrl “..u,lx_;« «i¢(‘ |":11 vidu auquel il v--,'i (;.‘!:r‘jev l prOfeSSIonan
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Microsoft 365 compliance ( Plattner Mar

£ Content search Information governance > Create retention policy
L Communication compliance
(4 Data loss prevention & Name

Choose locations to apply the policy

[% Data subject requests

@ Locations The policy will apply to content that's stored in the locations you choose.
@ eDiscovery v
. . . Stat Locati Included
I = Information governance Retention settings e ocation reae
(& Information protection - 0 On B3 Exchange email All recipients Edit
Finish
P&, Insider risk management
0 On & SharePoint sites All sites Edit
uh  Records management
53 Settings e On & OneDrive accounts All accounts Edit

@ More resources

&8  Microsoft 365 Groups All groups Edit

Customize navigation
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Microsoft 365 compliance 503 ? Plattner Mario

S Content search Information governance > Create retention policy

L Communication compliance

Decide if you want to retain content,
delete it, or both

(4 Data loss prevention & Name

[% Data subject requests

@ Locations
iz eDiscovery v 'i:!:} Retain items for a specific period
Items will be retained for the period you choose.
Information governance Retention settings . e :
I =5 g ® 9 Retain items for a specific period
fé Information protection M N
Finish
A Insider risk management Start the retention period based on
When items were created d
uh  Records management
At the end of the retention period
25 Settings (@) Delete items automatically

O Do nothing

Q Retain items forever
Items will be retained forever, even if users delete them.

(@ More resources
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Insider Risk
Management

Erkennen riskanter Aktivitat in lhrer
Organisation, um lhnen bei der
schnellen Identifizierung, Untersuchung
und Ergreifung von MaBnahmen bei
Risiken und Bedrohungen durch Insider

zu helfen. n

* Lecks von vertraulichen Daten und
Datenuberlauf

Verstolle gegen die Vertraulichkeit
Diebstahl von geistigem Eigentum
* Betrug
* Insidergeschafte

* VerstolRe gegen gesetzliche
Vorschriften

Policy

Alerts

7/

Insider risk case

Triage nvestigate Action

1
2 — —e
3
Collaboration
Compliance, Human Resources, Legal, Security

AR RN




Insider Risk Management .
Policy )AasS It

33 Contoso Elect Richtlinienindikatoren auswahlen )

Die folgenden Indikatoren werden verwendet, um Sie zu benachrichtigen, wenn Aktivitdten im Zusammenhang
mit der von lhnen ausaewéhlten Richtlinienvorlaae auftreten. Weitere Informationen

Richtlinien-Zeitrahmen

Diese Zeitfenster gelten fir alle Richtlinie flir Risiko durch Insider und treten flr einen Benutzer in Kraft, wenn er eine Richtlinieniibereinstimmung
ausldst. Sie kénnen diese Zeitfenster auf der Registerkarte "Zeitrahmen” in den Insider Risiko durch Insider-Einstellungen dndern.

Aktivierungsfenster (1 bis 30 Tage)

Bisherige Aktivitdtserkennung (0 bis 180 Tage)

Alles auswahlen

SharePoint-Dateien werden fiir Personen auberhalb der Organisation freigeben

5harePoint-Ordner werden fiir Personen auberhalb der Organisation freigeben
Intemal frginesring Troh SharePoint-Websites werden fiir Personen aulerhalb der Organisation freigeben

Inhalte werden von SharePoint herunterladen.

Herunterladen von Inhalten von Teams

Senden vertraulicher Informationen in einer Teams-Machricht (Vorschau)

Eine E-Mail wird an Empfanger auberhalb der Organisation gesendet.




Insider Risk Management
Results

ontoso Electronics Microsoft 365 compliance

Insider risk management

drder tisk settings = Show n navigation

Alects
After a triggenng event occurs for a user, pobcies assign nsk cores to tected activity. If the nek score is Pagh endugh, an dlert is generated Confirm alerts if you want to investgate further or dismiss
them if they don't require adc A Investigathon

Alerts to review Open alerts over past 30 days Foverage time 1o resolve alerts

3 alerts need review g syt Sasne

< s

Medium severity alerts

Low severity alerts

wOl)S 34

Alert Data acoms duning ork (WM

Accenyt 35 D- 340X

nent policy

Intemal Engineering ¥




Insider Risk Management
Results
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Confidentiality Obligation

History of recent user activity

HR Event: Resignation Date Set

File(s) copied to USB device
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Microsoft 365 compliance

Catalog

Audit

Content search
Communication compliance
Data loss prevention

Data subject requests
eDiscovery

Information governance
Information protection
Insider risk management

Records management

Settings

Communication compliance

Policies Alerts Reports

Set up communication compliance policies to scan internal and external communications so designated reviewer:
appropriate remediation steps if needed. Learn more about policies

N

—|— Create policy O Refresh --- 0 items /O Search [TF Customize columns

Policy name Reviewer Items pending revi... Esce

N
NN
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Password policy

Days before passwords expire

Days before a user is notified about expiration

Customer Lockbox

R('(ZU e .l;):”()‘-df f()r .ll‘ (Ll:-l ACCess requests
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Groups Base-IT Intune.cc
roles Data access requests
Resources

Billin
2 O Refresh

Support

New service request Reference number Date requested Requester

View service requests

Customer Lockbox Requests

Settings

Domains

This page is empty

Search & intelligence

Add your first item to see it in this list

Org settings professional.
Integrated apps faSt.
N secure.
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Information Barrier

segment v segment

Einschrankung der Kommunikation und .
Kollaboration in EINEM Tenant um HR segment
zwischen zwei Gruppen einen

Interessenskonflikt zu vermeiden.




Information Barrier
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Advanced Audit in Microsoft 365

Power your forensic and compliance investigations

Additional events that are important for forensic .
investigations (e.g. mail items accessed, mail send, Jis I

user search) _ " I—

Audit

Preserve audit logs for up to a year, with option B —
for 10-year retention add-on -

High bandwidth access to data with ~2x the
»ad haseline



2t Microsoft 365 compliance £03 ? Plattner Mario

Case 1

Description

Enter a description

Please choose users or record types to apply this policy to. *

Users

Search

Record type

Select record types

Duration *

O 90 Days

O 6 Months







Advanced Ediscovery

Zentrale Stelle fiir Administratoren, Compliance
Verantwortliche und anderen autorisierten Benutzer,
um eine umfassende Untersuchung der Microsoft
365 Benutzeraktivitat durchzufihren.

Inhaltssuche mit anpassbaren Filtern in folgenden
Services

Exchange Online
SharePoint Online
Teams
OneDrive
Analyse & Export der Inhalte
Setzung einer Aufbewahrungsrichtlinie fur Inhalte




Ediscovery

3 93 Contoso Electronics Office 365 Security & Compliance

Project Obsidian > Review sets

Custodial Data

< Review sets

Filter = Y Filters

(D Tag documents + New query ' Action v Individual results

Summary Text view Annotate view
(= Subject/Title Status Date T sender/Author A -
e v B Ready 10/11/2019, 2:54..  Pradeep Gupta < e Pradeep Gupta October 11, 2019, 2:54 AM
The Data Team has added a new Quota page to your team's Power Bl report (found on the Sales Report tab of this channel). This is live data pt
15 Ready 10/11/2019, 2:55...  Pradeep Gupta < reports in this channel's files.
1 Ready 10/11/2019, 2:55... Miriam Graham ..
Megan Bowen October 11, 2019, 2:55 AM
152 Ready 10/11/2019, 2:56... Miriam Graham ..
Thank you, Pradeep! The visualizations make the information really easy to consume. I'm loving all of these improvements being rolled out!
™ 732 Ready 10/11/2019, 2:56... Megan Bowen <.
R < i: Ready 10/11/2019, 2:57...  Nestor Wilke <N,
~ E; Ready 10/11/2019, 2:57... Johanna Lorenz ..
15 Ready 10/11/2019, 2:57...  lsaiah Langer <ls.
FE  You have bee... (] Tagged 10/18/2019, 3:17... Microsoft Teams

You have bee...

© Tagged

10/18/2019, 3:17...

Microsoft Teams




Traditional vs Advanced eDiscovery

Modern Attachments

Q Traditional solutions require multiple steps to find what you need

Step 1: Run search

Step 2: Export results

Step 3: Run script on results

Step 4: Manually retrieve linked documents using output report

Step 5: Merge exports and update load files

Advanced eDiscovery groups modern attachment with original Teams and
- Yammer chat message or Outlook email

@ Advanced eDiscovery - Microsol X+

<~ O fa) https://compliance.microsoft.com/advancede.

H :3 Contoso Electronics Microsoft 365 compliance

Project Obsidian Investigation > Review sets )
Case data Document Family > £
& Review se .
o]
Open as explorer
- Mewquery — Action v &% Manage review set <2 Show all documents
S Subjecty/Title  Status Date Send D DO Title | Attachment typ Aal
o © @ © Tagged Lidiab Fila
3 © Tagged A =11 B [E‘ o0 IZ'
v — iz
L Read Adsle
L Ready . Q Mark 9 Pilot Program.pptx  Linked |
|
[ © Tagg Me |
& Ready weia 1} Mark 8 Parts and Spec List.» Linked | '
3 © Tagged . Megs E L
& Read  Megs 0= Mark 8 Performance Overvii Linked
L Ready
-y ravewe gecsIo ne-crassis-col T

1 item selected. 9 items total. ©






Lizensierung

Fragen zur Lizensierung:

TAM/KAM



mailto:licensing@baseit.at
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