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WINDOWS 10 bascit

Neuigkeiten aus den letzten Windows 10 Versionen

20h2 Hardware isolation of Microsoft Edge & Microsoft Office
UPGRADE & UPDATE with Microsoft Defender Application Guard
WINDOWS DEFENDER APPLICATION GUARD FOR OFFICE
WINDOWS SANDBOX POLICYS 0 e =
SECURITY BASELINES (CLIENT, SERVER, OFFICE, EDGE)
CHROMIUM EDGE - = =& !
DISABLE ANTI SPYWARE SETTINGS Wedowr ot | V)| Welopiatom |} Wodseddiom [ Dalvom
21H1 & & * %
DEFENDER APPLICATION GUARD PERFORMANCE m m ,m S
SECURITY BASELINES (CLIENT, SERVER, OFFICE, EDGE) T T N T
WINDOWS HELLO FOR BUSINESS (CREDENTIAL ISOLATION) |
|
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WDAC VS APPLOCKER

Die wichtigsten Faktoren im Vergleich

Schutz auch im System
Kontext

Konfiguration auf Computer
Basis

Managed Installer
(Automatisches Whitelisting)

Whitelisting auf Basis des
Intelligent Security Graphs

Voller Funktionsumfang erst
ab Windows 10 1903
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Kein Schutz im System Kontext

Konfiguration aus User Basis
moglich

Keine Moglichkeit fur
Managed Installer

Keine Einbeindung von
Intelligent Security Graph
moglich

Voller Funktionsumfang ab
Windows 8

sl Security Policy

ction  View Help
# = H =
nity Settings
weount Policies
ocal Policies
Windows Firewall with Advanced Sec
letwork List Manager Policies
ublic Key Policies
cftware Restriction Policies
wpplication Control Policies
i Applocker
? Secunty Policies on Local Compute
wheanced Audit Policy Configuration
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El AppLocker provides access control for applications

| (Fetting Started
Ppplocker uses nules and the properties of files to prowide acoess control for

spplcations. i nfes are present in 2 e coliection, only the files included in those
rules will be permitied to run. AppLocker ndes do not apply to all edtions of Windows.

g More sbout ApplLocker

Which edtions of Windows support Applocker?

-

| Configure Rule Enforcement
I Forthe Applocker policy to be erforcad on 2 computer, the Appdcation
% |dentiy service must be running

LEse the erfiorzement settings for each nile collection to corfigure whether ndes ars
erforced or audited. ¥ nile erforcement hias not been configured. nules wil be enforced
by defautt

I E_ﬁ Configurs rule endorcement I

g More about rule epforcement

-

| Chverview

-



WDAC & APPLOCKER

Requirements & Management

Windows 10 1903 Enterprise
und aktueller

Intune
GPO
MEMCM
PowerShell

CPU Virtualization
UEFI Secure Boot
64 bit

|
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Windows 8 Enterprise und
aktueller

Intune
GPO
MEMCM
PowerShell
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Your organization used Windows Defender
Application Control to block this app

CA\Program Files\Notepad++\notepad++.exe

Contact your support person for more info.

Copy to clipboard



WDAC WIZARD

Die moderne Art WDAC zu konfigurieren

BISHER KONFIGURATION NUR PER POWERSHELL

C:\Users\Test\Desktop\Policy> §
C:\Users\Test\Desktop\Policy> §
C:\Users\Test\Desktop\Policy>
d ful
C:\Users\Test\Desktop\Policy>
C:\Users\Test\Desktop\Policy>
C:\Users\Test\Desktop\Policy>
C:\Users\Test\Desktop\Policy>
C:\Users\Test\Desktop\Policy>
C:\Users\Test\Desktop\Policy>
C:\Users\Test\Desktop\Policy>
C:\Users\Test\Desktop\Policy>
(e \Users\Test\Desktop\Pollcy)

JETZT AUCH PER WDI-\B POLICY WIZARD MGGLICH

Welcome
Select a task below to get started
Iﬁ Home
Policy Creator
Policy Type

Policy Template

New CIPollcy

Set-CIPolicyIdinfo
Set-CIPolicyVersion
Set-RuleOption
Set-RuleOption
Set-RuleOption
Set-RuleOption
Set-RuleOption
Set-RuleOption
Set- RuleOptlon
an

Policy Rules g & @
74
Signing Rules
Creating Policy Policy Creator Policy Editor Policy Merger
Create a new base o supplemental  Edit an existing policy on ik Merge two existing polcies into one
policy
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Publisher
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Default Windows Mode

J

Default Windows Mode authorizes:

- Windows OS components

- Microsoft Store applications
- Office 365, OneDrive, Teams
- WHQL signed kernel drivers

O

Allow Microsoft Mode

Allow Microsoft Mode authorizes:

- Windows OS components

- Microsoft Store applications

- Office 365, OneDrive, Teams

- WHQL signed kernel drivers

- All Microsoft signed applications

O

Signed and Reputable Mode

©

Signed and Reputable Mode authorizes:

- Windows OS components

- Microsoft Store applications

- Office 365, OneDrive, Teams

- WHQL signed kernel drivers

- Al Microsoft sianed applications

- Flles with good reputation using 1SG ('

O




WDAC WIZARD bascit

Funktionalitaten

ERSTELLEN NEUER POLICIES Configure Policy Template

ANDERN BESTEH ENDER PU LIBIES The policy rules are pre-set based on the template you have chosen.

Learn more about policy options

ERSTELLEN VON POLICIES ANHAND DER EVENT LOGS ~  scvancec oot options e
SETZEN VVON OPTIONEN Allow Supplemental Policies

Disable Script Enforcement

ZUSAMMENFUGEN VON POLICIES erforce o Applations

Hypervisor-protected Code Integrity &

Managed Installer

Require WHQL

Update Policy without Rebooting

Unsigned System Integrity Policy

User Mode Code Integrity

CHCRCNCRCN.
80860686

Intelligent Security Graph
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NEUES SECURITY PORTAL

Security.microsoft.com

MICROSOFT DEFENDER FOR OFFICE 365 (MDO)
MICROSOFT DEFENDER FOR ENDPOINT (MDE)

ZENTRALE SERVICES & INCIDENT MANAGEMENT
THREAT ANALYTICS
HUNTING
INCIDENTS & ALERTS
LEARNING HUB
SECURE SCORE
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& Hame Home

D incidents & alerts

g Welcome to the Microsoft 365
= ; security center

D secure score =

= Intro Mextsteps  Give feedback
R Learning hub

=
Endpoints Welcome to the Microsoft 365 security center, the new home for monitoring and managing
e security acrass your Microsoft identities, data, devices, apps, and infrastructure, Learn more
O Search about the Microsoft 365 security cs
O Device inventary, m Close
& Vuberbilty management v )
% 0 Guided £ What'snew? "% Community

=3 Partners and APs

Threats LemonDuck and LemonCat: Madern mining malware

Overview Analyst report Related incidents Impacted assets. Prevented email attempts Mitigations

Report details
While malware names often seem strange and arbitrary, the botnet “LemonDuck” is named after the words “Lemon Duck” that are
present in the PowerShell malware dewnloader scripts. This threat was first identified in 2019 and these words were still used as a Report type Published Last updated
variable name through 2021. LemonDuck is an actively updated and robust malware implant with botnet and coin-mining intentions. Tools & techniques 4/16/21,6:12 AM 4/16/21, 6:12 AM

In addition to being a coin-mining botnet, this malware has some other noteworthy behaviors, These include multiple functions to
remove or prevent access by other operators such as patching vulnerabilities, and removing competitor malware frem a device. The
LemonDuck operators also perform a variety of more common malicious behaviors such as stealing credentials, removing security
controls, moving laterally within networks, using mail servers to self-spread phishing mails, and ultimately moving to human-operated
activity to drop further tools and move on objectives.

Microsoft is invested in empowering analysts to respond adequately to coin mining, botnet, and spam operations. PUA Protection
JavaScript and PowerShell execution contrals, tamper protection alerts, and edge device patching is critical in preventing these
increasingly bald classes of malware from stealing or selling your customer's data.

Read the full analyst report

Related incidents Alerts over time Impacted assets

0 related alerts in your org 0 impacted devices

sttt 3 0 impacted mailboxes
! " 10
M High M Medium B Low [ Informational 5 Devices

No active incidents

03/30  04/04 04/09 04/14 0413 04/24 I_Ulallhoxes

elated incidents

W Assets with active alerts Bl Assets with resolved alerts

B Assets with no alerts
M Resolved alerts Il Active alerts

all impacted a




SECURE SCORE bascit

Security.microsoft.com

Verbesserungspotential auf Basis der Lizenzierung

U nte rn e h m e n Sve rg | e i C h Your secure score Include Actions to review

secu re sco re: 56-8 3 % Regressed ) To address Planned Risk accepted Recently added © Recently updated @
39 101 0 0 0 0

528.53/930 points achieved

100%

u | d e nt |ty 75% iggo:cure Score: 56.3%

Top improvement actions

Improvement action Score impact Status Category
50%
| D eVl Ces Block Win32 API calls from Office macros +0.97% O To address Device
Block Office applications from injecting code into other processes +0.97% QO To address Device
= Apps
Breakdown points by: Category s Block executable content from email client and webmail +0.97% QO To address Device
Identity 70.75%
_=--- Block Office applications from creating executable content +0.97% O To address Device
Device 55.01%
S Block process creations originating from PSExec and WMI com... +097% QO To address Device
Apps 43.75% % = = 5e = g i ‘
EEEEE— Block Office communication application from creating child pro... +0.97% O To address Device
W Points achieved Opportunity
Block all Office applications from creating child processes +0.97% O To address Device
Block persistence through WMI event subscription +0.97% O To address Device
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MICROSOFT DEFENDER FOR IDENTITY (MDD bascit

Architektur

Microsoft Defender for Ildentity Architecture
MONITORING ACTIVE Y

DIRECTORY UMGEBUNG

= Act
™ s Alerts
) Identity metadata
e\

— B 365
/ L r/’ = Defender
0 — Microso zzren ;;\f Microso ft \'L_
ANALYSE VUN MUGLICHEN Defender for Identity / CloudApp ™
\ Security I
- K s T

ANGRIFFEN
ADFS INTEGRATION

/ o / MDI Y,
g Sensor T 7 )
ERKENNUNG VUN LATERAL omain Controller Console experience:
Cloud App Security portal
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LATERAL MOVEMENT PATH basc it

Microsoft Defender for Identity




MICROSOFT DEFENDER FOR IDENTITY (MDD bascit

|dentity Security posture

Improvement action Related entities Security assessment report Urgency

Stop clear text credentials exposure Entities exposing credentials in clear text

Stop legacy protocols communication Legacy protocols usage

Stop weak cipher usage Weak cipher usage

Modify unsecure Kerberos delegations Unsecure Kerberos delegation

Disable Print spooler service on domain controllers Domain controllers with Print Spooler service available

Remove dormant entities from sensitive groups Dormant entities in sensitive groups AEB High
Install Microsoft Defender for Identity sensors on all Domain Controllers Unmonitored domain controllers

Deploy Microsoft LAPS on every windows device Microsoft LAPS usage HEB High
Reduce lateral movement path risk to sensitive entities Risky lateral movement paths

Remove unsecure SID history attributes from entities Unsecure SID history attributes

Resolve unsecure account attributes Unsecure account attributes @HD High

14  Security Whats new




DEFENDER FOR ENDPOINT (MDE)

Neuigkeiten

MDE FOR 10S & ANDROID

MDE FOR WVD

MACOS

LINUX

VULNERABILITY & THREAT MANAGEMENT

15 Security Whats new
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Microsoft Defender for Endpoint



DEFENDER FOR ENDPOINT (MDE) bascit

Microsoft Defender for Endpoint

TAMPER PROTECTION EOR i block mde
EDR BLOCK MODE General availability

3 EDR in
ASR WARNING MODE Ky &
®




ERKENNEN VON OAUTH APPS

Gefahrliche und ungewtnschte OAuth Apps erkennen und blockieren

In den letzten Jahren
wurden immer haufiger
OAuth Apps fir Angriffe
verwendet. Dabei wurden
oftmals bekannte
Applikationen nachgeahmt

und der User zur
Rechtevergabe
aufgefordert.
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% Microsoft Tech Community 8 users

7Y Modem Workplace Tools W 7 users
Description: Modern Workplace Tools
Publisher: Microsoft
App website: —
App ID: fe6aa35b-7da8-44fd-a44e-e2d4bafbdabs
Redirect URLs: http://localhost:3999
Support: —

Consent activities: View in activity log

B Modem Workplace Tools... @ 7 users

B Linkedin 4 users
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WD Medium Apr 4, 2020, 2:48 PM v e

GEB High Sep 6, 2020, 8:50 AM v e

Permissions: Read all users' basic profiles,_Call Web API as the cu...

Community use: € Common
App activities: View in activity log

Terms of Service: —

Privacy Statement: —
GE0 Medium Sep 6, 2020, 8:50 AM v e
EED Low Sep 2, 2019, 8:28 AM v



CONDITIONAL ACCESS

Session Control

 LIVE ANALYZE DES DATEIINHALTS

 DOWNLOAD BLOCKIEREN

*  BLOCKIEREN VON COPY & PASTE

* DRUCKEN BLOCKIEREN

«  READ ONLY ACCESS FUR SI-!ABEPUINT & EXCHANGE

00000
e
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Action blocked

This action is blocked by your organization's security policy.

You don't print this file or copy data

Data Loss User & Device
Prevention Status




CONDITIONAL ACCESS basc it

MFA Erstregistrierung

Control user access based on all ar specihc
doud apps or achions.

loud apps _U*.-:—r agtrons

Select the achon this policy will apply fo

Include  Exclude

Sewact the locations 1o exampt from the

MFA Registrierung nur MFA Registrierung nur policy
von Trusted Location von Managed Devices Al trusted ocations

Selected Incations

f.{lﬂ.'ll'li'."n and 1 more




CONDITIONAL ACCESS bascit

Microsoft Authenticator

M FA Featu res Start by getting the app

~\
v On your phone, install the Microsoft Authenticator
-

app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

Continuous Access
Evaluation

Mobile Onboarding mit
Authenticator

AVASI(WAD;
Authentication
Methods hinzufligen

Temporary ACCESS
PASS

|
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AZURE SENTINEL bascit

Neue Dataconnectoren

AZURE PLATTFORM - ESET
VMWARE ESXI - B

VMWARE CARBON BLACK - FORCEPOINT
ARUBA CLEAR PASS - FORTINET

AMAZON WEB SERVICES (AwS) - JUNIPER

BARRACUDA - PALOALTO
CHECKPOINT - PULSE SECURE
CISco - SALES FORCE
CITRIX - SYMANTEC
CYBERARK - THYCOTIC
ESET - TRENDMICRO
VMWARE
ZSCALER

]
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MANAGED SERVIGE SECURITY OVERVIEW basc it

Managed Services Security

Products . v M365 Security E3 / E5
N Azure Security
complete

Security Operation
Center




ESSENTIAL PARTS OF MANAGED SERVICE SECURITY

reactive Alerthandling
24x7

Forensic Analysis
& centralized Logging

proactive Operations
& Servicing




SEGURITY OPERATION CENTER

REACTION CATALOG

24

Identity Protection

Identity Protection

Identity Protection

Identity Protection

Identity Protection

Identity Protection

AzureSentinel

AzureSentinel

AzureSentinel

Defender for Identity

Risky User (Persanlicher User)

Risky User (Service User)

Risky Sign In (Personlicher User)

Risky Sign In (Service User)

Risk Detection (Persénlicher
User)

Risk Detection (Service User)

Generell

MFA disabled for User

GlassbreakAdmin Logon
Detected

Honeytoken Activity(von Server
aus)

Honeytoken Activity(von Client

User blockieren und kontakieren,
Passwortanderung anfordemn falls
die Anmeldung nicht vom User
initiert wurde

Kunde kontaktieren,
Passwortanderung anfordem falls
die Anmeldung nicht vom Service
User kontaktieren,
Passwortanderung falls die
Kunde kontaktieren,
Passwortdnderung anfordern falls
die Anmeldung nicht vom Service
User kontaktieren,
Passwortédnderung falls die
Kunde kontaktieren,
Passwortédnderung anfordern falls
die Anmeldung nicht vom Service
Incident priifen, Betroffene
Rechner in Defender for Endpoint
kontrollieren und bei Bedarf
Isolieren + User informieren, Auf
betroffene Server verbinden und
nicht zutreffend

GlassbreakAdmin - Block Sign In,
Priifen der Audit Logs im Azure
AD ob User erstellt/geandert
wurden (Rechtevergabe,
Passwortanderunge).. ., Falls ja
diese auch sperren,
Passwortédnderung des
GlassbreakAdmins gemeinsam
mit Kunde

nicht zutreffend

nicht zutreffend

User kontaktieren,
Passwortanderung falls die
Anmeldung nicht vom User initiert
wurde

Kunde kontaktieren,
Passwortanderung anfordem falls
die Anmeldung nicht vom Service
User kontaktieren,
Passwortanderung falls die
Kunde kontaktieren,
Passwortanderung anfordern falls
die Anmeldung nicht vom Service
User kontaktieren,
Passwortdnderung falls die
Kunde kontaktieren,
Passwortanderung anfordem falls
die Anmeldung nicht vom Service
Incident priifen, Betroffene
Rechner in Defender for Endpoint
kontrollieren + User informieren,
Auf betroffene Server verbinden
und pirfen + Kontakt mit Kunde
Prufen wer die MFA disabled hat,
Kontaktaufnahme mit Admin,
Grund fiir Deaktivierung fragen,
Im besten fall wieder aktivieren
nicht zutreffend
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Sign In’s auf Auffalligkeiten
prifen, Bei Auffalligkeiten mit
User abstimmen

Sign In’s auf Auffalligkeiten
prifen, Bei Auffalligkeiten mit
Kunde abstimmen

Sign In’s auf Auffalligkeiten
prifen, Bei Auffalligkeiten mit
Sign In’s auf Auffalligkeiten
prifen, Bei Auffalligkeiten mit
Kunde abstimmen

Sign In's auf Auffalligkeiten
priifen, Bei Auffalligkeiten mit
Sign In’s auf Auffalligkeiten
priifen, Bei Auffalligkeiten mit
Kunde abstimmen

Incident priifen, Betroffene
Rechner in Defender for Endpoint
kontrollieren + User informieren,
Auf betroffene Server verbinden
und purfen + Kontakt mit Kunde
nicht zutreffend

nicht zutreffend

Mit Kunde Abstimmen ob der Alert nicht zutreffend

durch eine Software
(LDAP-Abfrage) gemacht wurde
Client im Defender for Endpoint
prufen, Falls Auffalligkeiten
vorhanden - Priifen ob bereits
eine Automatic Investiagtion

nicht zutreffend

Informational
nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend




BASE-IT 24X7 SERVICES (INCLUDING SOC) basc it

: DATACENTER HOTLINE DATACENTER HOTLINE
- — —_—— - — —_—— 4—\ = . 24x6 11x5 - — —_—— q—\ —_—— q—-\
Mo~ Fr: 00:00-24:00 , | ~ Mo~ Fr:00:00—24:00 Mo - Fr: 00:00-24:00 , | |
o O .. " e © Mo —Fr: 00:00- 24:00 © Mo - Fr: 07:00 - 18:00
sa—so.mocfmgl sa:  00:00-24:00 | s ) Sa~So: 00:00 - 24:00 | R T | |
& Dedicated (S\VS .| , @ Dedicated | B Dedicated | B Dedicate : ¢ | ® Dedicated |

L \ t

-__I___J __T__.J ____!._J

I @® Mo - Fr: 07:00 —18:00 |

Service packages
Service packages

I\fo—Fr: 07:00 -:I!:DO 5
Mo ~ Fr: 07:00 - 18:00
Mo ~Fr: EOD- 19:00
Mo - Fr: 91:00—]9:00
Mo-_FrE:O? ~18:00
No-Fronm- 1m0
Mo —Fr: 06:00 — 17:00

r-

s
-
a
2
]
g
5
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w
1
o
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Datacenter Day

2nd Level Service Desk Day

1st Level

Sa: 00:00 - 24:00

Sa: 00:00 - 24:00
Mo —Fr: 17:00 - 06:00
+ SA, S0, FT00:00 - 24:00

Sa - So: 00:00 - 24:00
Mo — Fr: 19:00 - 07:00
Sa: 00:00 - 24:00

Mo - Fr: 19:00 - 07:00
Sa - So: 00:00 - 24:00
Mo — Fr: 17:00 - 06:00

Mo ~ Fr: 19:00 - 07:00
Mo ~ Fr: 19:00 - 07:00

Escalation option ®

Service procedures
Service procedures

SOC Night Service Desk Nacht
Datacenter Night 1st Level
2nd Level

3 )
Internal Information: TAM

24x7 Datacenter
Incident Tracking

Datacenter Hotline
3rd Level
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