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Azure ARC solution overview

Azure Arc solution overview

Servers, SQL,
and Kubernetes

GE T Unified operations, management, compliance, security, and governance ° -ﬂ

Arc-enabled servers, Arc VMs, Arc-enabled services resources Arc-enabled Industrial assets resources
SQL Server, and Kubernetes resources (data, app. and ML services)

B e EF .0 -
T
‘ Azure Resource Manager (ARM)

~ © A - Ty
! Azure control plane span across cloud and edge via Azure Arc

Arc-enabled services Servers, SQL, Arc-enabled services Servers and
and Kubernetes Kubernetes

=

b Broadcom ' -
Azure Stack HCI System Center Virtual
Machine Manager
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Industrial assets

Azure loT Operations enabled by Arc

Multi cloud On-premises Operational edge
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Windows Server Management enabled by Azure Arc

Azure's expanded set of modern server management
capabilities including Azure Update Manager, Machine
Configuration, and Change Tracking and Inventory are now
available for free to customers enrolled in Windows Server Pay
as you Go or with active Software Assurance coverage for their
Azure Arc-enabled servers.

Windows Server Management enabled by Azure Arc offers customers with Windows Server
licenses that have active Software Assurances or Windows Server licenses that are active

subscription licenses the following key benefits:

e Azure Update Manager

¢ Azure Change Tracking and Inventory

e Azure Machine Configuration

e Windows Admin Center in Azure for Arc
¢ Remote Support

e Network HUD

¢ Best Practices Assessment

e Azure Site Recovery (Configuration Only)

Upon attestation, customers receive access to the following at no additional cost beyond
associated networking, compute, storage, and log ingestion charges. These same capabilities are
also available for customers enrolled in Windows Server 2025 Pay as you Go licensing enabled

by Azure Arc.

6 professional. fast. secure.
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Windows Server Management enabled by Azure Arc

O Search resources, services, and docs (G=/)

aumovciimicnosoft.o

ATURE STACK INFRASTRLUCTUR

me > Azure Arg

y Azure Arc | Windows Server Azure benefits and licei

Microzoft

Search | X

Oveniew

All AZure ArC resources
Azure ATC rescurces
Host environments
Data services

Internet of Things (laT)
Application sendcas
Licenses

Windows Server ESU
licenses

L]

a Windows Server Azure
benefits and licenses

i S0L Server licenses

# SOL Server ESU licenses
Management
DevOps
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Azure benefits  Pay-as-you-go

i) Manageview -~ () Refresh | BExportioCS

| Fitter for any fieid.. | Subscription equals al

Showing 110 23 of 23 recoros.

(=] Mame + Benefits +

O & Machinet @ Not activated
B K machine2 @ Mot activated
O & wmacrine2 @ Mot activated
(0 B mobie-rue @ Mot activated
U & s @ Mot activated
O & twt-app-on @ Actvated

(] & twt-app-02 @ WMot activated
O & twtsgin-o @ Vot activated

4 G

= Previous | Pﬂ?l" v|,uf1 | Mext > |

Activate Azure benefits

I your machine license is covered by active Software Assurance, you can access key
management services at no additional cost. Learn more o

Benefits

You can now set up any of the following services
B Azure Update Manager

& Azure Change Tracking and Inventony®

B Azure Machine Configuration

B Windows Admin Center

£ remote support

B Advanced networking (WS 2025 only)

By Bect practices assessment*

& Azure Site Recovery confguration®
*Associated Azure Site Recovery, compute, storage, and log ingestion will incur costs.

B 6y crecking this box, you Stect that your Windows Server licenses Rave ctive Sofwar
ASturance of your WIndows Server licentes sre active subscription licenses.
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Windows Server Management enabled by Azure Arc

Benefit

Azure Update Manager

Azure Change Tracking

and Inventory

Azure Machine
Configuration

Windows Admin

Center in Azure for Arc

Remote Support

Network HUD

Best Practices
Assessment

Azure Site Recovery

Configuration

8  professional. fast. secure.
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Supported
Operating
Systems

Windows Server
2012 and above

Windows Server
2012 and above

Windows Server
2012 and above

Windows Server
2025 only

Windows Server
2025 only

Windows Server
2025 only

Windows Server

2025 only

Windows Server
2025 only

Description

Asszess the update status and deploy updates to machines (one off, recurring,
maintenance windows) with visibility into update compliance and auditing.

Discovery of and changes of software, services/daemons, files, and registries of Azure
Arc-enabled servers.

Configuration of machine properties for OS, app. and environment settings. with Azure
Policy. Available natively with the Azure Connected Machine agent.

Securely manage hybrid machines from anywhere without needing a VPN, public [P
address, or other inbound connectivity to your machine with RDP, Hyper-V
management, event viewer, and much more.

Offers customers with professional support the ability to grant JIT access with detailed
execution transcripts and revocation rights.

A host networking diagnostics and operational tool. Runs spot checks, health checks,
and cluster wide checks to make sure your host networking set-up is healthy and set
up in an optimal and expected way.

Collection and analysis of server data to generate issues and remediation guidance and
performance improvements.

Configuration of Azure Site Recovery to ensure business continuity, provides replication
and data resilience for critical workloads.

basc



WHATS NEW FOR AZURE ARC? bascit

Announcing the Public Preview of the Azure Arc gateway

Simplifying network configuration requirements to use Azure
Arc

The wait is over, we are thrilled to introduce the Public Preview of the Azure Arc gateway for Arc-
enabled Servers, and Arc-enabled Kubernetes! They reduce the number of required endpoints

for customers to configure their Enterprise proxy when setting up for using Azure Arc services.

How Does it Work?

Arc gateway introduces two new components:

Arc gateway — An Azure Resource with a single, unique endpoint that will handle the incoming
traffic to Azure from on-prem Arc workloads. This endpoint is to be configured in customer’s

enterprise proxies.

Azure Arc Proxy — A component of the Arc connected machine agent that routes all Agent and
extension traffic to its destination in Azure via an Arc gateway Resource. The Arc Proxy is

installed on every Arc-enabled Resource within the core Arc agent.

|
/ 9 professional. fast. secure.
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Announcing the Public Preview of the Azure Arc gateway

Azure Arc gateway — Arc-enabled servers solution architecture (Public Preview)

Azure Arc Connected
Machine Agent

__.‘ Arc proxy }

St

Arc agentry & extensions
use the Azure Arc Proxy
as their forward proxy

ll Arc extensions

On-premises E
servers On-premises single server

On-premises infrastructure
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Target services
end points reached via
Arc gateway using
HTTP tunnels over
HTTP1 or HTTP2

Arc gateway is

reached using TLS
connection

v
Enterprise
Rroxy Hybrid Identity Service

traffic routes directly
@ v g

Microsoft Entra ID
traffic routes directly

ARM traffic
routes directly

Arc Jumpstart

Arc-enabled servers
core services

=

Sd

Additional Azure services
endpoints via Arc extensions

Hybrid Identity Service
gblh ure.com

Azure Monitor

Microsoft Defender
for Cloud

Azure Update
Manager
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Announcing the Public Preview of the Azure Arc gateway

Below is a comparison of the list of endpoints customers must open access to in their enterprise

proxy with and without Arc gateway for this common scenario. As displayed, Arc gateway cuts

the list of required endpoints nearly in half and removes the need for customers to allow

wildcard endpoints in their on-prem environment.

11 professional. fast. secure.
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Endpoints required without Arc gateway
(17)

Endpoints required with Arc gateway (8)

Arc-enabled Servers Endpoints

e aka.ms

e download.microsoft.com

e packages.microsoft.com

e |ogin.microsoftonline.com

e *|ogin.microsoftonline.com

® paswindows.net

* management.azure.com

® *.his.arc.azure.com

* *.guestconfiguration.azure.com
e azgn*.servicebus.windows.net
e *.blob.core.windows.net

e dc.services.visualstudio.com

Azure Monitor Endpoints

e <virtual-machine-region-

* <log-analytics-workspace-
id=.ods.opinsights.azure.com

e <virtual-machine-region-
name>.monitoring.azure.com

e <data-collection-endpoint>.<virtual-
machine-region-

name>.ingest.monitor.azure.com

e global.handler.control.menitor.azure.com

name:.handlercontrol.monitor.azure.com

Arc-enabled Servers Endpoints

s <URL Prefix=.gw.arc.azure.com
* managementazure.com

¢ login.microsoftonline.com

s gblhis.arc.azure.com

s <region=.his.arc.azure.com

e packages.microsoft.com

Azure Monitor Endpoints

e <log-analytics-workspace-
id>.ods.opinsights.azure.com

e <data-collection-endpoint>.<virtual-
machine-region-
name>.ingest.monitorazure.com
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Generally Available: Multicloud connector enabled by Azure Arc

We are excited to announce that the Multicloud connector is now generally available for
customers for AWS environments. With the Multicloud connector, you can easily connect your

AWS accounts to Azure with the following capabilities:

e Inventory [3: Get an up-to-date, comprehensive view of your cloud assets across different
cloud providers. Now supporting over 30+ AWS services (EC2, EKS, S3, Lambda, and
more), you can now gain insights into your Azure & AWS environments in a single pane of
glass. The agentless inventory solution will periodically scan your AWS environment,
project the discovered resources in AWS as Azure resources, including all of the AWS
metadata like AWS tags. Now, you can easily view, query, and tag these resources from a

centralized location.

e Azure Arc onboarding O: Automatically Arc-enable your existing and future EC2 instances
so you can leverage Azure and Microsoft services, like Azure Monitor and Microsoft
Defender. Through the multicloud connector, the Azure Arc agent will be automatically

installed for machines that meet the prerequisites 7.

|
/ 12 professional. fast. secure.
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Generally Available: Multicloud connector enabled by Azure Arc

What can | do after my connector is set up?

With the inventory offering, you can see and query for all of your AWS and Azure resources via
Azure Resource Graph. Check out some example queries here O. Create your own Multicloud

dashboards containing data from both Azure and AWS.

For Azure Arc onboarding, you can apply the Azure management services on your EC2 instances

that are Arc-enabled. Learn more here .

— Microsoft Azure (Preview) £ Search resources, services, and docs (G+/) l D copilot -

Home > Azure Arc | Multicloud connectors (preview)

: H : Add AWS t -
We are very excited about the new capabilities. Set up your multicloud connector now for free! e B
0 Basics © Solutions Authentication template * Tags *) Review and create
Add solutions you'd like to use with this connector
Solution Description Default permission
.ﬁ Inventory See resources from different clouds in a Global read-only T Add
single inventory view, Learn more &
! Arc onboarding Add Azure Arc to use Azure EC2 read, write t+ Add

management services on your EC2
instances, Learn more &'

13  professional. fast. secure.
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Public Preview of manage hotpatches on Arc-enabled machines

Hotpatching (preview) on Arc-enabled machines

Public preview: Azure Update Manager now supports Hotpatching on Arc enabled servers. Learn more.

Azure Update Manager enables you to install hotpatches (preview) on Windows Server Azure Editions and Arc-enabled

machines. For more information, see Hotpatch for virtual machines.

Supported operating systems

e Windows Server 2025 Standard Edition
¢ Windows Server 2025 Datacenter Edition

Prerequisites

¢ \erify that the machine has a supported OS SKU. Learn more.
¢ Ensure that Virtualization Based Security (VBS) is enabled. Learn more.

¢ Ensure the machine is Arc-enabled.

|
/ 14 professional. fast. secure.
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New capabilities to aid Migration and Hybrid Cloud Management

When we support customers looking to modernize their IT estate, our vision is to empower
businesses to seamlessly manage and migrate their on-premises and cloud environments with
efficiency and insight. To help customers with their migration and hybrid cloud journey, we have
been working to bridge the gap between on-premises and cloud environments by providing
consistent management experiences for both. This week at Ignite, we are excited to announce
the public preview of two capabilities as part of customer’s migration journey that bring us

closer to this vision: "Business Case for Arc" and "Enabling Arc” capabilities.

With these new capabilities in Azure Migrate, customers can now visualize the value of Azure Arc
for their on-premises estates throughout their migration journey, making informed decisions
with confidence. Customers in their migration journey can now check if their on-premises
machine is already Arc enabled, and if not, get the value/savings of using Arc while their

resource remains on-premises and leverage the Arc capabilities based on the same.

15 professional. fast. secure.
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Envision the Benefits of Azure Arc and Azure Management with Business case for Arc

The Azure Migrate business case enables customers to create a detailed comparison of the Total
Cost of Ownership (TCO) for their on-premises estate versus the TCO on Azure, along with a
year-on-year cash flow analysis as they transition their workloads to Azure. With this new
capability, customers can now visualize the added value of Azure Arc for their on-premises
estates throughout their migration journey. Customers , in addition to getting the TCO of
migrating all their resources to Azure, can now compare their estimated current on-premises
TCO with the estimated TCO of their on-premises estate with Azure Arc, visualize the cost
savings and other benefits of using Azure security (Microsoft Defender for Cloud) and
management tools (Azure Monitor and Azure Update Manager) via Azure Arc for their on-
premises servers, and see the licensing benefits of Extended Security Updates (ESUs) enabled by

Azure Arc, as well as SQL Pay-As-You-Go via Azure Arc-enabled SQL Server.

For those not planning to migrate their entire estate or on a long migration journey, they can
compare their current on-premises TCO with the combined Azure and Azure Arc TCO in the final
planned state to help plan better. Customers can edit the assumptions for Azure and on-
premises costs and download the business case report using the export option to share with

other stakeholders.
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New capabilities to aid Migration and Hybrid Cloud Management

16  professional. fast. secure.
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Enable Arc: Onboarding to Arc to leverage Azure Management Services

The Azure Migrate inventory now integrates with Azure Arc, allowing customers to identify
which of their discovered machines are already Arc-enabled and onboard those that are not,
directly from the Azure Migrate portal. This integration provides a seamless experience, offering
enhanced control and visibility over the migration process while managing the remaining on-

premises inventory.

Home Arure Migrate | Servers, databases and web apps

Discovered servers

[ Creategroup 35 Assews 4 Export Dsta o} Deperdency analbyss | 15 Enabledre o | Rebesh Columes L Feedback

Generate anboarding sorpt

ﬂ el o vt 30 gnineh S0y 00 BaSeEEret of Speing Baoot soo rannimg 00 01 3 OrDohnd b Kubernehes-Dabed IOpEn0E by Chocng Peve. =

Azure Migrate appliance  impont based
BEL B ~ileon S ieed

5% 3/46

Resohve dacovery issses

Applisnce name =z aqgl-scy-0519 (Vivlware) Source 35 All Selected Workdoad == All servers

HE & o e ors

Hame LT Source Opserating syster license nappor.. A status Cores
ST WIK16-14 - -l - Fisit ensbled

BST-WI19-10 - e lpretent T - Eraties 4
MVEKIE-T 280448071:4B00- 26806 Secemadies...  wiclabvcent] - Mot enabled 2
TiDebT 0 - aiclatrvtent? - Mot enabled 2
Viparuta IromTemplate - aclati-vtent? - Mot enabled 8
Rasheed] Hypery - aclabivoentT - Mt enabled 2
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Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

Introducing

Azure Local

m Microsoft

Today, we're adding an exciting new infrastructure option with Azure Local.

Enabled by Azure Arc, Azure Local is cloud-connected infrastructure that can be deployed at Azure Stack HCl is now part of Azure Local. Microsoft renamed Azure Stack HCI to Azure Local to communicate a single

your physical locations and under your operational control. With Azure Local, you can operate brand that unifies the entire distributed infrastructure portfolio. This article describes Azure Local as the new name for

and scale distributed infrastructure using Azure portal and APls. You can run the foundational . .
9 P Azure Stack HCI and answers commonly asked questions related to this rename.

Azure compute, networking, storage, and application services locally. You can choose hardware

from your preferred vendor, providing flexibility to meet your requirements and budget. And by

extending cloud security to your distributed locations, you can better safeguard apps and data,

and protect against advanced threats.

18 professional. fast. secure.
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Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

No interruptions to usage or service

If you're currently using Azure Stack HCI today or previously deployed Azure Stack HCl in your organizations, you can
continue to use the service without interruption. All existing deployments, configuration, and integration continue to
function as they do today without any action from you.

All features and capabilities are still available in the product. Pricing, licensing, service-level agreements, preduct

certifications, and support remain the same. Details on pricing and what's included are available on the pricing page®.

The product terms for existing Azure Stack HCI are the same, but new terms apply for Azure Local. Micrasoft will publish

the new terms later this year.

To make the transition seamless, all existing sign in URLs, APls, PowerShell cmdlets, and Azure Command-line Interface

(CLI) stay the same, as do developer experiences and tooling.

The product name is changing, and features are now branded as Azure Local instead of Azure Stack HCL. If you update
the name to Azure Local in your own content or experiences, see Naming changes and exceptions.

19 professional. fast. secure.
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Naming changes and exceptions

Product name

Here are the naming changes:

e Azure Local is the new name for Azure Stack HCI.
s Azure Stack HCI clusters are renamed as Azure Local instances.

e Azure Stack HCl servers are renamed as Azure Local machines.
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Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

Azure Local
One flexible offering for Azure Local delivers more
all target use cases - Not limited to "edge”

* Not limited to “servers”

* Not limited to connected

* Not limited to hyperconverged

* Not limited to Windows

* Name reflects the global to local capability

» Capable to run in disconnected mode
(require an add-on feature in preview)

Azure Local now subsumes Azure Stack HCI

|
/ 20 professional. fast. secure.
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Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

How Azure Local works (connected)

Operate with unified management

Management and security & 4 and security for all your resources
Tl
Region
Enabled by
Azure Arc
Local
Tl
Deploy apps onto cloud-consistent
Apps, data, and Al 1 > virtual machines and Kubernetes
O o,
- - 4 b 9 Provision the Azure Local software
AzureliE to form local cloud infrastructure
Hardware | . Get hardware from your preferred

vendor, connect power and network

|
/ 21 professional. fast. secure.
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Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

-
e
. J

Subset of services available:

Portal

—
i}
[}
e
Local

(%

ARM

e

Machines

|
/ 22 professional. fast. secure.
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Kubernetes

©)

Key Vaults

Ragistries

Host backend Azure resource manager,
portal, and services in local appliance VM

Sy
$.
-

Policy 2

]

Satisfy regulatory requirements by operating
permanently disconnected from the cloud

o

Defender

[ |17
1] ]
LEE

Others

Introducing disconnected operations (preview)

Azure Local
(connected)

Control plane

Workloads

Infrastructure

bascit
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Azure Local
.connected

¢y Cloud region

@ Distributed location

* Control plane '
{appliance VM)

Workloads

® Infrastructure

1: Available only to customers who prequalify based on industry, use case, and other considerations 2 : Partial functionality
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Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

Azure Local replaces Azure Stack HCI

<K Consistent software platform, Portal, and APIs  >)»>

Low-spec, low-cost Connected servers Disconnected
edge servers (formerly Azure Stack HCI) operations
Simpler, smaller hardware for light Choaose from aver 100 hyperconverged Meet strict data residency regulations with
computing requiremants. server platforms from major OEMs. a permanently disconnected aption.

NEW PREVIEW v GA NEW PREVIEW

|
/ 23 professional. fast. secure.
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Existing customers of Azure Stack HCI will transition seamlessly to Azure Local with the next software update.
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Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

Bring Azure app, data, and Al services anywhere

et W BN & O O ® & B G

services . . . . -
Portal Copilot Graph Identity Defender Monitor Updates Policy Support Billing
Cloud region Enablad by
Azure Arc

pp services ata services \| services

5 B G e A

Local Al search Machine

Windows Azure Virtual Azure loT . . . . . B Arc-ena bled Managed
i (preview) Learning

and Linux Desktop i Ic & SQL Server PostgreSQL

Foundational n Virtual pem  Kubernetes Logical m Storage
services &_» machines @™y, services &0 networks & paths

|
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Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

Introducing network security groups (preview) =

Protect network access with inbound
X Internet
and outbound allow and deny rules
- Complete 5-tuple control: source and Allow outbound ;’
nternet access

_-G)- destination IP, port, and protocol
P . Arc VM2 1P 192 168.200.3

N Assign NSGs to individual VM [ @ | # l x
h interfaces or whole logical networks —
Arc VM 1 IP- 19216813 n D’eﬂy RDP/3389
— B
- Enforced within the virtual | Arc VM 3 | |1p-192168.200.4
'LO switch at the virtual port level 0
o Logical network A: I Logical network B:
&0 192.168.1.0/24, VLAN 206 (% 192.168.200.0/24, VLAN 310

|
/ 25 professional. fast. secure.
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Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

Low-spec, low-cost options for edge use cases

Azure Stack HCI

Requirements at launch

Windows Server certified

1: Reduced requirements allowed up to maximum of 3-node cluster

u
/ 26 professional. fast. secure.
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Windows Server certified

1+ machine

1+ SSD per machine 2

1 Gbps/2.5 Gbps Ethernet 3

Doesn't require AD *

2 : Excludes OS boot disk

-

SuperMicro SYS-E302
Fan-less server

HPE MicroServer Genl1
Micro tower server

Dell MC-4000r/z + MC-4510C
Rugged two-sled chassis

Lenovo ThinkEdge SE350v2
Half-width, half-depth 1U

Example possible solutions, pending validation

3 : Must support Hyper-V virtualization

4 :In preview now, coming 2025



WHATS NEW FOR AZURE LOCAL?

Azure Local: cloud infrastructure for distributed locations enabled by Azure Arc

Out of the box
cloud-based
operation

For VMs and
container-based

apps

Right-sized solutions
on broad hardware
choices

Advanced security
by default

|
/ 27 professional. fast. secure.
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Azure Arc gateway for simpler connectivity
Zero-touch OF provisioning from cloud
Day M cluster/storage/network management

Advanced update scheduling and rings

kigrate from YVhware
Hydrate pre-existing WM s into Azure Arc
WMz features: day N operations, O5 disk, gallery, connect

Local Al services

Low-spec, low-cost hardware options
Local identities (no on-prem Active Directory)
Rack-aware clustering to replicate between rooms

Disconnected ocperations

Remediate Defender recommendations
Metwork security groups
Trusted launch with attestation

Confidential computing

2024 H2

T T T
LISt R e

Azure Local (public) product roadmap

2025 H1

L

Oy

'

o0

[ N

Forward-looking roadmap is always subject to change.

2025 H2

200

o0

" preview @ GA

2026 H1
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Azure Local: Azure Virtual Desktop on Azure Local

Azure Virtual Desktop for Azure Stack HCl is
now Azure Virtual Desktop for Azure Local

PO +

Azure Virtual Desktop

::::::::::::

Azure Local

Validated partner hardware

|
/ 28 professional. fast. secure.
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Azure Local: Azure Virtual Desktop on Azure Local

bascit

New features on Azure Virtual Desktop for Azure Stack HCI (GA)

U

Insights support

Centralized first-party
monitoring solution
helps admins detect

and diagnose
problems

|
/ 29 professional. fast. secure.
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Autoscale Start VM on connect

Scale session hosts
based on a schedule to
optimize deployment

Allows users to power
on VMs used as
session hosts only
costs when they are needed

/A
&

Per-user access pricing

Allows organizations and ISVs to
provide external users a software as a
service (Saa$S) experience to access their
software

~

Windows 11/Windows
10 single-session
images

More flexibility in
choosing VMs for
session hosts
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Azure Local: Azure Virtual Desktop on Azure Local

Access from anywhere with Windows App

Web, Windows MacOS, and iOS clients

generally available, Android in public e ;
preview @ bors
A
Pinned di |—
(=]
T |
One client to connect to - e _— a3 -
* Windows 365 IR | doston b
+ Azure Virtual Desktop — - ¢
» Microsoft Dev Box
. - F [~ R
+ Remote Desktop Services an
+ Remote DESktOp Pinned applications Frs
oo - || - e, - | |[l= - | i E

a | L=
& @ =9
Azure Remote Remote
WS 365 Virtual Desktop Desktop Desktop Services

|
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Hotpatch Anywhere

Hotpatch

Install security patches without rebooting
Modifies in-memory code to avoid reboots
Same technology used in Azure for years

No process or service restarts

|
/ 32 professional. fast. secure.
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Accelerate Security
Improve Productivity

Reduce Cost
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Hotpatch Anywhere
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Azu re AI’C- Supported on Azure Arc-enabled Windows
Server 2025
enabled

Standard or Datacenter Edition

Hotpatching - Physical, Virtual, other clouds
everywhere Enable via Azure Portal

Free with Windows Server Datacenter: Azure Edition
Monthly subscription required ] )
Azure Arc-connected machines (preview)

(® Important
Azure Arc-enabled Hotpatch is currently in PREVIEW. See the Supplemental Terms of Use for Microsoft Azure

Previews for legal terms that apply to Azure features that are in beta, preview, or otherwise not yet released into
general availability.

Azure Arc-connected Windows Server 2025 machines can receive Hotpatches if you enable the feature on Azure Arc

Portal. To start using Azure Arc-enabled Hotpatch, connect Azure Arc to machines using one of the following editions:

e Windows Server 2025 Datacenter Edition

e Windows Server 2025 Standard Edition

|
/ 33 professional. fast. secure.
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Hotpatch Anywhere

How it works

Monthly security patches Quality and Feature updates Reboots .NET updates not part
come quarterly (at baseline)

(no reboot) at Baseline of Hotpatching

With Hotpatch Servicing

Jan Feb Mar April May June July
[Baseline] [Baseline] [Baseline]

© NoReboot ) Reboot

|
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Media Upgrade Support

N-4 Media Upgrade Support

Details

Media upgrade to Windows Server 2025 from:
Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows Server 2022

Reminder

Ensure source is fully patched before beginning
upgrade

Backup/snapshot is encouraged

|
/ 35 professional. fast. secure.
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Whats new for Active Directory?

Active Directory Security Enhancements

7 ™ ' Ry 7 )
LDAP support for TLS 1.3 o Improved security for ﬁ LDAP prefers encryption p
confidential attributes by default
LDAP uses the latest SCHANMNEL Domain controllers and AD LDS instances All LDAP client communication after a
implementation and supports TLS 1.3 only allow LDAP add, search, modify Simple Authentication and Security Layer
for LDAP over TLS connections operations involving confidential attributes (SASL) bind prefers LDAP sealing by default.
when the connection is encrypted.

Y & Ui A S e
' N N7 ™
Kerberos support for a Changes to default behavior Q Kerberos & PKINT support aun
AES SHA256/384 of legacy SAM RPC password cryptographic agility i}

change methods
The Kerberos protocol updated to support On Domain Controllers, the latest SAM Added SHA-2 support for PKINT
stronger encryption and signing RPC password change method The Kerberos Public Key Cryptography for
mechanisms by ac_idlng SHA-256 and SHA- Sa.mrUn|cc::deChangePassw0rdUser4 Initial Authentication in Kerberos (PKINIT)
384. Cryptographic agility has been added using AES is accepted by default when protocol implementation has also been
to allow for supporting more algorithms. called remotely. updated to allow for cryptographic agility
AES is the default for symmetric encryption and has added SHA-256 and SHA-384
RC4 has been moved to the do-not-use EREERIE
cipher list and is not used by default.
A AN AN Y
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Whats new for Active Directory?

Performance &
Scale Improvements

Active Directory

Domain Controllers now NUMA
aware

Scale domain controllers beyond 64
Logical Processors

New Performance Monitor counters

Updated AD Diagnostic Data
Collector Set

|
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Whats new for Active Directory?

Machine account with managed
and fully randomized keys

Authentication is linked to device
identity

Prevents harvesting credentials
using a compromised account

|
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Whats new for Active Directory?

Upgrading Active Directory

New AD forests or AD LDS configuration
sets are required to have a functional level
of Windows Server 2016 or greater.

Promotion of an AD or AD LDS replica
requires that the existing domain or config
set is already running with a functional
level of Windows Server 2016 or greater.

39 professional. fast. secure.

/] /




WINDOWS bascit

Whats new for Hyper-V?

Windows Server 2025 Windows Server 2025
Hyper-V Scale Hyper-V

Host GPU-Partitioning (GPU-P)

Up to 4 Petabytes of RAM* GPU-P with Live Migration

. GPU-P with High Availability

Up to 2048 Logical Processors*

GPU Pools for DDA

VM Dynamic Processor Compatibility

Up to 240 Terabytes RAM per VM* hdgetate L) (T GG

Up to 2048 Virtual Processors per VM*

Native ReFS Deduplication & Compression
Network ATC and Accelerated Networking

Native SDN
*No, these aren't typos

|
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A lot of other features und updates

A lot of other new features
Check out:

https://learn.microsoft.com/en-us/windows-server/get-

started/whats-new-windows-server-2025

|
/ 41 professional. fast. secure.

/]

/

bascit


https://learn.microsoft.com/en-us/windows-server/get-started/whats-new-windows-server-2025
https://learn.microsoft.com/en-us/windows-server/get-started/whats-new-windows-server-2025

bascit

WINDOWS ADMIN .
CENTER 2410 =

eeeeeee



WINDOWS ADMIN CENTER 2410 basci

Windows Admin Center version 2410 is now generally available

Windows Admin Center provides a convenient method for IT admins to investigate and manage Platform updates
their Windows Servers. Over the last seven years, one of the top customer requests has been

performance. With this release, we are ensuring that we deliver the solution that customers

desire. This release marks a new era for Windows Admin Center as the platform for the future,

bringing efficiency and convenience to you while bridging the gap in feature parity for virtual Upgrade to .NET Core

machine management. . . . . . . .
The Windows Admin Center frontend user-interface (Ul) is built on Angular, which is in turn built

on our shell. The shell hosts all the core services and most of our Ul components, our solutions

This 2410 release marks the general availability of our "modernized gateway” or "v2” effort years like server and cluster manager, and, on top of that, every extension that you use for server

in the making. In addition, this build comes with new additions to core tools like the virtual management.

machines tool, the security tool, a new LAPS tool, and bug fixes.
Windows Admin Center Our front end interacts with our backend, which is also known as cur gateway. The gateway

hosts our authorization structure, our PS services, our gateway plug-ins, and plays a critical role
Frontend Ul

Backend (Gateway)

- [h .III e .

in every single experience that you use in Windows Admin Center.

Gateway
plugins

Angular
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Windows Admin Center version 2410 is now generally available

Windows LAPS

Introducing Windows LAPS in Windows Admin Center. Now, you can use Windows LAPS to

manage your passwords on your LAPS enabled machines within the domain. With this tool, you
can reveal and copy passwords of a given machine. View the corresponding password expiration
time and update time stamp. Mot only that, but you set the expiration time and reset passwords

for multiple machines at a time, making password management and authentication more secure,

bascit

A lot of other new features

Check out:

Windows Admin Center version 2410 is now

generally available! | Microsoft Community Hub

simpler, and efficient.

8" [0 R WindowsLAPS-WindowslAPS x| +

S ] @ Not secure

Windows Admin Center (Preview) |

DESKTOP-0GGNPDR

]

DESKTOP-TOGTBEA
WIN-H5DO1QHFE2T

WIN-ACEIGSOEQY
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7 Windows LAPS PReview ©
B Set Expiration Time [ Copy Passw
L] ] Computer Name
- LAPS-BUGBASH
DESKTOP-FIVRSAL
L

Server Manager

vord ] Powershell
Account

Administrator
Administrator
Administrator
Administrator
Administrator

Administrator

./ /ignite-ws2025/servermanager/connactions/senver/10.216.78.46/tools/laps-management
g . g H / H g9

Remote Desktop ~ Res

Account Type
DSRM

Local

Local

Local

Local

Local

Password

Get Password

Get Password

Get Password

Get Password

Get Password

Get Password

(e Kt | Frd Wl ol

= Microsoft

Authorized Decryptor

LAPSWAC\Domain Admins
LAPSWAC\Domain Admins
LAPSWAC\Domain Admins
LAPSWAC\Domain Admins
LAPSWAC\Domain Admins

LAPSWAC\Domain Adming

G items
Expiration Time Stamp
11/16/2024, 11:13:56 AM
11/16/2024, 11:57:38 AM
11/16/2024, 1155737 AM
11/16/2024, 12:06:15 PM
11/16/2024, 11:57:30 AM

11/16/2024, 11:57:37 AM

i

Password Update Time

10/17/2024,
10/17/2024,
10/17/2024,
10/17/2024,
10/17/2024,

10/17/2024,

12:13:56 PM

12:57:38 PM

12:57:37 PM

1.06:15 PM

12:57:30 PM

12:57:37 PM


https://techcommunity.microsoft.com/blog/windows-admin-center-blog/windows-admin-center-version-2410-is-now-generally-available/4356534
https://techcommunity.microsoft.com/blog/windows-admin-center-blog/windows-admin-center-version-2410-is-now-generally-available/4356534
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SQL Server 2025 is in private preview now

|
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Private Preview

SQL Server 2025

Enterprise Al-ready database from ground to cloud

Al ‘ Best-in-class security ‘ Fabric and Azure
built-In and performance Arc connected
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SQL Server 2025 is in private preview now

SQL Server 2025

Enterprise Al-ready database from ground to cloud

©

Al built-in

4o

Integrate your data

3} &

-
Bl

Develop modern

with Fabric data applications
A.) T — b ™M
‘ - v @3 ® -

Secure by default Mission critical engine
1]
'S o @ & A=
Connected Assisted by Benchmark Optimized for Built for all
with Arc Copilots leader latest hardware platforms

l
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When with SQL Server 2025 be Publicly Available?
SQL Server 2025 is planned to be publicly available in CY2025

Are there any pricing and licensing changes?
We will announce pricing and licensing at General Availability (GA)

What about editions?
We will announce which features will be included in specific editions at
GA. We welcome all feedback during our previews

How do | upgrade?
Upgrade methods will be the same as in previous releases. Supported
OS and SQL versions for upgrade will be decided during our previews

What about deprecation of features?
SQL Server 2025 comes with dbcompat 170. We will decide during the
previews any new deprecation announcements
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* Neue Webcasts in Planung — stay tuned
* Alle Infos auf https://www.baseit.at/webcast/
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