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Terminology

Datacenters

Unique physical buildings that house a
group of networked computer servers

Datacenter Region

A set of datacenters connected through a
dedicated regional low-latency network

Avallability Zones

Unique physical locations that offer
independent power, networking, cooling
within an Azure region

Geography

A discrete market, typically containing at
least one or more regions, that preserves
data residency and compliance boundaries
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) regions worldwide
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20+

datacenter regions
in EMEA

Design your growth strategy
to maximize cloud benefits

@ Take a Multi Region Approach




Multl -region scenarios

Serving multiple goals ( not only BCDR)

New oregional
datacenters available

Regional scale units &
guota management

Different services and
resource availability

Network proximity,
latency

Regulatory, compliance or @ Roaming users and
residency requirements workloads proximity

" éand yes,
@ Geo-political factors @ BC(geo)DR
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Remember: Why choose a datacenter region in -country

Top factors creating new opportunities in Austria
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~hysical datacenter security
Extensive layers of protection
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A cloud region to support IT scenarios “at home”

A local cloud region opens up many , Some exampl esé

Infrastructure Security Data Applications
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Local encrypted data storage
and data processing

The Microsoft Cloud Region
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Service Avallability in Austria East




@ General Availability

' Microsoft 365

Advanced data residency in Microsoft 365 -

Microsoft 365 Enterprise | Microsoft Learn



https://learn.microsoft.com/en-us/microsoft-365/enterprise/advanced-data-residency?view=o365-worldwide
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Microsoft 365

Advanced Data Residency in AT
=

Exchange Online

OneDirive for Business

SharePoint online

Teams

Office for the Web

Defender for Office P1 & EOP

Purview

Viva Connections & Topics

‘n Business Central

=
” . ’ Sales / Sales Insights

. v Customer & Field Service

" Supply Chain Management

» Project Operations

4 Finance

(ExampleSwissd Productavailability for Austria to be confirmed)
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Version

Microsoft 365

S Filter by title

Microsoft 365 for enterprise documentation and resources

Microsoft 365 for enterprise overview
> Metworking
~ Tenant
Roadmap
> Plan
» Deploy
» Manage
> Multiple tenants
~ Data Residency
Overview and Definitions
Product Terms Data Residency
~ Advanced Data Residency
ADR Overview
ADR Commitments
* Multi-geo Data Residency
» Workload Data Residency Capabilities
» Data Location
Identity
Compliance
Security

Privac

Advanced Data Residency in M365

Learn / Microsoft 365 / Microsoft 365 for enterprise / | E3 Ask Learn ‘ 63 Focus mode

Advanced Data Residency in Microsoft 365

08/05/2025

Overview of Advanced Data Residency

The Microsoft 365 Advanced Data Residency add-on (ADR) provides eligible customers with expanded coverage of
Microsoft 365 services and Customer Data, committed data residency for local country/region datacenter regions, and
pricritized Tenant migration services. With Advanced Data Residency, enterprise customers can best address their data
residency compliance and Tenant location requirements.

The following services are included in ADR. For more information, see:

Exchange Online
SharePoint and OneDrive
Microsoft Teams
Microsoft 365 Copilot and Microsoft 365 Copilot Chat
Microsoft Defender for Office P1 and Exchange Online Protection
Microsoft 365 web apps (formerly "Office for the Web")
Viva Connections
Microsoft Purview*
o Data Loss Prevention
o Information Barriers
o Information Protection (MIP)
Audit (Standard)
Audit (Premium)

Data Lifecycle Management (DLM)



Advanced Data Residency in M365

Licensing and Purchase

Eligibility
The Advanced Data Residency ("ADR") add-on is intended for Microsoft 365 enterprise customers who have
comprehensive data residency requirements. To be eligible to purchase ADR, customers must meet the following

prerequisites:

The Tenant Default Geography must be one of the countries or regions included in the Local Region Geography:
AustraliBrazil, Canada, Chile, France, Germany, India, Indonesia, Israel, Italy, Japan, Malaysia, Mexico, New
Zealand, Norway, Poland, Qatar, South Africa, South Korea, Spain, Sweden, Switzerland, Taiwan, United Arab
Emirates, and United Kingdom.
Customers must have licenses for one or more of the following products:

Microsoft 365 F1, F3, E3, or E5 (including SKUs without Microsoft Teams)

Office 365 F3, E1, E3, or E5 (including SKUs without Microsoft Teams)

Exchange Online Plan 1 or Plan 2

OneDrive Plan 1 or Plan 2

SharePoint Plan 1 or Plan 2

Microsoft 365 Business Basic, Standard, or Premium (including SKUs without Microsoft Teams)

Microsoft Teams Enterprise, EEA, or Essentials

Licensing Requirements

Customers must cover 100% of paid licenses in the Tenant with ADR add-on licenses for the Tenant to receive data

residency for ADR services.
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RESPONSIBILITY ALWAYS
RETAINED BY CUSTOMER

RESPONSIBILITY VARIES
BY SERVICE TYPE

RESPONSIBILITY TRANSFERS
TO CLOUD PROVIDERS

Latency

Access
Availability
Functionality
ACompliance
Operating Modell
Scale

Security

Disaster Recovery
Cost
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Local

Virtual Server Infrastructure
GeneralPurpose: A/B-/D-/E-series
Compute Optimized: FsvZseries
Memory Optizimed: Eseries, Mseries

Storage & Database

Azure StorageBlob/Premium Blob/Files/Disks
Azure Storage Datd ake

Azure SQL

Azure CosmosDB

Azure Database foMySQL/PostgreSQL
Azure DataExplorer

Azure DataFactory

Connectivity & Network
Azure ExpressRoute

Azure VPN Gateway

Azure Application Gateway
Azure Virtual WAN

for many scenarioJEEE

Application Development & Hosting

Azure App Service

Azure Containerinstances
Azure Container Registry
Azure KubernetesService AKS
Azure Logic Apps

Azure Functions

Azure Cache foRedis

High Performance Computing
Azure Batch

Communications & Messaging
Azure Event Hubs

Azure EventGrid

Azure Service Bus

Azure APl Management

Security & Business Continuity
Azure Key Vault

Azure Bastion

Azure Firewalll

Azure DDoS Protection

Azure Backup

Azure Site Recovery

Management & Monitoring

Azure NetworkWatcher

Azure Monitor:Log Analytics
Azure Monitor: Application Insights

More Fancy Stuffé
Azure Al Search
Azure HDInsight
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Roll-Out

What is the EU Data BoundaryMicrosoft Privacy | Microsoft Learn

O0T'he EU Countries are Austria, Belgium, Bulgaria, Croatia, Cyprus,

Czechia, Denmark, Estonia, Finland, France, Germany, Greece, Hungary,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands,

Poland, Portugal, Romania, Slovakia, Slovenia, Spain, and Sweden; and

the EFTA countries are Liechtenstein
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Copilot in ADR

Updating data residency commitments

Webve heard feedback from our Enterprise customers t|
appropriately across geographically diverse teams. To support,Copilot for Microsoft 365 upholds residency

commitments as outlined in the Microsoft Product Terms and Data Protection Addendum

We dr e pl e as eldterthis year Gopilotdor Michosott 365 will be added as a covered workload

under the data residency commitments in Microsoft Product Terms and the Microsoft Advanced Data
Residency (ADR) and Multi -Geo Capabilities addons. For additional information on Copilot for Microsoft 365
privacy and data storage please visit . To learn
more about our commitments to data residency, see


https://learn.microsoft.com/en-us/microsoft-365-copilot/microsoft-365-copilot-privacy
https://learn.microsoft.com/en-us/microsoft-365/enterprise/m365-dr-overview?view=o365-worldwide
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/expanding-availability-of-copilot-for-microsoft-365/ba-p/4017756
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/expanding-availability-of-copilot-for-microsoft-365/ba-p/4017756
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/expanding-availability-of-copilot-for-microsoft-365/ba-p/4017756
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[ f Infrastructure

Azure Advisor

AzureAutomanageMachine Configuration

Azure Backup

Azure Batch

AzureBlueprints

Azure Cloud Shell

Azure Content Delivery Network

Azure Cost Management artilling

Azure DNS

Azure DNS : Azure DIg8vate zones

AzureExpressRoute

Azure FilesGedZoneredundantHDD;
Zonal/LocalredundantSDD)

Azure Files Premium

Azure FrontDoor

AzurelLighthouse

AzureLoadBalancer

AzureManagedApplications

AzurePeeringService

p f Infrastructure

Azure Performance Diagnostics

Azure Policy

Azure Portal

Azure Private DNS

Azure Private Link

Azure Public IP

Azure Resource Graph

Azure Route Server

Azure Site Recovery

Azure Stack Edge

Azure Storage : Hot/Cool/Cold Blob Tiers
Azure Storage Data Lake Storage Gen2
Azure Data Lake Storage Gen2 : Premium
Azure Storage: Disk Storage

Azure Traffic Manager

Azure Virtual Desktop

Azure Virtual Machine Scale Sets

Azure Virtual Network

Azure Virtual WAN

Microsoft Entra ID

p f Infrastructure

Microsoft Intune
Premium Blob Storage
Storage: VM: Avzseries

VM:
VM:
VM:
VM:
VM:
VM:
VM:
VM:
VM:
VM:
VM:
VM:
AVA\Y b
VM:

B/BvZseries

Dadsv5Series

Dasv4/5 and Dadsv4/Series
Dasv4/5series

Dav4series

Ddv4/5series | Ddsv4/5/6series
Dlsv5/6series

Dv5/6 | Dsv4/5/6-series
EadsvEseries

Eav4 and Easv4/Series
Edv4/5series | Edsv4/5/6series
Ev4/5series | Esv4/5/6series

F and FSeries

Fsv2series
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‘3 Security

Azure Application Gateway

Azure Bastion

Azure Firewall

Azure Firewall Manager

Azure Information Protection

Azure Key Vault

Azure Network Watcher

Azure VPN Gateway

Azure Web Application Firewall

Customer Lockbox for Microsoft
Azure

Microsoft Defender for Cloud

Microsoft Defender for Identity

Microsoft Defender for 0T

W Digital and app innovation

Azure APl Management

Azure App Configuration

Azure App Service

Azure Bot Services

Azure Container Instances

Azure Container Registry

Azure Event Grid

Azure Functions

Azure Kubernetes Service (AKS)

Azure Maps

Azure Monitor: Azure Monitor
SEUELS

Azure Service Bus

Azure Service Fabric

Azure Stream Analytics

Microsoft Graph

15; Data and Al

Azure Cache for Redis

Azure Cosmos DB

Azure Event Hubs

Azure HDInsight

Azure SQL Database

Azure SQL Managed Instance

Azure Stream Analytics

Event Hubs : Azure Event Hubs
Premium SKU
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AZ-2 ADedicated physical network
> AAZto AZ latency 8 2.0msround-trip
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& https://learn.microsoft.com/de -at/azure/expressroute/expressroute-locations-providers?tabs=europe
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Azure regions to ExpressRoute locations
within a geopolitical region.

Né Filter by title

ExpressRoute documentation

> Qverview The following table provides a map of Azure regions to ExpressRoute locations within a

v Quickstarts geopolitical region.

Create an ExpressRoute circuit - Portal

Create an ExpressRoute circuit - PowerShell America Europe & Africa Asia Australia US Government China

Create an ExpressRoute circuit - CLI
Create an ExpressRoute circuit - Bicep 7 Expand table

Create an ExpressRoute circuit - ARM

Geopolitical region Azure regions ExpressRoute locations

El Download PDF

template
Create an ExpressRoute circuit - Terraform Europe France Central Amsterdam
. France South Amsterdam?2
> Tutorials i
Germany North Berlin
~ Concepts Germany West Central Copenhagen
> Work remotely Italy North Dublin
) North Europe Dublin2
> Before you start using ExpressRoute Norway East Erankfurt
v Locations and partners Norway West Frankfurt2
Poland Central Geneva
Providers by location .
Spain Central London
Locations by provider Sweden Central London2
ExpressRoute FAQ Switzerland North Madrid
Switzerland West Madrid2
> Circuits and peering UK West Marseille
About ExpressRoute gateways UK South Milan
West Europe Milan2
About zone-redundant gateways for P Munich
Availability Zones mbe‘ Newport(Wales)
About Migrating to an AZ gateway ece Oslo
About E Route FastPath eo \ Parts
out ExpressRoute FastPa .
P "“C 2A Y Paris2
About ExpressRoute Direct S Z 0 Stavanger

kholm

Vienna
Vienna2




Europe Select all

Austria East | | France Central Germany West Central
[ ] Italy North [ ] North Europe || Norway East

| Poland Central [ ] Spain Central [ | Sweden Central

[ ] Switzerland North [ ] UK South ] UK West

West Europe

FatenzjTestfausleinerdkundenumgebungliniWien

(keinlMEES)

Recommended Azure Regions
Based on your current location, here are the Azure regions with the lowest latency:
Region & Location Median

Austria East

Germany West Central

Frankfurt

West Europe

\etherlands

Latency (ms)




CLOUD REGION OSTERREICH
OFFIZIELLER PARTNER DER REGION AUSTRIA EAST

Avollstandig in Osterreich gehostete Microsoft-Cloud

AVorteile :
Aregionale Datenhaltung
A starke Performance
A niedrige Latenzzeiten
A hochste Compliance
A maximale Transparenz

Alndividuelle Projektbetreuung mit base  -IT:

AVon der Strategie tiber die Implementierung bis
zum laufenden Betrieb.

u
/ 32 | professional. fast.  secure .

V4 yd |



http://www.baseit.at/

CLOUD REGION OSTERREICH
AZURE MIGRATE & MODERNIZE

I T-Infrastrukturen neu denken T effizient
migrieren, gezielt modernisieren

= AUnsere Leistungen:

A Analyse lhrer bestehenden Systeme (Workloads,
Netzwerke, Lizenzen etc.)

A Erstellung einer individuellen Migrationsstrategie
abgestimmt auf lhre IT-Ziele

A Sichere Ubertragung lhrer Systeme in die Azure-
Cloud (Lift & Shift, Refactoring, Rearchitektur)

A Einsatz moderner Azure-Dienste zur
Effizienzsteigerung, Automatisierung und Skalierung

u
/ 33 | professional. fast.  secure . w

/] yd |

¥



http://www.baseit.at/

CLOUD REGION OSTERREICH
AZURE VIRTUAL DESKTOP

Hybride Arbeitsplatze aus der Cloud T sicher,
leistungsstark und flexibel

lhre Vortelle:
A Sicherer Zugriff auf den Arbeitsplatz von lberall

A Zentrale Administration von Nutzerzugangen,
Anwendungen und Updates

A Nahtlose Integration in Ihre Microsoft Umgebung

A Hochste Sicherheitsstandards inkl. Multifaktor-
Authentifizierung, rollenbasierter Zugriff &
Datenverschlisselung

A Flexibel skalierbar
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CLOUD REGION OSTERREICH
24X7 MANAGED SERVICE SECURITY & SOC

Cybersecurity im Fokus der Cloud -Transformation

Durch das base -IT Security Operation Center (SOC)
""""" ; profitieren Sie von:

: SOC HOTLINE
s A Uberwachung und Bearbeitung von Alerts rund um die Uhr
¢ A Alert-Bearbeitung basierend auf Kundenvereinbarung
. %%.cm A Monatliche Alert-Berichte
Buis Lo R T — Lo, . A SLAfir Alert-Bearbeitung
| SERVCE S HOTLN 1| DATACENTERHOTUNE |1 NETZWER HoTUNG E

... Sowie von modernsten Microsoft -Losungen flr Ihre Security:

A Microsoft Entra ID P1 | Microsoft Entra ID P2 | Microsoft Defender
XDR | Microsoft Defender Antivirus | Microsoft Defender for Endpoint |
Microsoft Defender for Identity | Microsoft Defender for Office 365 |
Microsoft Defender for Cloud Apps | Microsoft Defender for Cloud |

- Microsoft Sentinel .
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