bascit

WHAT'S NEW FOR .
ENTRA & SECURITY B

|

UPDATE MICROSOFT IGNITE 2024 . — L

PATRICK BOCK

Lead Architect professional.

2024-12-06 fast.
secure.




AGENDA

Entra

Internet Access

Entra

Private Access
Password spray detection

Passkey

Security Copilot

Unified Plattform
Agent

MDO with LLM

Security Exposure
Management

TITAN

SECURITY

Windows 11 Features

Hello for Business

Admin Protection

App Control for Business

Protected Print

Hotpatch

Security Baseline 24H2

W365

W365 LINK

bascit

=
O
=
=
=




ENTRA - INTERNET & PRIVATE ACCESS

WHATS NEW FOR ENTRA & SECURITY

ANY EMPLOYEE

Cloud and on-
premises identities,
groups and roles

Any location

HQ, branch office,
home, remote

Any platform

Android, iOS, Linux,
MacOS, Windows

.

Any device

Corporate and
personal

J

C

Microsoft Entra
Conditional Access

)

C

Continuous Access
Evaluation (CAE)

)

< Dedicated tunnels )

|
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ENTRA - PRIVATE ACCESS & INTERNET ACCESS UPDATES bascit

WHATS NEW FOR ENTRA & SECURITY

Private Access

iOS & macOS Clients
Quick access policies

App discovery

Private DNS

Private Access for Domain Controllers

|
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Internet Access
Universal continuous access evaluation (CAE)
TLS inspection

Netskope One Advanced Threat Protection
(ATP)

Netskope One Data Loss Prevention (DLP)



ENTRA - REAL-TIME PASSWORD SPRAY DETECTION bascit

Erkennung von Password Spray Attacken in Echtzeit
Risk Based Conditional Access Rules sind sehr effektiv

Schutz vor Advanced Attacks wie

Adversary-in-the-Middle (AitM)
More than

Tokendiebstahl 99% of identity
attacks are

password attacks

Phishing

- Password spray
/ 6  professional. fast. secure. Breach replay
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ENTRA -|

WHATS NEW FOR ENTRA & SECURITY

Poor

Password only

123456
admin
quertyuiop
P@ssword2024!

5%gHy*73xWcd#jQz89cn
pGol17

|
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Fair

Password and...

SMS

Better
Password and...

Microsoft
Authenticator push
notifications
Software Tokens OTP

Hardware Tokens OTP

Better

Passwordless

Microsoft
Authenticator phone
signin

Best
Phishing-resistant

Windows Hello for
Business

FIDO2 security key

Certificate-based

authentication
(multifactor)

Platform credential
for macOS

Passkey in
Microsoft

Authenticator
(device-bound)

Stronger authentication methods

bascit
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ENTRA - PASSKEY bascit

WHATS NEW FOR ENTRA & SECURITY
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O s fonl e B\ crosoft
Successful sign-in rate B vicoso Signin
. Sign in Email, phone, or Skype
W h e n u S I n g pa S S keys Email, phone, or Skype No account? Create one!
No account? Create one! Can't access your account?
Can't access your account?
Q Sign-in options
Qﬁ Sign-in options
& login.microsoftonline.com Priva
Don

Higher sign in success rate o
than passwords a wielr tyuionp

a s d f g h j k |

B z I x|clvibinim| E
Terms of use  Privacy & cookies - . - 123 space @ ¢
< > ) = -
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ENTRA - SECURITY COPILOT bascit

® 0
e%»
[
Security
team

A generative Al-powered assistant for
security and IT that empowers teams to
protect at the speed and scale of Al

Mitarbeiter Upskilling

Zeitersparnis

4

Aufwandige Analyse und Korrelation

KQL — Support Catch what Strengthen
others miss Respond team expertise

faster

u




SECURITY - DEFENDER XDR UNIFIED SOC PLATTFORM bascit

WHATS NEW FOR ENTRA & SECURITY
L) Endpoing,

Unified Plattform agent

MDE
MDI -
® ® 3
DLP & Unified o
oT = =
e o
g platform -
PAM Integration g S
RS agent &
Privileged Identity Management in Microsoft Entra ID
.-
¢

o
o
a Joss preve®

|
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SEGURITY - DEFENDER FOR OFFICE WITH LLM bascit

WHATS NEW FOR ENTRA & SECURITY

Generally available
Ignite: Redefining email security with LLMs to tackle a new era of social engineering

Eigenes LLM fir MDO @ @ = (=)

¥ ¥ v ¥

Erkennung des Inhalt

104

Customer domain

104

Threat detection

M M
(ML models, threat feeds, anti-virus engines, P2BCL, DMARC, spoof, impersonation, etc.)

Klassifizierung nach Kategorien:
Payroll Fraud
Invoice Scams
Glft Ca rd fraUd Threat classification
Corporate Data Theft e )
Pll Gathering
Lure-Based Attacks
Task Manipulation

¥
B . @ @ @
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SEGURITY - MICROSOFT SECURITY EXPOSURE MANAGEMENT basc it
WHATS NEW FOR ENTRA & SECURITY

Maps & Graphen der kritischen Assets & Schwachstellen
Gute Abdeckung durch (Endpoint, Mail, User, OT, Cloud, SaaS)

Moglichkeit 3rd Partys SaaS anzubinden PRI
(Salesforce, ServiceNow, GitHub, Okta,
Citrix ShareFile, DocuSign, Dropbox,
Google Workspace, NetDocuments, Graph  Recommendations

Workplace (preview), Zendesk, ks e R
Zoom (preview), and Atlassian)

Device with high severity vulnerabilities allows lateral movement to azure key vault

@ =

@w—o—v @ -Q

ne c158¢501f2e9037. 8 jlt decedcrke yva -
}}}}}

|
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O | Microsoft Defender

Incidents > Human-operated ransomware attack was launched from a compromised asset

ID 1134731: Human-operated ransomware attack was launched from a compromised asset

EEE High @ Active & Unassigned  #Z Unclassified ® Last updated: Aug 01, 2023 2:41 AM Attack disruption || Critical asset

Attack story Alerts (7) Assets (6) Evidence and response (40) Similar incident Summary

Detection & categories < Incident graph
Active alerts Cateqories
12\18 3
First activity Last activity

Aug 01, 2023 2:41 AM Aug 01, 2023 3:36 AM

Alerts

>

Aug 01,2023 241 AM | @ Active
Suspected overpass-the-hash attack
cf-, Jonathan.wolcott@contoso.com

Aug 01,2023 2:42 AM | @ Active
Successful logon using overpass-the-hash...
O cont-jonathan.pc & Jonathan Wolcott

Aug 01,2023 2:43 AM | @ Active
Suspicious access to LSASS service
% Jonathan Wolcott

Aug 01, 2023 2:45 AM | @ Active
File dropped and launched from remote...
& Jonathan Wolcott

Aug 01, 2023 2:45 AM | @ Active
Suspicious service launched
O cont-jonathan.pc S Jonathan Wolcott

Aug 01,2023 3:36 AM | @ Active
Possible data exfiltration

O cont-mikebarden.pc

& mike.barden@contoso.com

Connection

10.50.133.52

Association

®
S &
o

Jonathan Wolcott Sarah Lee

( Qe Disabled
20 devices X
Isolated (18/20) ..
o)

(@) | < B e [ ) SRR

File-server-DB1 Contoso-Sarah-pc

Isolated

&3

24 files

off Layout v

# Group by v



SEGURITY - TITAN TI-BASED ATTACK DISRUPTION bascit

WHATS NEW FOR ENTRA & SECURITY

Neue Angriffsmethoden & Frameworks werden sehr intensiv angewendet weil sich
noch unerkannt sind.

Tenant ubergreifendes Framework fiir die Erkennung von Attacken und ganzen
Szenarien

Al fur die schnelle Anwendung und Analyse der Attacke

Paper: [2411.06239] Web Scale Graph Mining for Cyber Threat Intelligence

|
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https://arxiv.org/abs/2411.06239
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Threat Actor

Malicious Architecture Toolkit
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Threat Actor

Malicious Architecture Toalkit
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Managed & unmanaged devices

S . Initial ransomware
= g— f— attack from NEW se—
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OrgA  Microsoft
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Copilot

TITAN Database

Info aggregated by Al, filtered for new
Threat actor telemetry Al Detection Models

Managed by Microsoft profiles or bolsters existing profiles, and
and behavior info automatically informed
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WINDOWS 11 - FEATURES bascit

WHATS NEW FOR ENTRA & SECURITY

(- N\ ( )

SMART APP CONTROL,
Ce

y Safe language across

< 55 WINDOWS PROTECTED PRINT

APP CONTROL FOR BUSINESS operating system
DELEGATED MANAGED
ES  PERSONALDATAENCRYPTION ) CONFIG REFRESH e SR TR
f 1 ( In preview ( Coming soon )
HYPERVISOR-ENFORCED oo —
.ﬁ PAGING TRANSLATION ~~ WINDOWS HELLO WITH RECALL «_ 3P PASSKEY MANAGER SUPPORT
In preview ( In preview In preview
<% ADMINISTRATOR PROTECTION ®°) WIN32 APP ISOLATION () WINDOWS HOTPATCH
In preview | ( In preview
e" ZERO TRUST DNS _C" DEVICE HEALTH ATTESTATION EXPANDED

|
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WINDOWS - HELLO FOF

WHATS NEW FOR ENTRA & SECURITY

Windows Hello for Business bekommt weitere Hartung
Support fir Passkeys

Basis flir wichtig Features (PDE, Admin Protection, Recall,
Endpoint Priv. Management)

Base-IT empfiehlt:

Hello for Business jetzt aktivieren oder im Bestellprozess
berlcksichtigen!

Verwenden sie Passkeys auch fiir ihre Privaten Accounts
(Gmail, Apple, Amazon)
Passkeys.directory

|
/ 26 professional. fast. secure.
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Choose how to save passkeys


https://passkeys.directory/

WINDOWS - ADMIN PROTI

WHATS NEW FOR ENTRA & SECURITY

“wenn eine Systemanderung Administratorrechte
erfordert, wie z. B. einige App-Installationen, wird der

Benutzer aufgefordert, die Anderung sicher mit Windows

Hello zu autorisieren.

Windows erstellt ein temporares isoliertes Admin-Token,
um die Aufgabe zu erledigen. Dieses temporare Token wird

sofort nach Abschluss der Aufgabe zerstort, um
sicherzustellen, dass Administratorrechte nicht bestehen
bleiben. Der Administratorenschutz hilft sicherzustellen,
dass Benutzer und nicht Malware die Kontrolle Gber
Systemressourcen behalten. Es wird auch fiir Angreifer

storend sein, da sie keinen automatischen, direkten Zugriff

auf den Kernel oder andere kritische

Systemsicherheitsfunktionen ohne spezifische Windows

Hello-Autorisierung mehr haben.”

/ 27 professional. fast. secure.
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Profile separated admin/user token

=

Isolated
admin
profile

mY
EO
Isolated

admin hive
\

\

Elevated (isolated
admin) token
J

=

User
Profile

User hive

Allow this app to make changes to this
device?

O Settings

Verified Publisher: Microsoft Windows

r

Hello Robin Counts!
Select Allow changes to continue.

T~

Allow changes

: | : Just in time admin token

No auto-elevation

User token



WINDOWS - APP CONTROL FOR BUSSINES bascit

WHATS NEW FOR ENTRA & SECURITY

Application Control fur Windows 11
Konfiguration Gber Intune
Intune als Managed Installer

Al — Analyse von ,verwundbaren Applikationen”

|
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WINDOWS - PROTECTED PRINT bascit

WHATS NEW FOR ENTRA & SECURITY

Secure and modern printing (mobile)

Mopria Support

Increased PC security.

Simplified and consistent printing experience, regardless of PC architecture.

Removes the need to manage print drivers

Printer preferences

Windows protected print mode

This feature helps ensure the latest security standard for printer software. Turning this on may limit the availability of some printers using an older Turn Off
default security standard. Learn more.

/ 31 professional. fast. secure.
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WINDOWS - HO! bascit

WHATS NEW FOR ENTRA & SECURITY
Edit Windows quality update policy (preview)

Windows 11 24H2 bekommt Hotpatch © settings

Define the quality update policy settings below. Devices assigned to this policy must meet prerequisites. Learn more about
prerequisites. &'

Wen|ger Re boots notwend|g Automatic update deployment settings *

Apply the latest cumulative quality Allow
updates for security @©

Konfigurierbar Uber Windows Update for Business  whenaviisbie, appiy without @D Alow

restarting the device ("hotpatch”).
Learn more about updating without
restarts. Cf'

Update (Janner, April, Juli, Oktober) — Normale Security Updates mit Reboot

2 Monate danach kdnnen Updates ohne Reboot installiert werden.

|
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WINDOWS 11 24H2 SECURITY BASELINE bascit

WHATS NEW FOR ENTRA & SECURITY

Anwendbar Uber GPO und Intune

Best Practice Empfehlungen fur einen sicheren aber funktionalen Client

Einfache und schnelle Anwendbarkeit

Base-IT empfiehlt:

Neue Windows Releases immer mit Baseline testen.

|
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W365 & AVD bascit

WHATS NEW FOR ENTRA & SECURITY

i iraderan, Deloriar Fumnsall vl

Iriegrared B
E ol |‘II|.:‘Ell Harme Group Prodde Erabliad Actan Creprrich
sbaund Rulsi
S b D f It .“, Connection Security Rul = I Micreriod Ofios Dumloni Pubstaz e Al Fien
ecu re y e a u B pignitoring CdWindoms 365 Securnty Delault - Block TP 1385 Al ¥es Bl P
{ A Winsdcaws B8 Secueity Delauit - Block UDEP 1588 Al s Block Mo
B I OC k R D P (3 389) i n AV D/W3 65 B B icronc Seckisaltil i A00I2E21.1.0 x5 Basloph Jibl Phlarcdoft fecHealthlil 0. Doma. s Allew Fic
B Mok Taarma [TBE MDRA- S5 1 4T6E - B26- . Al Vs Al Mo

Passkey flir macOS

Sichere Reauthentication (Every time)

Windows App

Mobile Application Management (MAM fir Windows App)
Beispiel: keine lokalen Laufwerke auf unmanaged Devices.

|
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W365 | bascit

WHATS NEW FOR ENTRA & SECURITY

Verfugbar Q2 /2025 um S 349,-

4K auf 2 Bildschirmen

Teams, Webex optimiert

Keine Moglichkeiten lokale Daten zu speichern == . ==

3x USB A
1x USB C
1x HDMI
1x DP

1x Ethernet

|
/ 35 professional. fast. secure.
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WEBCAST AUSBLICK - IGI bascit

e What‘s new for Microsoft Purview
e 10.12.2024 — 11 bis 12 Uhr

e What‘s new for Azure Infrastructure & Platform as a Service
e 13.12.2024 — 11 bis 12 Uhr

 What’s new for Hybrid Cloud
e 17.12.2024 — 11 bis 12 Uhr

Anmeldung:

/ 36 professional. fast. secure. https://www.baseit.at/webcast/
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https://www.baseit.at/webcast/
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