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UNSERE GEPLANTEN THEMEN FUR HEUTE

Q/A

o

Security Fabric  Aktueller Uberblick Al

tber die Fortinet
/I Hardware /I
Was ist Security \1 Wie kann mir Al \l

Fabric? helfen? ]
Hardware FortiAl

Overview Demo

|
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http://www.baseit.at/

The Fortinet Security Fabric Vision

Fortify your Network

Secure Networking
W

Converge security and
networking to protect every
edge and device

S @

Unified SASE Al-driven §ecurity
Operations

O

Secure users anywhere and
applications on any cloud

\- O

%

One Operating System, One Management Plane, One Analytics
Engine, Unified Endpoint Agent, and Al-powered Security Services

Detect, investigate and respond to
threats at massive scale

O J

© Fortinet Inc. All Rights Reserved.
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Infrastructure has become more Complex...

...leaving It Vulnerable to Attack

The world today is hybrid
with applications sitting
across multiple clouds

Users are moving
on and off the network
%\, with multiple devices

| [
Devices munmil @

1 4 L 3 7 7 ®
I N
~ [ J
D A A fast and secure network
7 -, oo \ot g
! /l is essential for digital acceleration
i e
1 ,l
1
.@‘ ,/© Awhole new ecosystem
/’ of connected devices
=

© Fortinet Inc. All Rights Reserved. 6




Recognized by Industry Analysts

Gartner SD-WAN MQ

Sep. 2024 Magic Quadrant for
SD-WAN

Fortinet Recognized as a Leader
Seven Years in a Row

Forrester SASE/ZTE Wave

Aug. 2023 Forrester Wave
Zero Trust Edge Solutions

Fortinet Recognized as a Leader

Gartner Peer Insights

Customers’ Choice

March 2024 Gartner SD-WAN Peer Insights

Fortinet Receives Customers’ Choice
Five Years in a Row

This graphic was published by Gartner, Inc. as part ofa larger research document and should be evaluated in the context of the entire document The Gartner documentis available upon request from Fortinet.
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U
Evolution of SD-WAN from Point Product to The Platform

-] =l

&

oo 0o
Secure SD-Branch ZTNA & SASE
SD-WAN
Was all about network Adding security services *  Build out SD-Branch with  ZTNA and SASE
transformation replacing LAN integration integration
routers Build out WAN with 5G * Multi-cloud and cloud
on-ramp
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Network Challenges

Complexity of operations for fragmented networks

Manual Visibility
operations

Finding
root cause

© Fortinet Inc. All Rights Reserved.
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Operational Challenges

=

Ops Team

Vague and fragmented issues
require highly skilled and
time-intensive investigation
and remediation

Too much data to monitor

High level of expertise required across
wireless, LAN, WAN / SD-WAN

Time consuming troubleshooting process

Triaging skillset varies by vertical and scenario

Unused or poorly utilized network resources

10




AlOps Outcomes

N

(TN M

\. o~/ = /M
~—

AlOps Ops Team

Easily monitor lots of data points,
establish baselines and find

Reduced technical requirements

Faster root cause analysis

Reduced MTTR

Improved network and application availability

Improved user experience
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How Does Artificial Intelligence Help?

Artificial intelligence with machine learning (Al / ML) for network operations

Processes event Predicts failure Reviews state Provides client
logs from all type based on and configurations level remediation
network devices trained ML models to quickly drive to to overcome the
across the root cause failure
deployment

" © Fortinet Inc. All Rights Reserved. 12



A
Fortinet’s Secure LAN Vision Powered by FortiLink

A secure approach to networking through convergence

Secure Easy Intelligent
Building, securing
and managing local
area networks doesn't
_ have to be challenging,
Convergence of Easy to Purchase Intelligent and time consuming
security and Easv to Deblo resilient networking -
network access Easz to Segurg out of the box, with and expensive.

centralized data
augmented by Al
NetOps

Easy to Manage

—— © Fortinet Inc. All Rights Reserved. 13



(®) Convergence of Networking and Security

Enterprise Requirements Convergence High ROI & Low TCO

NGFW »
1%\ One Console

Wireless ((( ° )>> .

L
% One Config
Fewer Licenses
Simplified
Operations

—— © Fortinet Inc. All Rights Reserved. 14
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Fortinet FortiGate Portfolio

Branch
(40-90 Series)

Campus
(100-900 Series)

Data Center
(1000-4000 Series)

1~ 7 1(@1
SPS |- (CPQ
T

Large Data Center
(6000-7000 Series)

FG-40F Series
0.6 Gbps

SSD Threat Protection

FG-60F Series
0.7 Gbps

Threat Protection

Secure .
WLAN SD-WAN FG-80F Series
0.9 Gbps
Threat Protection

OT Deployments e e—
I Ul .
By- > FG-90G Series
pass 2.2 Gbps
Rugged Threat Protection

FG-200F Series
3 Gbps
Threat Protection

TaymmamizE==E

FG-400F Series

ULL Ports
9 Gbps
Threat Protection

FG-600F Series
ULL Series

10.5 Gbps
Threat Protection

1w B SSSS BESS HERNRITR IR
FG-900G Series
20 Gbps

Threat Protection

Convergence networking security SD-WAN / WLAN / 5G

Broad-based variants for wider use cases

4X industry average threat protection

= - 1 -8 i
TS EE pEmp g3 o e

FG-1000F Series FG-3200F Series
13 Gbps 45 Gbps
Threat Protection Threat Protection

—r
e 8 SmmaEmE s
ﬁm&m FG-3500F Series

63 Gbps
Threat Protection

FG-1800F Series
15 Gbps
Threat Protection

FG-3700F Series

Integrated ZTNA

75 Gbps
e asssses aase: asansassssss . Threat Protec“on
HE——3 ]} - sy
Le=iS
FG-2600F Series
15 Gbps
Threat Protection FG-4000F Series
45 —70 Gbps

Threat Protection

FG-6300F Series
60 Gbps
Threat Protection

FG-6500F Series
100 Gbps
Threat Protection

FG-7000F Series
50 - 520 Gbps
Threat Protection

Granular policies for east-west traffic management

VXLAN Deployment

Ultra-low latency

400GE Built-in Ports

Industry-leading Al/ML-driven NGFW with inline L7 inspection and SSL encryption in ASIC-based appliances

Advanced network segmentation and granular policies for comprehensive threat prevention

Operates with 88% less power consumption than industry-standard CPUs
Single platform to implement firewall or proxy architecture



7 nm Technology

o Less Power Consumption
o Compared to Leading
Industry-Standard CPUs

32x Encryption

Hardware-Accelerated Encryption

Hardware-Accelerated Encapsulation
and Traffic Shaping

Secure
Boot

F:RTINET
FortiSP5

TeWYOSBG-0001

0

Volumetric

DDoS

Protection

Performance Per Watt

Dual Cluster

2.5Gbps CPU

SSL Deep Inspection Octa Core

1G/2.5G/5G/

Interfaces e

17X

Security Processing Unit

Security Compute Rating for
Firewall Performance vs. Leading
Industry-Standard CPUs

© Fortinet Inc. All Rights Reserved.
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AP Models

« Wi-Fi Wave2 /6 /6E/7
* Rugged & Outdoor options

« Wallplate / desktop
options

* Tri-radio with
scanning options

« UTM onboard capable

 Remote AP capable

© Fortinet Inc. All Rights Reserved.
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FortiSwitch Portfolio

Access Family 100/200 Series

8 /24 | 48 Port 1GE access options
POE+ Capable

Uplinks options 1GE / 10GE (Transceiver)
Layer 2 or 3

Campus Family 400/500/600 Series

24 [ 32 | 48 Multi-GE options
PoE options up to 90W 802.3bt PoE

Uplinks options 10GE / 40 GE uplinks / 25GE (Transceiver)
Dual AC Power

Layer 3

Campus Core Family 1000/2000/3000 Series

24 [ 32 /48 Port 10GE / 25GE / 100GE (Transceiver/RJ45)
Uplinks 25GE / 40GE / 100 GE (Transceiver)
802.3bt PoE capable (T series only)

: ——; Dual hot swappable AC power supplies
== Layer 3

& Forunet inc. All Ngrits neserved. 19



High Performance Wired and Wireless Networking

m m FortiGate
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ﬁ%@ Fortinet Secure LAN

Key Takeaways

@ Scalable Performance
@ Visibility and Control
of every user and device

No complex licensing

)

Zero Touch Deployment
and Orchestration

Management of Security
and Access via single console

Built-In Intelligence

© Fortinet Inc. All Rights Reserved.
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@ FortiAlOps

Artificial Intelligence with Machine Learning for the Security Fabric

Monitoring

- Trend analysis / Historical baselines
- Network visualization SD-WAN

=

FortiSwitch

Troubleshooting

/‘7 - Wireless service assurance :
@ - Spectrum analysis :
- Heatmaps .

- Cable test

+ Application visibility FortiAlO
ortiAlOps

Artificial Intelligence FortiExtender FortiAP

gm - Dynamic baselining

- Triage of issues
« Recommended remediation

© Fortinet Inc. All Rights Reserved. 22



AlOps Vision

// \\ // \\
/ \ / \
I \ ] \
I \ | \
® \ : \
| - . ' .
| Diagnostics : | Prescribe
: Triaging : : Self-Healing
: | :
| : |
Descriptive : : Predictive I
Baselining : ! Recommendations :
: . and Optimization : PS
\\ l' \\ ,'
\ ! \ /
\ / \ /
. © Fortinet Inc. All Rights Reserved. | 23



Tight Integration With LAN, WLAN, WWAN, ZTNA 0. .0

4
Transition to support SD-Branch, SASE and Zero Trust Edge 2
- \ — oo Oows —
Q‘ ~ — I —
o < DC OO0 000 L
ZTNA Wireless LAN LAN NGFW SD-WAN Wireless WAN

Only Vendor Integrates & Manages All Functions with a Single Management

Simplify Architecture Accelerate Enhance Operations Accelerate Transition to Zero
and Management Troubleshooting and Lower TCO Trust Architecture & SD-Branch

- © Fortinet Inc. All Rights Reserved. 24




FortiAl Assistant

Generative Al Augmented SecOps

FortiAnalyzer 7.6 =

* Reduces Security Operations

© FortiAl
workload

5. @v N3~ adminv

FortiAl is a generative Al security assistant for SecOps teams to offload their workload.

FortiAl uses FortiGuard lab’s high-fidelity security data and is continuously monitored and

improved by FortiGuard Security experts.

« Simplify platform usage with natural
Ianguage prompts Messsage FortiAl

» Interpret security events, generate U P
S u m m a ri eS , aSS eS S po te n t i a I i m pact ’ Can you provide a summary of the latest Assist SOC analysts of all skill levels to augment their

security incidents detected? ability for incident investigation, response and threat
. . . Could you assist in identifying any anomalies in hunting.
a n d re m ed I at I O n reCO m m e n d a tl O n S our network traffic? Interpret security events, generate a detailed
Is there any unusual behaviour observed from summary, potential impact, and remediatit
specific user accounts we should investigate? recommendations.
= Are there any known exploits or vulnerabil Simplify platform usage with natural language
C C re ate CO m p I eX d ata b aS e q u e rI e S y that we need to remediate immediately? prompts, like creating complex database queries and

Is there any unusual outbound network traffic generating reports, writing event handler and

re p O r‘tS , eve nt h a n d |e rS a n d S I E M that could indicate data exfiltration? fc:r::et:::l;lu\e;::::;e:v::\::;:\;ny product
detection rules

Security and Privacy

FortiAl is meticulously designed for privacy,
accuracy, and safety. It carefully conceals sensitive
information and strictly acquires only verifiable,
factual data to minimize the risk of Al-generated

errors. Additionally, robust security measures are in

place to protect the Generative Al against hacking

attempts or data poisoning, ensuring the integrity of
its outputs. Furthermore, the Al provides users with
insights into the potential risks associated with
recommended actions and utilizes built-in role-
based access control to safeguard against

unauthorized access.

25



"w " FortiAl Proxy & Data Privacy

Generative Al Augmented SecOps

il

FortiAnalyzer FortiManager FortiAl Proxy Generic LLM

XXX-XXX
Data Masking RAG for Accuracy
using GDPR features & Reliability

- © Fortinet Inc. All Rights Reserved. 26



'®" Retrieval Augmented Generation (RAG)

Close Look at RAG

1. Document retrieval and ingestion

Retrieve
mm) | Documents | IR
Documents Documents
embedding

Knowledge Base
(Guides, PDFs)

Vector

2. User query & response

O

DB

Embedding

—] —— = >
- Query Model Query and Prompt (Instruction) LLM
User Query Embedded Query + Query
+ Enhanced
T Content ‘

Streamed text response (generative)

© Fortinet Inc. All Rights Reserved. 27



How many users watch
youtube today?
FAZ execute the call on its local db e—

o T ——— - Ll T T T T T Y YrY'éY!7Y Y47 - —

o TN N

T R R R R R

Assistants APIls on LLM

Check for Instructions

function get log statistics
{

m

"filter": "app_name ~ 'youtube",

"

"groupBy": "src_ip",
“time-range": "Today"

© Fortinet Inc. All Rights Reserved.
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WIE BASE-IT SIE UNTERSTUTZT

INDIVIDUELLE
LOSUNGEN FUR
L
UNTERNEHMEN

KONZEPTPHASE

Entwicklung maBgeschneiderter
Konzepte

Analyse der bestehenden IT-
Infrastruktur

PROOF OF CONCEPT

Testen der Lésungen in lhrer Umgebung

bascit

UNTERSTUTZUNG BEI DER PRODUKTAUSWAHL

Beratung bei der Auswahl der
passenden Fortinet-Produkte

Vergleich und Bewertung verschiedener
Losungen

NETWORK & SECURITY CHECK NACH BEST
PRACTICES

Uberprifung Ihrer Netzwerksicherheit

Empfehlungen zur Optimierung nach
aktuellen Best Practices

l
. Consulting & Beratung Managed Service & Betreuung Cloud Services On Premise-Datacenter
30 professional. fast. secure.
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KOMMENDE WEBCASTS
WWW.BASEIT.AT/WEBCAST

= Al Transformation mit Microsoft Copilot
= 09.05.2025 | 11 bis 12 Uhr

= Kl-Potentiale erkennen & nutzen
= 16.05.2025 | 11 bis 12 Uhr

/ 31 | professional. fast. secure.
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http://www.baseit.at/

bascit

Ansfelden | Salzburg | Wien | Hall in Tirol

Q&A +43 7229 87800 - 0 | office@baseit.at | www.baseit.at
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http://www.baseit.at/
https://www.unserebroschuere.at/baseit/MailView/
https://www.xing.com/pages/base-itgmbh
https://www.linkedin.com/company/base-it
https://www.kununu.com/at/base-it
https://www.facebook.com/BaseItGmbh
https://www.youtube.com/channel/UCrANCjvoC3ev4BKtWPrgPsA
https://www.instagram.com/base_it_gmbh/

	Folie 1
	Folie 2: Ihre Gastgeber für den Webcast
	Folie 3: Agenda
	Folie 4
	Folie 5: The Fortinet Security Fabric Vision
	Folie 6: Infrastructure has become more Complex…
	Folie 7: Recognized by Industry Analysts 
	Folie 8: Evolution of SD-WAN from Point Product to The Platform
	Folie 9: Network Challenges
	Folie 10: Operational Challenges
	Folie 11: AIOps Outcomes
	Folie 12: How Does Artificial Intelligence Help?
	Folie 13: Fortinet’s Secure LAN Vision Powered by FortiLink
	Folie 14: Convergence of Networking and Security 
	Folie 16: Fortinet FortiGate Portfolio 
	Folie 17
	Folie 18: AP Models
	Folie 19: FortiSwitch Portfolio
	Folie 20
	Folie 21: Fortinet Secure LAN 
	Folie 22: FortiAIOps
	Folie 23: AIOps Vision
	Folie 24: Tight Integration With LAN, WLAN, WWAN, ZTNA 
	Folie 25: FortiAI Assistant 
	Folie 26: FortiAI Proxy & Data Privacy
	Folie 27: Retrieval Augmented Generation (RAG)
	Folie 28: How does FortiAI protect data?
	Folie 29: FortiAI Demo
	Folie 30: Wie base-it sie unterstützt
	Folie 31: KOMMENDE WEBCASTS 
	Folie 32

