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EINFUHRUNG

ORGANISATORISCH
BEIY ' % .. ' Aktion
. . Qﬂiﬂu == F“ql"?a* .. )
Jede Aktion generiert Automatisierung fur

Markierung und Schutz von
sensiblen Daten unabhangig

Datensétze. HHA

1 i
Gespeichert in L sy ‘"‘“‘ .

Datenbanken, File dentifizierun vom Speicherort.
iIfizieru

Shares, E-Mails, Cloud- 9 MaRnahmen gegen
Diensten.. mnerhalb Welche sind meine unabsichtliches Teilen,
und au_Ber_haIb meiner sensiblen und Exfiltrierung, Datendiebstahl
Organisation. schitzenswerten Daten?  ,um. |
_—T ‘ =

_— L
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JNG MS PURVIEW

DEFINITION VON DATEN — CLASSIFIER IN PURVIEW

Credit Card Number > Details

" SenS|t|Ve Info Ty A Test I Copy Description

Detects credit card numbers for

> Details
Source code

Description

This classfier predict whether a
given document contains any
programming code from any of the
23 programming languages:
ActionScript, C, C#, C++, Clojure,
CoffeeScript, Go, Haskell, Java,

Overview Matched items

Recommendation SSN,HccountID_, FirstName{ LastName,Email . . ILF:E\E; %bJeSCt'\;e‘
270 34 7884,B12345678,Richard, Jackson,Richardl@contoso.onmicrosoft.com LR, .U Yy, >cala,
030 72 7381,B12345678,Sarah,Jefferson, sarah.jeffersonlcontoso.com n Script

. . .
ClaSSIerI‘ IS ready f 757-85-7495,B12345678,Bradly,McGordon, bradly.mcgordon@testcompany.com
781-70-8498,B12345678,Shiva,Agarwal, sargarwal@national.onmicrosoft.com
749 25 3016,B12345678,Flash, Gordon, flash.gordon@outlook.com
789-21-8631,12345678, Andrew, O'Donnal, andrew.odonnall@contoso.onmicrosoft.com
Use classifiers to auto-apply sensit 182-73-1694,12345678,Angelica, Jackson, angelica.jacksonmsn.com
303-81-0470,12345678,Ruchi, Gupta, ruchig@office.com
758 13 4820,12345678,William,Richardson,william.richardson@contoso?.onmicrosoft.com
111-69-8921,12345678, Joseph, Smith, joseph.smith@outlook.com

list: Keyword_cc_verification
® Keyword
list: Keyword cc name

4 | professional. fast. secure. e Function

processors: Func_expiration_da

+a

This classifier can now be used in

Use classifiers to auto-apply retent



http://www.baseit.at/

"UHRUNG MS PURVIEW
PROZESS ERSTELLUNG VON CLASSIFIER

Process flow for creating custom classifiers

Steps taken / Steps taken by the
visible to the user system

Customer picks

the SharePoint User picks the

sites to create  —> negative

model (positive samples
samples)

Model splits Prediction User can

sample into N Classifier scores on test publish and

training and creation samples shown use classifier
testing for review in policies

|

Total processing time: Minimum = 3 hours; Maximum = 2 days

ra kY
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RUNG MS PURVIEW
ROLLEN IN PURVIEW

Role groups for Microsoft Purview solutions

Admin roles give users permission to view data and complete tasks in the Microsoft Purview portal. Give us

= Administrative Rollen + Create role group () Refresh
= Compliance Administrator
= Insider Risk Management

= End-User relevante Rollen
= Insider Risk Management Analyst
= Information Protection Investigators
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|  Insider Risk Management Investigators
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JHRUNG MS PURVIEW
LIZENZUBERBLICK

Centralized

Management

Office
for the Web
(incl Visio)

Microsoft 365 E3

Defender for Endpoint
Plan 1

Pclar:’:n Enhanced Tamper
ot ASR Protection

H
Microsoft Microsoft Microsoft
Search Teams To Do
OneDrive for Power Apps
Business for
Plan 2 Office 365

SharePoint
Online
Plan 2

7 | professional. fast. secure.
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‘Web Content
Filtering

Audio
Audit Azure AD for
) |
L 4
Compliance Data Loss eDiscovery
Manager Prevention (standard)

Basic
Mobility &
Security

Microsoft 365 E5 Security

Ac?.f:m:," Information Protection &

Governance

Endpoint Trainable
DLP Classifiers

Microsoft 365 E5 Compliance

Insider Risk
Management

Insider Risk
Management

‘Advanced
.
Encryption
Data
Lifecycl Double Key
Sensgsment

Exact Data Records
Match Manag

Rules-Based Teams
Classification Data Loss
(Office 365) F
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Ergebnisse exportieren

& CO N T E Grundgesamtheit
S U C HE IM 0365 TENANT Durchsuchbare Dateien: Export

Ausgabeoptionen

(@) Alle Elemente, auBer denen mit einem unbekannten Format, sind verschlisselt

| Conte nt SearCh oder wurden aus anderen Grinden nicht indiziert.

N . . . . . .
(_) Alle Elemente, einschlieBlich derer mit einem unbekannten Format, sind
verschlisselt oder wurden aus anderen Griinden nicht indiziert.

Speicherorte

P . . .. -
(__) Nur Elemente, die ein unbekanntes Format haben, verschlusselt sind oder aus
anderen Griinden nicht indiziert wurden

(®) Bestimmte Orte

Exchange-Inhalt exportieren als
Status Ort Enthalten

(®) Eine PST-Datei pro Postfach

B Exchange-Postfacher Alle () Eine PST-Datei, die alle Nachrichten enthilt

Benutzer, (

- . . . . . _—
. , (_ ) Eine PST-Datei mit allen Nachrichten in einem einzigen Ordner
©  Yammer-Benutzernachrichten —

3  Microsoft 365-Gruppen Wi Teams

- .
(_ ) Einzelne Nachrichten

& SharePoint-Sites Alle

& OneDrive-Sites & Microsoft 365-Gruppenwebsites Websites ¢ D Deduplizierung fur Exchange-Inhalt aktivieren

#i  Teamwebsites % Yammer-Netzwerke

@: Offentliche Exchange-Ordner Schatzung

Zahl GréBe Aktualisiert auf

+ Bedingung hinzufiigen Durchsuchbare Eleme... 2 446 Ergebnisse 647.15 MB

Nicht durchsuchbare ... 389 Ergebnisse 117.52 MB
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EDISCOVERY & CONTENT-SEARCH
UNTERSCHIEDE CONTENT-SEARCH & EDISCOVERY

Inhaltssuche eDiscovery eDiscovery (Premium)
(ELTGE))

— Suchen nach Inhalten - Suche und Export - Verwaltung von Verwahrer -
— Schlisselwortabfragen und - Case Management Benachrichtigungen
Suchbedingungen - Rechtliche zur Aufbewahrung gesetzlicher Aufbewahrung -
— Exportieren von Suchergebnissen Aufbewahrung Erweiterte Indizierung
— rollenbasierte Berechtigungen - Uberpriifungssatzfilterung

- Tagging

- Analysen

- Vorhersagecodierungsmodelle
und mehr...

|
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\ LICECYCLE MANAGEMENT
EINFUHRUNG

= Wie lange mussen Daten aufbehalten werden?
= Definition von Retention-Labels

@8 Exchange

= Aufbewahrungszeitraum @ Teams
= Aktion nach Ablauf der Zeit |
& Sharepoint
= Veroffentlichung durch Label-Policies A% Groups @ OneDrive

= Static vs Adaptive Scopes

= MRM Retention Policies
= Exchange Archivierung

Microsoft 365

|
/ 12 | professional. fast. secure. ¢H
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CYCLE MANAGEMENT
ERSTELLUNG RETENTION.LABEL

@ Name

Label Settings

O Period .
Create retention label
O Finish
® Name
o Label Settings
. Period
@ HName @
#® Setting after period
@ Label Settings

Finish

Period

Finish

When items were last modified

When items were labeled

Product lifetime(event type)

Expiration or termination of contracts and agreements(event type)

Define label settings

We'll apply the settings you choose to labeled items

= - < re .
(@ Ratain itamec faravar ar for a enarifier narind

Employee activity(event type)

Choose what happens after the retention period

These settings determine what happens to items when the retention period ends.

(@ Delete items automatically
We'll permanently remove labeled items from wherever they're stored.

() Start a disposition review
Let the disposition reviewers you assign in the next step decide if items can be safely deleted or whether other actions (such as changing the retention period)

should be taken. Learn more

() Change the label
You can extend the pericd by choosing an existing label to replace this one with._Learn more about relabeling

items

() Run a Power Automate flow
Customize what happens to labeled items with a Power Automate flow. You can run a flow to meet a specific business need, such as moving labeled items to a
certain location or sending email notifications.

Learn more about running_a Power Automa

() Deactivate retention settings
Labeled items won't be retained or deleted when their retention settings are deactivated. You'll have to manually remove any items that you want deleted.
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=CYCLE MANAGEMENT
VEROFFENTLICHUNG EINES LABELS

Publish labels so users can apply them to their content.

selabels to publish Choose where to publish labels

Administrative Units When published, users i nization will be able to apply this label to items in the loc

u can set up data connectors to import content from non-Microsoft app k, WhatsApp and many more, for use with this solution.
Scope P P P PP ¥ ;

1ange email, O 1 SharePoint documents

Publish to users and groups

QO Name your palicy Status Included Excluded

| On 0= e
Q Finish

|
. 'y kY
14 | professional. fast. secure.
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)SS PREVENTION (DLP)
EINFUHRUNG

= Ziel von DLP :

= Erkennung des Datenflusses sensil
" SChUtZ Vor unSICherer Frelgabe Microsoft Purview Information Protection ’;f____“l'_‘_'_-a.~

cnfiguration

= Verhinderung unangemessene Dat sk

= OnPremise & Endpoint Integratione
= Defender for Endpoint
= Uberwachung von Client-Aktivitate

SharePoint

SEMEr

|
/ 16 | professional. fast. secure. )
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PREVENTION (DLP)
RICHTLINIE Customize advanced DLP rules

Choose where The rules here are made up of conditions and actions that define the protection requirements for this policy. You can edit existing rules or
create new ones.

N a I I l\ We'll apply the policy to data

@ If your role group permissions art L Create rule
permissions,

Create aC

(D) Protecting sensitive info in on-pre
MName * capability. Learn more about the

Germany I (i) Pay-as-you-go billing needs to b
w volume of content detected Germany Financial Data

Conditions

Content contains ar

Location

DE"S(TII‘JtIDﬂ @2 Exchange email

Helps dets

&> SharePoint sites
&% OneDrive accounts

&1 Teams chat and chan & of conten cted Germany Financial Data
[ ) etected ( any cial Data

Conditions

-
Lonte

52 Devices

8 Instances

E On-premises repositc

& Fabric and Power Bl v

Send alerts to Adm
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Insider risk level for Adaptive Protection is

OREVENTION (DLP) [

dden the policy tip

~~ User notifications

Edit rule

Use notifications to inform your users and help educate them on the proper use of sensitive info.
Use rules to define the type of sensitive information D On

Name *
antains words
Low volume of content detected Germany Financi: Email notifications
1atches patterns
Preview and edit notification email .
Descripticn ite contains words or

1te matches patterns

er of

. The person who sent. shared. or modified the content

/~ Conditions
not be scanned

We'll apply this policy to content that matches the Owner of the SharePoint site or OneDrive account ]
complete scanning

. Owner of the SharePoint or OneDrive content
-~ Content contains chment is password iy
Send the email to these additional people:

Group name * operator
Add or remove users

Default V>f these |

nber of
Attach matching email message to the notification (applies only to Exchange)
Sensitive info types is
Policy tips —
Credit Card Number . . . . . . J | @ @
Support and behavior for policy tips varies across apps and platforms. Learn where policy tips are supported
EU Debit Card Number contains words ) | ® w
matches patterns
Add
Ibute contains words or
i Create group
ibute matches patterns
AND contains words or phrases
. . A i
. Content is shared from Microsoft 36% User overrides matches patterns i

Allow overrides from Microsoft 365 files and Microsoft Fabric items tyis
Detects when content is sent in email messag
|uals or is greater than

with people cutside my organization

1t contains words or phrases

. Incident reports

Applies only to content shared from Exchang 1t matches patterns

Use this severity level in admin alerts and reports:
words or phrases

Add condition Send an alert to admins when a rule match occurs.

Jatterns
@ o

Send email alerts to these people (optional)
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>S PREVENTION (DLP)
PRAXISBEISPIELE

Data explorer

4 locations with items containing Al Full Names

= Monitoring vo

Choose a classifier or a label

O Filter on labels, ¢
‘ A Filter on labels, ¢ + Export

Selected filter set: None Save

L Data source T Sensitive info types Sensitivity labels Trainable classifiers EDM classifiers Retention labels
/~  Sensitive info types

Date: 3/4/2025-10/4/2025 Activity:

Copilot All Full Names, Philip.. Customer Complaint

All Full Names .
& OneDrive All Full Names, Philip.. Offentlich, Intern, 20. Customer Complaint

Philippines Passport Number B SharePoint All Full Names, Philip.. Offentlich, Befunde. | Customer Complaint

buchhaltung Wi Teams All Full Names, Philip... Customer Complaint
Indonesia Passport Number

All Medical Terms And Conditions

See all 180

/™ Sensitivity labels

Offentlich

M File created on netwaork share PAG Geheim
M File created

M File renamed Befunde
M Archive created

Intern

201001 - Streng Vertraulich Arial

See all 13

19 | professional. fast. s .
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RISK MANAGEMENT
EINFUHRUNG oty r

Built-In Indicators Custom Indicators

nsider risk policy templates define the type of risk activities you want to detect and investigate. Each template is based on indicators that trigger alerts when users perform related activities. Cho

2 I eI VO n I R M " A Set up billing to use pay-as-you-go indicators. Cloud service, cloud storage, generative Al, and Fabric indicators have switched to our pay-as-you-go billing model. To use these indicators,
.

—no upfront costs, no commitment. Learn more about pay-as-you-go billing

= Erkennung interner Risiken

~+ New indicator variant

Office indicators

Tr i g g er Eve nts Device indicators

Microsoft Defender for Endpoint indicators (preview)

Data CO n n e Cto rS Risky browsing indicators (preview)

Physical access indicators

Microsoft Defender for Cloud Apps indicators
Bewertung des RiSikOS anhan (.

Cumulative exfiltration detection

Risk score boosters

Cloud storage indicators

Richtlinien basierend auf Tem [G—Gm—G—m—es
[ ] Daten d Ie bStah I Generative Al apps (preview) new
= Datenexfiltration oo febeindicser

Communication compliance indicators  new

u Microsoft Entra ID Protection indicators (preview) wnew

21 I prOfeSSiO na|. faSt. secure. Data loss prevention (DLP) alert indicators (preview) new
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RISK MANAGEMENT
RICHTLINIEN-BEISPIEL

Choose a poli

nsider risk management New insider risk policy

Policy templates specify the

Policy template H
Choose users, groups, & adaptive scopes
Data theft
Name and description Choose users, groups, and adaptive scopes within your organization who this policy will apply to.
Data theft by departing

@ Al are arouns and adaptive ccobes
Admin units (@ All users, groups, and adaptive scopes

Data leaks

() Specific users, groups, and adaptive scopes

I Data leaks Users and groups

Data leaks by risky user
Content to prioritize

Data leaks by priority u:

Triggering event

Risky Al usage (preview)

Security policy violations (

@)
Risky Al usage (preview QO Indicators
@)

Finish

Security policy violation. ypicvic e, e U L LI Ly 1L Y S e e i e -

Security policy violations by Activities detected include (O

departing users (preview) * Downloading files from SharePoint

Securi_ty p-::_li-:y‘\,-'ioleti-::ns by risky . Printing files

users (preview) » Copying data to personal cloud storage services
Security policy violations by priority

u
22 | professional. fast. secure.
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RISK MANAGEMENT
RICHTLINIEN-BEISPIEL

Choose triggering event for this policy

Choose one or more triggering events to determine when a policy will begin assigning risk scores to a user's
activity.Learn more

User matches a data loss prevention (DLP) policy

ncident reports. Learn more about DLP policy requirements.

Select a DLP policy

:.: User performs an exfiltration activity
Policy will star ning risk scores when specific thresholds are detected for activity following indicators
Select which activities will trigger this policy

() Unable to select some indicators? This is because they're currently turned off in your organization. To make them available to select, you can
tum them on now.

Turn on indicators
Downloading content from SharePoint
Sending email with attachments to recipients outside the organization
Printing files
Creating or copying files to USB
Using a browser to upload files to the web

Sharing SharePoint files with people outside the organization

|
23 | professional. fast. secure.

Choose thresholds for triggering events

The policy will start assigning risk scores to activity only when specific thresholds are met for the exfiltration activities
you selected as the triggering event. Thresholds are based on the number of events recorded for an activity per day.
You can use recommended thresholds or specify your own.

Indicators

The following indicators are used to generate alerts for the activity detected by the policy template you selected.
Learn more

Total indicators selected: 54/91
(D) Unable to select some indicators? This is because they're currently turned off in your organization. To make them available to select, you can turn
them on now.

Choose indicators

Office indicators (28/30 selected)
Device indicators (8/15 selected)

Physical access indicators (0/1 selected)
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RISK MANAGEMENT
RICHTLINIEN-BEISPIEL

Detection options

These advanced detection options are used to generate alerts for the ac detected.

Sequence detection

jroup of two or more activities performed one after the other
re used to detect ea ) in a sequence, which are organ

Ces

tion then exitr Choose threshold type for indicators

tion, obfuscate, then exfiltrat Lo . . .
Each indicator you selected uses thr ds to influence the ¢ V'S , which in turn determines whether an

/
iltrate, the alert's severity is low, medium, or high. Each threshold is based on the number of events recorded for an acti

tion, obfusc: dfiltrate, then

|
] rY K
24 | professional. fast. secure.
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' RISK MANAGEMENT

& Months 3 Months 1 Month

Triggering event; Triggering event:

oD OO O o

© i
MM O o ONe

| 0
CY ) o
) @ o0dO

[ =) T,

@
® M) o M o
» o ¥

- |
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ER RISK MANAGEMENT

Alert: Confidentiality obligation during departure

v Alert: Confidentiality obligation during departure nsgn @ nectsconer ([ Dismiss alen

% A
Only activity wit

Activity that generated this alert Triggering event User details User alert history

Data exfiltration: Files uploaded to cloud storage Feb 7, 2024 (UTQ) #Anorymized P EAAAADX/0qYHAUMG3
87/100 High severity | Oct 23, 2024 (UTC)

downloaded from 1 u

Sending emadl with attachments 1o SGtkiAG. dAH 3AHNEkUT+ GASEXMZ3KPysC

VSLQs TrBefaCLEMmM3 Iwbtmiic
reciplents outside the o aVouGSE TrBefaClorm3 TwbtmUo=

Files that have labels apphed. roject Alpho

Reduce alerts for this activity

User activity Forensic evidence
Show: All scored activity for this user . Risk category: Any \ Activity type: Any
Sort by: Date occured

® Communication risk: Messages violating financial
regulatory compliance shared

October 23, 2024 (UTC Ris re

@ Data exfiltration: Files copied to USB device

October 23, 2024 (UTC) | Rish

f
containIng s 0, including: Credit Cards

@ Data exfiltration: Files copied to USB device

luding: Credit Cards

ing: Credit Cards

@ Data exfiltration: Files copied to USB device
October 22, 2024 (UTC) | Risk score: 79/100

26 | professional. fast. secure.
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INSIDER RISK MANAGEMENT

Microsoft Purview Microsoft Purview Microsoft Entra Microsoft Purview
Insider Risk Data Loss Conditional Data Lifecycle
Management Prevention Access Management
Continuously evaluate Dynamically prevent Dynamically prevent Dynamically preserve
and publish risk level. unauthorized use. unauthorized access. deleted files.

|
/ 27 | professional. fast. secure.
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/

Elevated -—=° Block action —-° Block access —° Preserve data

risk

Block action,
Moderated —. ol —. Terms of use

risk

Minor —‘ Policy tip

risk
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AZURE INFORMATION PROTECTION

UBERSICHT

= Datenklassifizierung
= Office Dateien, PDFs, PowerBI
= E-Mails & Meetings

= Schutz & Markierung von Daten
= Rechtevergabe

= Verschllsselung
= \Wasserzeichen

|
/ 29 | professional. fast. secure.
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n v~ \Von: matthias.purke-™k~-~%~& -
Vertrauliche Dokumente kénnen nicht nach extem verse ndet

Neue E-Mail
Nachricht Einfligen Text formatieren Zeichnen Optionen
._20; CC)' Bce anzeigen [z gsbestitigung ( \|/ @
o e - . &
. | Cec anzeig Lesebestat nforde
itor Barrierefreiheit = Senden =~ Serien-E-Mail - ) 0 ) '9'_"ga " lichkeit
gberprafen | planen starten  [/] Absend: g [ Reak nicht zul Prioritat niedrig
Korrekturhilfen Senden Felder anzeigen Tiacking
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ORMATION PROTECTION
SENSITIVITY LABEL

Define the scope for this label

. Ty
Display name * L/

Intern Labels can be applied to data assets and containers (like SharePoint sites and Teams). Let us know where you want this label to be used so we
can show you the related protection settings. Learn more about label scopes

Label priority (0
Files & other data assets
Label files and data assets in Microsoft 365, Microsoft Fabric (includes Power BI), Microsoft Azure.

Emails

. . x I(T‘\ .
Description for users * (L) Label messages sent from all versions of Qutlook.

\: By default, this label will be assigned the highest priority, but you can change this after it's ¢

Highest

Beschreibung welche Dokumente mit dieser Klassifizierung versehen werden sollen .
4 Meetings

Label calendar events and meetings schedules in Outlook and Teams.

Parent label will automatically inhent meeting scope from sub labels

N N . i
Description for admins (L)

Groups & sites

Configure privacy, access control, and other settings to protect labeled Teams, Microsoft 365 Groups, SharePoint sites, and Loop
workspaces.

Enter a description that's helpful for admins who will manage this labe

~ 0, Wondering where the schematized data assets option went? To apply this label to data assets in Azure, select “Files and other data assets” above and then add this label to an
Label color (D) auto-labeling policy that's scoped to Azure storage and Azure SOL. Learn more

|
30 | professional. fast. secure.
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FORMATION PROTECTION
SENSITIVITY LABEL

Customize footer text

Content marking

This text will appear as a footer on labeled email messages and documents.

Footer te:

- |
/ 31 | professional. fast. secure.
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FORMATION PROTECTION
SENSITIVITY LABEL

Auto-labeling for files and emails
Detect content that matches these conditions
Content contains
Trainable «
u
el

32 | professional. fast. secure.


http://www.baseit.at/

ORMATION PROTECTION
SENSITIVITY LABEL

Define protection settings for groups anc

. : Define external sharing and conditional access settings
Protection settings

SharePoint content with people outs nization and decide whether users c ites from

Privacy and external user access
Control external sharing from labeled SharePoint sites

Control the | of ac hat internal an nal u ill have to . ) . . L
When this label is a Shar
External sharing and Conditional Access

Control external sharing and configure Conditional /
Private teams discoverability and shared channel settings

D whether private teams will be erable in searches and coni

ting authentic

. ry K
33 | professional. fast. secure.
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FORMATION PROTECTION
LABEL PUBLISHING

= Verteilung der Labels auf Usergruppen

Policy settings

1 in this policy.

|_| Users must provide a justification to remove a label or lower its classification

ill r i justification before removing a label or replacing it with one that has a lower-arder number. ¥ou ¢ i

nd em: v if these item:

Support and behavior for this setting varies a pps and platforms. Learn mi

|:| Require users to apply a label to their Fabric and Power Bl content

s will be required to a abels to unlabe ontent tf ate or edit in Fabric and Power BI. Learn mo

|:| Provide users with a link to a custom help page

- |
34 | professional. fast. secure. ¢!y
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RVIEW
STARKEN DER KOMBINATION

Information Protection Data Loss Prevention Insider Risk Management

B Microssft Purview © 7 wamtown )

Overview Overview

Results from the last scan for risk activities

S et Protect sensitive financial, healthcare and HR info
Trainable classifiers used most in your content

r users performed exfiltration
activities

Recasnrvessdutons S0t » Dte bk’ peficy
Sensitive info types used most in your content
E—————— — —

5.9% of users with a resignation date
performed exfiltration activities

|
. ry K
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-ORMATION BARRIER

= Erstellung von Segmenten

9o
= Trennung von Diensten riﬂ — 4
= Teams-Chat/Call Investment banker

segment

Financial advisor
segment

= User-Suche
= Team-Mitglieder
= Datei-Sharing

HR segment

= Exchange ist out of Scope

-
/ 37 | professional. fast. secure. ey
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COMPLIANCE
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IANCE MANAGER
TENANT ASSESSMENT

= Assessment basierend auf Regulierungen (GDPR,NIS2, ISO-Zertifizierungen)

39 | professional. fast. secure.

%2 Contoso Electronics  Microsoft Purview

Compliance Manager

Overview

Overall compliance score

Your compliance score: 49%

12000/24471 points achieved

Compliance Ma

Key improvement actions

ment action Impact Group
Enable self-service password reset

Use boundary protection devices for unclassi

Provide just-in-time notification or syste|

Disable 'Domain member: Disable machine a

Turn on email scanning for antivirus solution

Enable 'Consistent MIME Handling'

Block email application from creating child p.

Enable

MIME Sniffing Safety Feature'

Block outdated ActiveX controls

ger settings

Action type

Data connectors

L & 7

Solutions that affect your score

Solution

Attack Simulation Tr

Audit

Azure

Score contribution Remaining actions

Azure Active Directory ¢

Communication com

Compliance Manager

Data classification

Data lifecycle manag

Data loss prevention

()

rY K
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ANCE MANAGER
IMPROVEMENT ACTIONS
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