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Microsoft Defender for Cloud

Cloud Security Posture (CPSM)

Cloud Workload Protection (CWP)
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Scope: Microsoft Defender for Cloud & Sentinel
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MDC: Cloud Kill Chain Model
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MDC: Multi Cloud & Hybrid Protection
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Multi-Cloud support 
- Azure
- AWS
- GCP
- Onprem

Cloud Workload Protect (CWP)
- Server
- Cloud native workloads
- Database & Storage
- Azure services

Cloud Security Posture (CSPM)
- Secure Score
- Policies and compliance
- Improved automation

Microsoft Defender for Cloud (MDC)
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MDC – Security posture management | Secure Score

Microsoft Defender for Cloud (MDC) – Cloud Security posture management (CSPM)

• Gain instant insight into the security state 
of your cloud workloads

• Address security vulnerabilities with 
prioritized recommendations 

• Improve your Secure Score and overall 
security posture in minutes

• Speed up regulatory compliance

• Granular control of Secure Score

Evaluated Categories

Compute AppNetworkAccess SQL server

50%
Secure
Score

+7% +2% +1% +3% +2%

Secure Score Impact



MDC – Security posture management | Compliance & assessment

Microsoft Defender for Cloud (MDC) – Cloud Security posture management (CSPM)

+7%

• Demonstrate compliance status, based on 
continuous assessments of Azure resources

• Monitor AWS and GCP resources with 
multi-cloud support

• Azure Security Benchmark monitoring enabled by 
default, fully aligned with 
Secure Score

• Support common industry standards, as well 
as custom initiatives based on Azure Policy

• Overview of compliance status and 
report download



Multi-cloud support 
- Azure
- AWS
- GCP
- Onprem

Cloud Workload Protect (CWP)
- Server
- Cloud native workloads
- Database & Storage
- Azure services

Cloud Security Posture (CSPM)
- Secure Score
- Policies and compliance
- Improved automation

Microsoft Defender for Cloud (MDC)
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MDC – Cloud Workload Protection| Defender for Server (Windows & Linux)



MDC – Cloud Workload Protection|Vulnerability assessment for VM

Automated deployment of the vulnerability scanner

Continuously scans installed applications to find 
vulnerabilities for Linux & Windows VMs

Visibility to the vulnerability findings in Security Center 
portal and APIs

Choose between Qualys and Microsoft’s threat and 
vulnerability management capabilities.



MDC – Cloud Workload Protection| Common & Azure Services



MDC – Cloud Workload Protection| Defender for Storage



MDC – Cloud Workload Protection| Defender FOR Container & Kubernetes



MDC – Cloud Workload Protection| SQL



MDC – Cloud Workload Protection| ARM DNS KeyVAULT



Microsoft Sentinel
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Microsoft Sentinel



Microsoft Sentinel



Data Collection Rules 

(AMA Only)

Data ingestion methods

Logstash

Log Analytics

workspace

Windows Server

With MMA agent

Windows Server 

With AMA

Syslog/CEF

WEF

Azure

Microsoft Sentinel
Defender for Cloud Apps

Defender for Cloud

Azure AD Identity Protection

Azure Activity

Azure Active Directory

Defender for O365

Native Data Connectors

Windows 
Servers

Defender for IoT

Online/Offline 

Sensor

IOT/OT Network

Azure Diagnostic

Logs

Security Events

Microsoft Partners / Threat Intelligence/

Vendors

S3

TLS/SSL

TAP/SPAN

Syslog/CEF

Syslog

Virtual Machines

Built-in Data

Connectors

Syslog, CEF, custom logs

Syslog

CEF logs

Linux (AMA Agent)

Linux (MMA Agent)

Defender for IOT

Defender for Identity

Defender for Endpoints

Custom Application

Syslog/CEF Data

TLS/SSL Encrypted Data

Win Event Forwarding

Security Events

Legend

TLS/SSL

Rest API
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Managed Service Security Overview

Security Operation 

Center

Managed Services Security 

Products
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Managed Service Bundles

M365 Security E3 / E5
Azure Security

complete

M365 E3/E5 Azure complete

24x7

24x6

11x5

Azure AD Premium

Defender AV

Defender for Endpoint

Defender for Identity

Defender for O365

Cloud App Security

Azure Secenter / Defender

Azure Sentinel

To be extended…





Security Operation Center
Reaction Catalog

27



Base-IT 24x7 Services (including SoC)
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