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SCOPE: MICROSOFT DEFENDER FOR CLOUD & SENTINEL
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MOC: CLOUD KILL CHAIN MODEL
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MODC: MULTI GLOUD & HYBRID PROTECTION
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Native CWP tools
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Asset management
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SIEM integration
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MICROSOFT DEFENDER FOR CLOUD (MDC)

Cloud Security Posture (CSPM)

Secure Score
Policies and compliance
Improved automation
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Cloud Workload Protect (CWP)
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Continuously Assess

Know your security posture.
Identify and track
vulnerabilities.

Server

Cloud native workloads
Database & Storage

Azure services

Secure

Harden resources and
services with
Azure Security Benchmark.

Defend

Detect and resolve threats to
resources, workloads, and
services.
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MDC — SECURITY POSTURE MANAGEMENT | SECURE SCORE

Evaluated Categories

- Gain instant insight into the security state | | |

of your cloud workloads = 2.\ 7
-~ so. &
Access Compute SQL server Network App

- Address security vulnerabilities with

prioritized recommendations
- Improve your Secure Score and overall F F ?

security posture in minutes

Secure Score Impact

- Speed up regulatory compliance

50%

Secure

« Granular control of Secure Score Score




MDC — SECURITY POSTURE MANAGEMENT | compLIANCE & ASSESSMENT

Demonstrate compliance status, based on
continuous assessments of Azure resources

Monitor AWS and GCP resources with
multi-cloud support

AZURE SECURITY BENCHMARK monitoring enabled by
default, fully aligned with
Secure Score

Support common industry standards, as well
as custom initiatives based on Azure Policy

Overview of compliance status and
report download

a

Google Cloud

(] Security Center | Regulatory compliance
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MICROSOFT DEFENDER FOR CLOUD (MDC)

Cloud Security Posture (CSPM)

Secure Score
Policies and compliance
Improved automation

|
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Cloud Workload Protect (CWP)
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Continuously Assess

Know your security posture.
Identify and track
vulnerabilities.

Server

Cloud native workloads
Database & Storage

Azure services

Secure

Harden resources and
services with
Azure Security Benchmark.

Defend

Detect and resolve threats to
resources, workloads, and
services.
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MDC — CLOUD WORKLOAD PROTECTION | pEFeNDER FOR SERVER CWINDOWS & LINUX)

Microsoft Defender for Servers
On-premises S aws A

Protect Linux & Windows servers from threats s Azure

e .
Antimalware

+ Use Just-in-Time VM to control access to commonly biTe S R AT iz Lol Az
attacked management ports for Endpoint analytics for Apps

Reduce open network ports

Limit open ports with adaptive network hardening " v

Block malware with adaptive application controls
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Protect Windows and Linux servers with the
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integration of Microsoft Defender for Endpoint v v | Malicious code Data
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MDC — CLOUD WORKLOAD PROTECTION | VULNERABILITY ASSESSMENT FOR VM

Vulnerabilities in your virtual machines should be remediated

Automated deployment of the vulnerability scanner

Continuously scans installed applications to find
vulnerabilities for Linux & Windows VMs

Visibility to the vulnerability findings in Security Center S o
oortal and APIs : e e .

Choose between Qualys and Microsoft’s threat and
vulnerability management capabilities.



MDC — CLOUD WORKLOAD PROTECTION | common & AZURE SERVICES

Comprehensive threat protection

Threat protection for cloud and hybrid workloads

Threat protection for common cloud resources
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Any Azure K8s Azure App Azure Blob Files Azure Managed PostgreSQL  MySQL MariaDB loT
Server VMSS clusters Services sQL Storage Storage Synapse Instance

Threat protection for Azure service layer
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Azure Network Key Azure Azure
Layer V1 Vault management DNS



MDC — CLOUD WORKLOAD PROTECTION | pereNpeR For STORGE

Enable Detect Remediate

0 o o

F Attacker ¢ Investigate in
-—s Microsoft Sentinel

SecOps @

“ Admin T

Protected
Storage

o B Security alert > 2,
Blobs, Files, N s
One-click ADLS Gen2 ——
enablement . Automatic
s v ¥y Response
J Defender for Storage
Azure Native Security Rich Detection Suite Response at scale Centralized & Integrated
Built-in within Azure with 1-click Covering top Storage threats powered Reduce frictions preventing and Centralize security across all data assets
enablement. Protect Azure Blob, by Microsoft Threat Intelligence responding to top threats managed by Azure and built-in integration

Azure Files and Data Lakes with Microsoft Sentinel & Azure Purview



MDC — CLOUD WORKLOAD PROTECTION | pereNDER FOR CONTAINER & KUBERNETES

AKS cluster and
nodes hygiene

Harden and audit AKS clusters
according to Azure Security
Benchmarks and follow the Docker
CIS benchmark on container nodes

\,

Runtime threat
detection

Detect suspicious behavior in
Kubernetes workloads via a
unique agentless approach
leveraging Kubernetes audit log,
in addition to Kubernetes workers
dedicated detections

4

Admission control
policy management

Mandate/audit security best
practices on Kubernetes workloads



MDC — CLOUD WORKLOAD PROTECTION | sa

Threat detection

Detect unusual and harmful attempts to breach SQL servers in Azure, other clouds, and on-premises

Vulnerability assessment é

Discover and remediate security misconfigurations in SQL servers in Azure, other clouds, and on-premises

Protect SQL servers anywhere m
Support for Azure Arc-enabled SQL servers




MDC — CLOUD WORKLOAD PROTECTION | arm bNs KevvauLT

Breadth threat protection with Microsoft Defender

Protect any workload in the cloud

<

Microsoft Defender for
Resource Manager

Automatically monitors all resource
management operations performed
in your organization

Detects suspicious Azure Resource
Management activities and
sends alerts

Microsoft Defender
for DNS

Continuously monitors all DNS
queries from your Azure resources

Sends alerts when suspicious activity
Is detected

Microsoft Defender for
Key Vault

Detect unusual and potentially
harmful attempts to exploit
Azure Key Vault
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MICROSOFT SENTINEL

COLLECT SECURITY DATA AT CLOUD SCALE FROM ALL SOURCES ACROSS YOUR ENTERPRISE

e Microsoft 365

BB Microsoft
B2 Azure r‘

Pre-wired integration with Microsoft solutions

Connectors for many partner solutions

Standard log format support for all sources

Proven log platform with more than
10 petabytes of daily ingestion i
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MICROSOFT SENTINEL

REDUGE SECURITY AND IT COSTS WITH A COST-EFFECTIVE SIEM

No infrastructure costs, only pay for TRADITIONAL SENTINEL

what you use

Bring your Office 365 Data for free

Predictable Billing with capacity
reservations ii II - 6

Flexible model, no annual - . -
. ardware aintenance oftware At
commitments cetup etup Cloud-native, scalable SIEM

48% reduction in costs compared to

legacy SIEMs?




Data ingestion methods
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MANAGED SERVICE SECURITY OVERVIEW basc it
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ESSENTIAL PARTS OF MANAGED SERVICE SECURITY

reactive Alerthandling
24x7

Forensic Analysis
& centralized Logging

proactive Operations
& Servicing




SEGURITY OPERATION CENTER

REACTION CATALOG

27

Identity Protection

Identity Protection

Identity Protection

Identity Protection

Identity Protection

Identity Protection

AzureSentinel

AzureSentinel

AzureSentinel

Defender for Identity

M Incident

Risky User (Persénlicher User)

Risky User (Service User)

Risky Sign In (Pers&nlicher User)

Risky Sign In (Service User)

Risk Detection (Persénlicher
User)

Risk Detection (Service User)

Generell

MFA disabled for User

GlassbreakAdmin Logon
Detected

Honeytoken Activity(von Server
aus)

Honeytoken Activity(von Client

User blockieren und kontakieren,
Passwortanderung anfordern falls
die Anmeldung nicht vom User
initiert wurde

Kunde kontaktieren,
Passwortédnderung anfordern falls
die Anmeldung nicht vom Service
User kontaktieren,
Passwortanderung falls die
Kunde kontaktieren,
Passwortanderung anfordern falls
die Anmeldung nicht vom Service
User kontaktieren,
Passwortanderung falls die
Kunde kontaktieren,
Passwortéanderung anfordern falls
die Anmeldung nicht vom Service
Incident priifen, Betroffene
Rechner in Defender for Endpoint
kontrollieren und bei Bedarf
Isolieren + User informieren, Auf
betroffene Server verbinden und
nicht zutreffend

GlassbreakAdmin - Block Sign In,
Priufen der Audit Logs im Azure
AD ob User erstellt/geandert
wurden (Rechtevergabe,
Passwortanderunge)..., Falls ja
diese auch sperren,
Passwortdnderung des
GlassbreakAdmins gemeinsam
mit Kunde

nicht zutreffend

nicht zutreffend

User kontaktieren,
Passwortanderung falls die
Anmeldung nicht vom User initiert
wurde

Kunde kontaktieren,
Passwortédnderung anfordern falls
die Anmeldung nicht vom Service
User kontaktieren,
Passwortdanderung falls die
Kunde kontaktieren,
Passwortanderung anfordemn falls
die Anmeldung nicht vom Service
User kontaktieren,
Passworténderung falls die
Kunde kontaktieren,
Passwortédnderung anfordern falls
die Anmeldung nicht vom Service
Incident prifen, Betroffene
Rechner in Defender for Endpoint
kontrollieren + User informieren,
Auf betroffene Server verbinden
und pirfen + Kontakt mit Kunde
Prufen wer die MFA disabled hat,
Kontaktaufnahme mit Admin,
Grund far Deaktivierung fragen,
Im besten fall wieder aktivieren
nicht zutreffend
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Sign In"s auf Auffalligkeiten
prifen, Bei Auffalligkeiten mit
User abstimmen

Sign In’s auf Auffalligkeiten
prifen, Bei Auffalligkeiten mit
Kunde abstimmen

Sign In’s auf Auffalligkeiten
priifen, Bei Auffélligkeiten mit
Sign In"s auf Auffalligkeiten
prifen, Bei Auffalligkeiten mit
Kunde abstimmen

Sign In"s auf Auffalligkeiten
prufen, Bei Auffalligkeiten mit
Sign In’s auf Auffalligkeiten
priifen, Bei Auffalligkeiten mit
Kunde abstimmen

Incident prufen, Betroffene
Rechner in Defender for Endpoint
kontrollieren + User informieren,
Auf betroffene Server verbinden
und purfen + Kontakt mit Kunde
nicht zutreffend

nicht zutreffend

Mit Kunde Abstimmen ob der Alert nicht zutreffend

durch eine Software
(LDAP-Abfrage) gemacht wurde
Client im Defender for Endpoint
prifen, Falls Auffalligkeiten
vorhanden - Prifen ob bereits
eine Automatic Investiagtion

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend

nicht zutreffend




BASE-IT 24X7 SERVIGES (INCLUDING SOC) basc it
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Datacenter Day

2nd Level Service Desk Day

1st Level

Mo — Fr: 17:00 - 06:00
+ SA, SO, FT00:00 - 24:00
Sa: 00:00 - 24:00

Mo - Fr: 19:00 — 07:00
Sa - So: 00:00 - 24:00
Mo - Fr: 19:00 - 07:00
Sa: 00:00 - 24:00
Mo - Fr: 19:00 — 07:00
Sa - So: 00:00 - 24:00
Mo - Fr: 19:00 — 07:00
Sa: 00:00 — 24:00
Mo - Fr: 17:00 — 06:00

Escalation option

Service procedures
Service procedures

SOC Night Service Desk Nacht

Datacenter Night 1st Level
2nd Level

Internal Information: TAM
24x7 Datacenter
Incident Tracking

Datacenter Hotline
3rd Level




