
Microsoft Security 
Frontline Worker



Patrick Böck 

Lead Architekt Modern Workplace & Security

Themen:

Intune & Endpointmanager

Windows 365 & AVD

Microsoft 365 Defender



Worum Geht’s heute
▪ Übersicht über Cybersecurity Landschaft

▪ Angriffsvektoren 

▪ Vergangene Attacken

▪ Regulatorische Änderungen

▪ Neue Konzepte sind notwendig

Microsoft Security
Microsoft Security – Frontline Worker
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Produkte
Microsoft Entra

Azure Active Directory

Windows 365

Microsoft 365 Defender



▪ Steigende Komplexität und Veränderung

− Neue Produkte

− Digitalisierung

− Cloud-Services

▪ Komplexe Prozesse und fehlende Automatisierung

▪ Ausreichendes geschultes Personal

▪ Veraltete Methoden

− Assume Breach

− Zero Trust 

Microsoft Security
Aktuelle Herausforderungen
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Suntius dolest 
eum volorion non 
exerspisquae ea 
consequo.

▪ Hauptangriffsmethoden (Phising, Ransom, CEO Fraud)

▪ Uber, Lapsus

▪ Baseit Managed Service Security

▪ Betreiber Kritischer Infrastruktur (NIS1)

Microsoft Security
Daten & Fakten zur CyberSecurity

Dolupta tibust, 
simod molo 
occusae nsequid 
ute adipsae.
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- Schichtarbeit

- Shared Accounts

- TeilZeit

- HomeOffice

- Remote Office

Microsoft Entra & Identity
Herausforderung Frontline Worker
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Lizenzen

Microsoft 365 F3

Microsoft 365 F5 Security

Windows 365 Business & Enterprise



Microsoft Security Suite (F3 – F5 Security)
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Microsoft Entra

Secure Access

Conditonal Access

Strong Authentication

(Passwordless)

Security Baselines

Microsoft Intune

Windows 365

Windows Autopatch

Universal Print

Windows Autopilot

Store (Win Get)

Premium Suite*

Microsoft 365 
Defender

Defender AV

Defender for 

Endpoint (EDR)

Attack Surface Reduction

Defender Vulnerability 
Management 

Mobile Devices



Portal (entra.microsoft.com)

1. Anlaufstelle für viele Identity Themen

Azure Active Directory 

Permission Management

Identity Security

Identity Governance

Microsoft ENTRA
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Microsoft Entra

Secure Access

Conditonal Access

Strong Authentication

(Passwordless)

Security Baselines



Microsoft Entra & Identity
Passwordless & Multifaktor Optionen mit ENTRA
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Microsoft Entra & Identity
Passwordless & Multifaktor Optionen mit ENTRA
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Microsoft Entra & Identity

Security Features – MFA Number Match & COntext
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Mehr Informationen für die

Benutzer

App

Location

Kein MFA Bombing möglich!

Automatisch aktiviert ab 

27.03.2023



Microsoft Entra & Identity

Passwordless– Security KEY & Phone SignIn
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Passwordless
Authentication



Microsoft Entra & Identity

Passwordless– Temporary Access PASS
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Passwordless
Access PASS



Microsoft Security Suite (F3 – F5 Security)
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Microsoft Entra

Secure Access

Conditonal Access

Strong Authentication

(Passwordless)

Security Baselines

Microsoft Intune

Windows 365

Windows Autopatch

Universal Print

Windows Autopilot

Store (Win Get)

Premium Suite*

Microsoft 365 
Defender

Defender AV

Defender for 

Endpoint (EDR)

Attack Surface Reduction

Defender Vulnerability 
Management 

Mobile Devices



DaaS (Desktop as a Service)

Personalisiert

Schnell & einfach verfügbar

Zugriff von vielen Endgeräten (App oder Browser)

Skaliert je nach Bedarf/Lizenz

Fixe Kostenzuordnung

Geringer Management Aufwand (Deployment & Betrieb)

Volle Integration: Autopatch, Universal Print, MDE

Lizenzierung: Business oder Enterprise

Portal: endpointmanager.microsoft.com oder intune.microsoft.com
Intune – W365
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Microsoft Intune

Windows 365

Windows Autopatch

Universal Print

Windows Autopilot

Store (Win Get)

Premium Suite*



W365



Managed Patch Service für Clients (Windows)

Update Ringe können selbstständig definiert werden 
und unterbrochen werden

Device Compliance Reporting

Monitoring von Device Performance

Auswahl von Updates

Installation Über Windows Update for Business 
Datasource

Portal: endpointmanager.microsoft.com oder intune.microsoft.com
Intune – Windows Autopatch
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Microsoft Intune

Windows 365

Windows Autopatch

Universal Print

Windows Autopilot

Store (Win Get)

Premium Suite*



Keine VPN Verbindung notwendig - ZERO Trust

Standortbezogenes Drucken möglich

HTTPS Kommunikation

Automatische Installation von Treibern

Keine Printserver notwendig

Konfiguration & Zuordnung über

Microsoft Intune

Portal: endpointmanager.microsoft.com oder intune.microsoft.com
Intune – Universal Print
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Microsoft Intune

Windows 365

Windows Autopatch

Universal Print

Windows Autopilot

Store (Win Get)

Premium Suite*



Portal: endpointmanager.microsoft.com oder intune.microsoft.com
Intune – Windows AUtopilot
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Microsoft Intune

Windows 365

Windows Autopatch

Universal Print

Windows Autopilot

Store (Win Get)

Premium Suite*

Hersteller Support Verfügbar

Offline Domain Join + VPN verfügbar

Intune das Führende EMM Produkt

Autopilot Reset

M&A Projekte



Portal: endpointmanager.microsoft.com oder intune.microsoft.com
Intune – Premium Suite
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Microsoft Intune

Windows 365

Windows Autopatch

Universal Print

Windows Autopilot

Store (Win Get)

Premium Suite*



Microsoft Security Suite (F3 – F5 Security)
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Microsoft Entra

Secure Access

Conditonal Access

Strong Authentication

(Passwordless)

Security Baselines

Microsoft Intune

Windows 365

Windows Autopatch

Universal Print

Windows Autopilot

Store (Win Get)

Premium Suite*

Microsoft 365 
Defender

Defender AV

Defender for 

Endpoint (EDR)

Attack Surface Reduction

Defender Vulnerability 
Management 

Mobile Devices



Portal: security.microsoft.com
M365 Defender
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Microsoft 365 
Defender

Defender AV

Defender for 

Endpoint (EDR)

Attack Surface Reduction

Defender Vulnerability 
Management 

Mobile Devices



Portal: security.microsoft.com
M365 Defender
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Microsoft 365 
Defender

Defender AV

Defender for 

Endpoint (EDR)

Attack Surface Reduction

Defender Vulnerability 
Management 

Mobile Devices



Defender For
Endpoint



Microsoft 365 
Defender

Defender AV

Defender for 

Endpoint (EDR)

Attack Surface Reduction

Defender Vulnerability 
Management 

Mobile Devices

Portal: security.microsoft.com
M365 Defender
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Attack Surface Reduction Rules

Controlled Folder Access

Device Control

Web Protection

Network Protection

Application Control

Application Guard (Edge, Windows, M365)

Security Baselines



Demo 
Security Baselines



Microsoft 365 
Defender

Defender AV

Defender for 

Endpoint (EDR)

Attack Surface Reduction

Defender Vulnerability 
Management 

Mobile Devices

Portal: security.microsoft.com
M365 Defender - Vulnerability Management
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Monitoring: Einfach

Umsetzung: Zeit & Ressourcen Aufwändig



Demo Vulnerability 
Management 



Fragen & Antworten

Patrick Böck 

Lead Architekt Modern Workplace & Security


