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Patrick Bock
Lead Architekt Modern Workplace & Security
Themen:

Intune & Endpointmanager

Windows 365 & AVD

Microsoft 365 Defender

Base-IT GmbH

Patrick Bock
Lead Architect

odern Workplace & Security

professional.
fast.
secure.



MICROSOFT SECURITY - FRONTLINE WORKER bascit

Microsoft Security

WORUM GEHT'S HEUTE PRODUKTE

= Ubersicht Uber Cybersecurity Landschaft Microsoft Entra

= Angriffsvektoren Azure Active Directory
Windows 365

" Vergangene Attacken

_ . Microsoft 365 Defender
" Regulatorische Anderungen

= Neue Konzepte sind notwendig
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AKTUELLE HERAUSFORDERUNGEN basc it

Microsoft Security

= Steigende Komplexitat und Veranderung
— Neue Produkte
— Digitalisierung
— Cloud-Services
= Komplexe Prozesse und fehlende Automatisierung

= Ausreichendes geschultes Personal

= \eraltete Methoden

— Assume Breach

— /Zero Trust

u
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DATEN & FAKTEN ZUR CYBERSECURITY basc it

Microsoft Security

* Hauptangriffsmethoden (Phising, Ransom, CEO Fraud

" hen fapeus L h L
= Baseit Managed Service Security
= Betreiber Kritischer Infrastruktur (NI1S1)
| | |
2020 CRIME TYPES
By Victim Count
Warum Hacker Passwortrichtlinien lieben ? Crime Type Victims  Crime Type Victims
Phishing/Vishing/Smishing/Pharming 241,342 Other 10,372
Je komplexer die Richtlinien desto hdher ist das Risiko ! Non-Payment/Non-Delivery 108,869 Investment 8,788
540/ " ) Extortion 76,741 Lottery/Sweepstakes/Inheritance 8,501
0 der Anwendenden geben an Passworter in mehreren Anwendungen personal Data Breach 45,330 IPR/Copyright and Counterfeit 4,213
wiederzuverwenden?. Passworter sind leichte Beute fiir Phishing-Angriffe. Identity Theft 43,330 Crimes Against Children 3,202
Spoofing 28,218 Corporate Data Breach 2,794
Misrepresentation 24,276 Ransomware 2,474
Phishing ist die Ursache #1 fur Datenschutzverletzungen’ Confidence Fraud/Romance 23,751 Denial of Service/TDoS 2,018
Harassment/Threats of Violence 20,604 Malware/Scareware/Virus 1,423
BEC/EAC 19,369 Health Care Related 1,383
Credit Card Fraud 17,614 Civil Matter 968
Employment 16,879 Re-shipping 883
Tech Support 15,421 Charity 659
L Real Estate/Rental 13,638 Gambling 391
- Advanced Fee 13,020 Terrorism 65
/ 6 TITEL DER PRASENTATION Government Impersonation 12,827 Hacktivist 52
Overpayment 10,988
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HERAUSFORDERUNG FRONTLINE WORKER

Microsoft Entra & ldentity

SCHICHTARBEIT
SHARED ACCOUNTS
TEILZEIT
HOMEOFFICE
REMOTE OFFICE
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MICROSOFT 365 F3
MICROSOFT 365 Fo SECURITY
WINDOWS 365 BUSINESS & ENTERPRISE
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MICROSOFT SECURITY SUITE (F3 - F5 SECURITY) bascit

Microsoft 365
Defender

Defender AV

Microsoft Entra Microsoft Intune

Secure Access Windows 365

Windows Autopatch Defender for

Universal Print Endpoint (EDR)

Conditonal Access
Windows Autopilot

Store (Win Get)

Attack Surface Reduction

Authenticati .
Strong Authentication Defender Vulnerability

(Passwordless) Premium Suite* Management

Mobile Devices

Security Baselines
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MICROSOFT ENTRA

PORTAL (ENTRA.MICROSOFT.COM)
1. ANLAUFSTELLE FUR VIELE IDENTITY THEMEN
AZURE ACTIVE DIRECTORY
PERMISSION MANAGEMENT
IDENTITY SECURITY
IDENTITY GOVERNANCE
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Microsoft Entra

Secure Access

Conditonal Access

Strong Authentication

(Passwordless)

Security Baselines



PASSWORDLESS & MULTIFAKTOR OPTIONEN MIT ENTRA bascit

Microsoft Entra & ldentity

Bad: Password Password + Better: Password + Best
[ B I ) -
123456 ®
Windows
SMS Push Hello
qwerty notification
password .
IIIIII .
iloveyou Software FIDO2 security key
Voice Tokens OTP
Password
Hmin
Hardware Tokens OTP Microsoft Authenticator
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PASSWORDLESS & MULTIFAKTOR OPTIONEN MIT ENTRA bascit

Microsoft Entra & ldentity

Including passwordless technology

®© 600

Microsoft Windows FIDO2 Biometrics
Authenticator Hello Security key
] - Multi-factor
We support a broad authentication
. Push Soft Hard SMS, o
range of multi-factor Notification ~ Tokens OTP  Tokens OTP Voice prevents 99.9%
authentication options of identity attacks

u
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SECURITY FEATURES - MFA NUMBER MATCH & CONTEXT  basc it

Microsoft Entra & ldentity

Authenticator Q

MEHR INFORMATIONEN FUR DIE Ave you ning o signin?

Base-IT Intune .cc .

eeeeeeeeeeee cc B Microsoft
BEN UTZER Enter the number shown to sign in.
| App ‘ < boepa@intune.cc
llllllllllllllll
L t. - -
APP Lc?v‘;ear xlr;tria, Austria Ap p rove S I g n I n

| sansvoten. L © oBratis| @ Open your Authenticator app, and enter the

LUGATIUN number shown to sign in.

lllllllllllllll

KEIN MFA BOMBING MGGLICH! T i t— ()

Other ways to sign in

AUTOMATISCGH AKTIVIERT AB
21.03.2023

u
18 TITEL DER PRASENTATION

yd |




PASSWORDLESS- SECURITY KEY & PHONE SIGNIN basc it

Microsoft Entra & ldentity

Phishable Phishing Resistant

-
| ]
SMS
Mobile Push
D Password oTP

u
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PASSWORDLESS- TEMPORARY ACCESS PASS bascit

Microsoft Entra & ldentity

Temporary Access Pass details

Provide Pass

Provide this Temporary Access Pass to the user so they can set their strong cred

| Ebvaxp

Secure registration

Add authentication method X

Choose method

Temporary Access Pass '

Create a Temporary Access Pass for Patrick Boeck. While the pass is valid, the user can use it to
sign in and register strong credentials. Learn more

D Delayed start time

Activation duration @

To register their credentials, have the user go to My Security Info.

O

https://aka.ms/mysecurityinfo

One-time use

Additional information  Yes m_}'

Valid from 11/23/2022, 3:52:37 PM
Valid until 11/24/2022, 4:.04:37 AM
Created 11/23/2022, 3:52:38 PM

o Remove lost devices from the user's account. This is especially important for devices
used for user authentication.
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MICROSOFT SECURITY SUITE (F3 - F5 SECURITY) bascit

Microsoft 365
Defender

Defender AV

Microsoft Entra Microsoft Intune

Secure Access Windows 365

Windows Autopatch Defender for

Universal Print Endpoint (EDR)

Conditonal Access
Windows Autopilot

Store (Win Get)

Attack Surface Reduction

Authenticati .
Strong Authentication Defender Vulnerability

(Passwordless) Premium Suite* Management

Mobile Devices

Security Baselines

u
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INTUNE - W365 bascit

Portal: endpointmanager.microsoft.com oder intune.microsoft.com

Daa$ (Desktop as a Service) Welcome, boepa

Microsoft Intune
Windows 365

Your Cloud PCs

Personalisiert

Schnell & einfach verfligbar Windows Autopatch

Zugriff von vielen Endgeraten (App oder Browser) Universal Print

. . . W365 WE - boepa :
Skallert Je naCh BEdarf/leenZ Last connected 14 minutes ago W”’]dOWS Autop”ot

== Windows 11

Fixe Kostenzuordnung B 2w

8 GB RAM
8 128 GB Storage

Store (Win Get)

Geringer Management Aufwand (Deployment & Betrieb) Premium Suite*

Volle Integration: Autopatch, Universal Print, MDE 3 Connect

Lizenzierung: Business oder Enterprise

|
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INTUNE - WINDOWS AUTOPATCH bascit

Portal: endpointmanager.microsoft.com oder intune.microsoft.com

MANAGED PATCH SERVICE FUR CLIENTS (WINDOWS) Microsoft Intune
UPDATE RINGE KONNEN SELBSTSTANDIG DEFINIERT WERDEN Windows 365
UND UNTERBROCHEN WERDEN Windows Autopatch
DEVICE COMPLIANCE REPORTING SIREEEE
Windows Autopilot
MONITORING VON DEVICE PERFORMANCE I —
AUSWAHL VON UPDATES Premium Suite*
INSTALLATION /BER WINDOWS UPDATE FOR BUSINESS
DATASOURCE

u
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INTUNE - UNIVERSAL PRINT bascit

Portal: endpointmanager.microsoft.com oder intune.microsoft.com

KEINE VPN VERBINDUNG NOTWENDIG - ZERO TRUST e T
STANDORTBEZOGENES DRUCKEN MGGLICH Windows 365
HTTPS KOMMUNIKATION WudeAllptth
AUTOMATISCHE INSTALLATION VON TREIBERN i D
KEINE PRINTSERVER NOTWENDIG VRN store (Win Get]
KONFIGURATION & ZUORDNUNG UBER - I G- RiEmilsuiter
MICROSOFT INTUNE ' o

|
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INTUNE - WINDOWS AUTOPILOT bascit

Portal: endpointmanager.microsoft.com oder intune.microsoft.com

HERSTELLER SUPPORT VERFUGBAR e
OFFLINE DOMAIN JOIN + VPN VERFUGBAR Windows 365
INTUNE DAS FUHRENDE EMM PRODUKT WUdWAlthtth
AUTOPILOT RESET

Windows Autopilot Deployment Service

Windows Autopilot

Store (Win Get)

M&A PROJEKTE s |
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Existing Devices

Premium Suite*
s ! x Deploy
IT Admin r
Ship . - Deliver direct to Employee . ﬁ

Employee unboxes
device, deploys

LML
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INTUNE - PREMIUM SUITE basc it

The expanding solutions in the Microsoft Intune product family

Microsoft Intune

Microsoft Configuration Manager

Microsoft Intune suite of advanced solutions

Microsoft Intune Remote Help

Microsoft Tunnel for Mobile App Management

Microsoft Intune Endpoint Privilege Management
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MICROSOFT SECURITY SUITE (F3 - F5 SECURITY) bascit

Microsoft 365
Defender

Defender AV

Microsoft Entra Microsoft Intune

Secure Access Windows 365

Windows Autopatch Defender for

Universal Print Endpoint (EDR)

Conditonal Access
Windows Autopilot

Store (Win Get)

Attack Surface Reduction

Authenticati .
Strong Authentication Defender Vulnerability

(Passwordless) Premium Suite* Management

Mobile Devices

Security Baselines

u
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M365 DEFENDER bascit

Portal: security.microsoft.com

Microsoft 365

Defender
@ Microsoft Defender Defender AV
for Endpoint

Threats are no match. Defender fOI'

Endpoint (EDR)

0

Attack Surface Reduction

Defender Vulnerability

t

Management
THREAT & VULNERABILITY ATTACK SURFACE NEXT GENERATION ENDPOINT DETECTION AUTO INVESTIGATION MICROSOFT
MANAGEMENT REDUCTION PROTECTION & RESPONSE & REMEDIATION THREAT EXPERTS . .
- Mobile Devices
sl
I l ]
CENTRALIZED CONFIGURATION AND ADMINISTRATION

APIS AND INTEGRATION

u
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M365 DEFENDER bascit

Portal: security.microsoft.com

Microsoft 365
Defender

Delivering endpoint security across platforms
Defender AV

Defender for
@ Endpoint (EDR)
Attack Surface Reduction

BR Windows 365

R windos () macos oS o L e Defelr\l/lder Vulnerability
ure Virtual Deskio uniper Networks alo Alto Networks anagement
Endpoints and servers Mobile device OS Virtual desktops Network devices Mobile Devices

u
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M365 DEFENDER

Portal: security.microsoft.com

ATTACK SURFACE REDUCTION RULES
CONTROLLED FOLDER ACCESS
DEVICE CONTROL

WEB PROTECTION

NETWORK PROTECTION
APPLICATION CONTROL

HW based isolation

Application control

Exploit protection

Network protection

Controlled folder access

Device control

Web protection

Ransomware protection

APPLICATION GUARD (EDGE, WINDOWS, M365)

SECURITY BASELINES

u
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Isolate access to untrusted sites
Isolate access to untrusted Office files
Host intrusion prevention

Exploit mitigation

Ransomware protection for your files
Block traffic to low reputation destinations
Protect your legacy applications

Only allow trusted applications to run

bascit

Microsoft 365
Defender

Defender AV
Defender for
Endpoint (EDR)
Attack Surface Reduction

Defender Vulnerability
Management

Mobile Devices
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M365 DEFENDER - VULNERABILITY MANAGEMENT bascit

Portal: security.microsoft.com

Microsoft 365
MONITORING: EINFACH Defender

UMSETZUNG: ZEIT & RESSOURCEN AUFWANDIG Defender AV

R S Scre o s vt 1 Defender for

Exposure score Recommendation Exposed devices Threats  Impact Tags Your score for devices... Date (UTC) Event Originally impacted devices (%)
Update Microsoft Windows Server 2019 (OS an... Z S8 wnn E n d p O I nt ( E D R)
Update Microsoft Windows 10 (OS and built-in ... 1 5 wnn
Block all Office applications from creating child... 3 g8 wem 2 Application 1525
I —— 1
os w2z acC urrace neauction
Show exceptions I Show more
Network 5/32
I ——
37/100 Device exposure distribution Top remediation activities Aeou - Top vulnerable software HH
e —— efender Vulnerability
Security cantrols 2231454
Exposure score over time Remediation activities Software OSplatiorm  Weaknesses  Threats Exposed devices
o ee o _m Management
: — Update Natepad+ to version 8.45.0 01 =
. "L“_\_/ pdate Notepad++ ta version _/\ﬁ Windows 10 i & . e
) Enable ‘Microsoft network client: Digitally sign ~ 0/0 . Edge Chromium-based 5 5 1/2 [ .

communications (always)’ 07 172

—
Update Microsoft Edge Chromium-based 00

Top exposed devices

Mobile Devices

Expiring certificates

18 certificates expired Name Security recommendations  Discovered vulnerabilities  Exposure level
| || pingastietest 50 51 A High
M e [ Expire: In 30 s desktop-bvpg8em x 374 High
] m [l High pingeastietest 4 a A\ High
View all Show more Show more
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Fragen & Antworten

Patrick Bock

Base-IT GmbH

Patrick Bock
chitect

Lead Architekt Modern Workplace & Security

professional.
fast.
secure.



