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KEEP YOUR WINDOWS UP T0 DATE

Windows Updates

FEATURE UPDATES

= Technisch neue Versionen
= Zweimal pro Jahr

= Neue Funktionen

= Visuelle Verbesserungen

= Downloadgrofse 2-3GB+

Suntius dolest Dolupta tibust,
eum volorion non simod molo
exerspisquae ea occusae nsequid
consequo. ute adipsae.
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Windows Updates

QUALITY UPDATES

= Kumulative Updates
= Obligatorisch
= Patch Tuesday

= Bug, Fehler, Schwachstellen

Suntius dolest Dolupta tibust,
eum volorion non simod molo
exerspisquae ea occusae nsequid
consequo. ute adipsae.
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Windows 10 Usage Windows 10 Rings
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Windows 10 Home and Pro

Releases

Version Start Date End Date
Version 20H2 10/20/2020 05/10/2022
Warsion 2004 0572772020 12/1472021

SERVIGED FUR 1 8 Wersion 1809 11/12/2019 05/11/2021

05/21/2019 12/08/2020

MUNTHS FROM \"IlEIISiEIr‘ '933 ) Il
Version 1809 11/13/2018 11/10/2020
R E LEAS E DATE yeren et 04/30/2018 11/12/2019

Wersion 17 10/17,2017 04/09/2019

Version 1703 04/05/2017 10/09/2018

Wersion 1607 08/02/2016 04/10/2018

Wersion 131 11/10/2015 10/10/2017

Version 1307 a7/29/2015 05/009/2017
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Windows 10 Enterprise and Education

Releases
MARCH

Version Start Date End Date

SERVICED FUR 18 MUNTHS e 10/20/2020 05/09/2023
FROM RELEASE DATE

Version 2004 05/27/2020 12/14/2021
Version 1908 11/12/2019 05,/10/2022
Varsion 1903 05/21/2019 12/08/2020
Varsion 1208 11/13/2018 05/11/2021
SEPTEMBER Version 1803 04/30/2018 05/11/2021

Version 1704 1017,/2017 10/13/2020

SERVICED FOR 30 MONTHS |
FROM RELEASE DATE

Version 131 11/10/2015 10/10/2017

Version 1507 07/29/2015 05/09/2017




Attackers take advantage of
periods between releases

Stay ahead of the attackers
with continual Windows 10
improvements
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Things you should do before installing a Windows 10 Feature Update

Organisatorische Themen Technische Implementierung Rollout
Deployment Plan Infrastruktur und Tools Ressourcen
Readiness Check Intune / Update for Business Rolloutbegleitung

Infrastruktur und Tools Windows Servicing Troubleshooting
Strategie... IPU Tasksequence... Training
Manged Service...
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Moving from project to process

« Start as early as possible
« Think of this as a process, not a project

Broad

deployment

Proof of
concept

/ .
Proof of concept (POC) IT pros




bascit
P YOUR WINDOWS UP TO DA
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Delivery Optimization

HOW IT WORKS?

Client A checks for updates

Client A asks Windows Update service for download
sources

Service provides Windows Update content server D and
clients Band C

Client A requests specific small pieces from D and clients
B, C

Source B, C, D fulfill the download request

Client A checks the hash of each piece, discard pieces
where hashes don’t match

Client A checks the hash of the entire file before installing

Windows Update +
DO Services

Content
Servers
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Windows Servicing using Configuration Manager

Feature Upgrade Windows 10 20H2 Task Sequence Editor
Feature Upgrade Windows 10 20H2 Task Sequence Editor

Add = | Remeve | (&) (=) Find MEE

Add ~ | Remove | (B (@ 3

[Groue
|P|Ep=|=1r.|l Lpgrade

& Set SMSTSDown)
g mﬁ::;ﬂ i "ml:m o Actiores to e in Full O to prepare for uparade of the coerating system
-4 Pre-Upgrade vald -0} Disable BitLocker
~0b Deletelokal Divell | = [ Upgrade the Operating System
- i Upgrade Windowa 10 Mo s=tlings ae required far this aclion
- Remove Appe
% Enable Brlocker
40} Restat Computer

4% Modem Boz Mangd| | =[] Post Installation
{4 Madem Driver Moy i 4 Buid Taskbar
-1 Upgrade the Opers {45 Buid App Assocsation
i -4 Prepare Lenguegd "} Ragtry Brandng
€ Upgrade Windowsl | [} Rollback
& install Language /|
&) Remove Appe
-4 Enzble Btlocksr
i -4l Restat Computer
=4 Post Installation
{ o fflh eneble net
& install Applcationd
@ Buid Taskbar
& Buld App Aesocial
-4 Delete lokal Deived
-4b Delete Driver Dived
-4} Registry Branding
Rollback
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Windows Servicing using Configuration Manager

WINDOWS 10 SERVICING

Use Microsoft defined folder structure for adding enterprise scripts
Scripts in “run” folder gets migrated every update
Preinstall scripts will be synchronously executed before setup starts

Precommit scripts will be synchronously executed before setup
commits/finalize

Post —OOBE switch to run scripts after install

bascit

& v [& \ » Softwarelibrary » Overview » Windows 10Servicing »  All Windows 10 Updates

Software Library
+ & overview
» 7 Application Management
» [ Software Updates
* . Operating Systems
4 [ Windows 10 Senvicing
3] All Windows 10 Updates
2 Servicing Plans

« All Windows 10 Updates Search Results - 20 items shown

Feature update to Windows 10 (consumer editions), version 20H2, en-gb x!
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Windows Servicing using Configuration Manager

CUSTOM ACTION RUN (SCRIPTS WILL BE MIGRATED)

C:\Windows\System32\update\run\GUID\preinstall.cmd
C:\Windows\System32\update\run\GUID\precommit.cmd
C:\Windows\System32\update\run\GUID\failure.cmd
C:\Windows\System32\update\run\GUID\reflectdrivers\foo.inf
C:\Windows\System32\update\run\GUID\reflectdrivers\foo.sys

CUSTOM ACTION RUN ONCE (SCRIPTS WON T BE MIGRATED)

C:\Windows\System32\update\runonce\GUID\preinstall.cmd
C:\Windows\System32\update\runonce\GUID\precommit.cmd
C:\Windows\System32\update\runonce\GUID\failure.cmd
C:\Windows\System32\update\runonce\GUID\reflectdrivers\bar.inf
C:\Windows\System32\update\runonce\GUID\reflectdrivers\bar.sys

/] /

bascit

C:\Windows\System32\update\run\bace78a3-504c-4e45-ble3-2e72fbeacf87

failure.cmd
(-] precommit.cmd
[:_1 setupg.cab

[_'] setupp.cab
LJ setupu.cab

Date modified Type

8/18/2019 11:06 PM Wind
8/13/2019 3:38 PM Wind
6/3/2019 9:39 AM Cabin
8/13/2019 11:28 AM Powe
6/6/2015 10:47 AM Cabin
6/3/2019 9:36 AM Cabin
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Windows Servicing using Configuration Manager
Windows 10 Servicing

NEW SERVICING DASHBOARD T

Feature Update Versions Quality Update Versions Latest Feature Update

" Feature Udpate Versions

* Quality Update Versions e " s e  oo%
" |[atest Feature Update
" Errors Timeline
= Collection Errors e 5 3l
]
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Windows Servicing using Configuration Manager

STANDALONE DIAGNOSTIC TOOL

= SetupDiag works by examining Windows Setup log files
= SetupDiag is included with Windows Setup (2004)

=  Automatically run to determine the cause of the failure
= Resulting can be found as XML or under Registry

= Reporting in Configuration Manager

=  Works without management Software

Found Application Hard Block for: "Test App - Block Upgrade"

You must uninstall "Test App - Block Upgrade" before continuing with the
installation/update
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WUTB using Intune

Greater control over update deployment

Traditional e Modern
Business-owned e Business-owned and BYOD
BT . AD domain-joined . Azure AD domain-joined
Greater visibility into device update Physical infrastructure H n Cloud services
health ) |
| Windows Update Service '
| —_ [ — I
The ability to configure separate restart I '
policies for quality and feature updates Managed through =\||= — Managed in
Configuration Manager — 11— T Microsoft Intune
The ability to disable pause functionality More control pﬁ | @ Simplified IT processes
. | . ! !
The ability to configure compliance- I /I\ |
deadline policies for quality and feature : :
updates Devices configured to Windows _Update Devices configured to use
connect to WUfB for —&— for Business (Q WUTB by updating cloud
updates via group policy T / | L T service provider (CSP)
L\ AN / Y a—N
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WUFB USING
INTUNE
DEMO
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Managed Service Bundles

Proactive Operation and Windows 10 Feature Upgrade Rollout
Servicing preparation
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Managed Service Bundles
Proactive Operation and Servicing - Configuration Manager und Intune

Proaktiver Systembetrieb der Losungen = Compliance Monitoring und Betrieb von Windows Updates
Aktualisierung der Lésungen = Compliance Monitoring und Betrieb von 3 Party Updates

Proaktiver Systembetrieb von 3 Party Lésungen = Paketierung von Software
Prifung und Proaktive Wartung der Komponenten = Troubleshooting
Proaktiver Systembetrieb der Features

Windows 10 Feature Upgrade preparation - Configuration Manager und Intune

Vorbereitungen Windows 10 Feature Upgrade Adaptierung Windows 10 Build
Review Client Hardware Aktualisierung von Treiber
Readiness und Compat Checks Einbindung neuer Treiberpakete
Adaptierung Gruppenrichtlinien Ausfuhrliche Tests mit Hardware
Adaptierung Sprachpakete Deployment Vorbereitung

Rollout - Windows 10 Feature Upgrade

Vorbereitungen Windows 10 Feature Upgrade » Helpdesk
Rollout Koordination und Planung = 1st-3rd |_evel Troubleshooting
Field Support = Nachbetreuung

Floorwalker
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