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MICROSOFT COPILOT FOR SECURITY - AGENDA bascit

Microsoft Copilot for Security (CfS)

Agenda

* Benefits
Usecases
Architektur
Anwendungsmoglichkeiten
Plugins
Prompting

Lizenzierung
Requirements
Useage Monitoring
* Verfugbarkeit,
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BENEFITS bascit

Microsoft Copilot for Security (CfS)

Mitarbeiter Upskilling

* Zeitersparnis

* Aufwandige Analyse und Korrelation
 Multi-language support

* KQL - Support

Third Party Integrations

i
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USECASES bascit

Microsoft Copilot for Security (CfS)

* Incident Summary

* Code Obfuscation und Reverse Engineering von Malware

* Guided Response

* I[mpact Analyse

6  professional. fast. secure.
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ARCHITEKTUR

Microsoft Copilot for Security (CfS)

bascit

MS Security Solutions

e Defender XDR Microsoft Copilot for Security

Microsoft Security trust boundary

e Sentinel
* |Intune

Plugins

* Microsoft Entra
 Microsoft TI

e Defender EASM
 Custom Plugins

7  professional. fast. secure.
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Prompting in Microsoft Security solutions

> @ W g

&

Microsoft Microsoft Microsoft Microsoft
Defender XDR  Sentine! Intune Security Copilot

Plugins for Microsoft and
third-party security products

« q
Microsoft Defender
XDR

- -~

Microsoft Defender Miaosoft
Threat Intelligence Sentinel

servicenow

Your context and content

Event logs, alerts, incidents, & policies

Customer data is not stored outside
the compliance boundary or used to

Large
Language Azure OpenAl

Response and app

train foundational models

ﬂ commands
~Aa
User pron

=y

Grounding Microsoft
Security Copilot

Grounding

Post-processing

Data flow
(B =all

requests
are encrypted
via HTTPS)

Model (LLM) instance is
maintained by

A Microsoft. OpenAl
212N
N1 has no access to the
Modified data or the model
prompt

—Q——0-
—Q0-5-

. Azure

LLM
response .
Responsible Al checks are performed

on input prompt and output results

o User prompts from security products are sent to Copilot
Q Copilot accesses plugins for pre-processing

O Copilot sends modified prompt to LLM

o Copilot receives LLM response

0 Copilot accesses plugins for post-processing

o Copilot sends the response, and app command back to security products




ANWENDUNGSMOGLICHKEITEN - EMBEDDED basc it

Microsoft Copilot for Security (CfS)

Defender XDR
Incident Zusammenfassung
Script & File Analyse
KQL Queries erstellen
Device Summary erstellen

Microsoft Entra
Investigation Risky User

Microsoft Intune

Policy & Settings Management
Device Troubleshooting

i
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ANWENDUNGSMOGLICHKEITEN - EMBEDDED

Microsoft Copilot for Security (CfS)

BEC financial fraud attack was launched from a compromised account (attack disruption)

bascit

@ Copilot & Manage incident 0] Activity log

mmm High ® Active 2 AlpineSkiHouse - AlpineSkiHouse mmm m BEC  Email threats  Alerts
O Important! A potentially compromised account was disabled ally by attack in Microsoft 365 Defender. For more details, select the Assets > Users tab or go to the Action center. X
Attack story  Alerts (20)  Assets (4)  Investigations (2)  Evidence and Response (25)  Recommended actions (21)  Summary  Similar incidents (0)
Alerts < Incident graph & Layout 0 Group similar nodes > ;
¥ Copilot B - X
D Py atack sory oo oo
4
@ 1Mr15.2024226PM @ Rescived Threat overview: Cloud identity abuse Incident summary 2
Activity from a Tor IP address — . Mar 26, 2024 1:58 PM
B Name 22 impacted assels )
/@ R The high severity BEC financial fraud attack occurred
View threat analytics report between 2024-03-15 14:26:31 UTC and 2024-03-15
. Mar 15, 2024 226 PM @ Resolved 14:40:38 UTC. It was tagged as Attack Disruption, BEC
< ) iﬁbw Ipulation rule Fraud, and Credential Phish. triggering an automatic
A Name Activity profile: OAuth apps used in BEC and Aback Disruption acticn.
P ((0)) phishing * DefenseEvasion: The incident began at 2024-
r, 1 impacted asset 03-15 14:26:31 UTC when a suspicious inbox
. Mar 15, 2024 2:26 PM @ Resolved "3 ips E y rule was set on the inbox of user ‘'name’. This
Activity from a Tor IP address ' # rule, named ITCleanup, moved messages to a
A Name I' <No subject> Tt folder named RSS Feeds. The manipulation
= i involved the IPs 111,111.11,111 and
P N View all 3 related threats 111.111.11.111 and the cloud apps Microsoft
Mar 1 42365M : Exchange Online and Microsoft 365. At the
. ar :‘.;:2 :1: :1950':';'1 " e o ih ~ ' same time. ‘name” accessed the Tor IP address
Suspicious inbox manipulation ru Applications  ~ - y Incident details 111.111.11.111, indicating potential evasion of
B Name S defenses.
P . i Al 4-03-15 14; 1UT
) Assigned to Incident ID !I’ll"ilﬁl\tc.'ﬁ. t 2024-03-15 14:34:51 UTC,
; » — name’ clicked on a potentially malicious URL
[ ] :"“ i, 2”‘:‘;'3‘ "'“I'kr P"I:":f" - L AlpineSkiHouse - 2443 in a mail message titled ‘Update’. The URL was
potentially malicious was o AlpineSkiHouse “hooepe//um 153191855 yellowmushroom-
detected (a) e’ 863472bd = BN B r,
A Name & Name 2 W Shortly after. at 14:37:02 UTC. an attempted
um153191855.yellowmushr Classification Categories sign-in was detected from the anonymous IP
@ er15.2024235PM @ Resolved oom-863472bd e " mememw Not set Initial access, IRREERTRELN
; i - -
A potentially malicious URL click was = Defense evasion, * CredentialAccess: At 2024-03-15 14:37:15
. Credential access, UTC, "name’ logged on to OfficeHome,
R Name & Name 2R Collection indicating a potential compromise of the user
account. This activity was associated with the
. Mar 15, 2024 2:37 PM @ Resolved = P 11111111111,
Anonymous IP address First activity Last activity * Collection and DefenseEvasion: At 2024-03-
R Name Update Mar 15, 2024 2:26:31 Mar 15, 2024 2:40:38 15 14:3%:11 UTC, ‘name’ performed a New-
2R PM PM InboxRule action in Microsoft Exchange
Online. indicating a BEC financial fraud
@ Mar15.2024237PM @ Resolved attempt. This action was associated with the IP
Anonymous IP address 11 1.1 11111 Slmul.laneously‘ another
R Name Impacted assets suspicious inbox manipulation rule was set.
involving the same IP and the cloud app
2=

Mar 15, 2024 2:37 PM ® Resolved
Compromised user account in a

e mmmiend attasl mabdasem

- Cammunication =+ Association

Users (1)

= Name

Microsoft Exchange Online.

tent may be incormect. Check

&£




ANWENDUNGSMOGLICHKEITEN - EMBEDDED

Microsoft Copilot for Security (CfS)

BEC financial fraud attack was launched from a compromised account (attack disruption)
[ Gredensal Pish | Defender Erperts | Anack Dsupion JEEEE RN

O Important! A potentially compromised account was disabled automatically by attack disruption in Microsoft 365 Defender. For more detads, select the Assets > Users tab or go to the Achion centar

mmm High @ Active ~. AlpineSkiHouse - AlpineSkiHouse

Attack story  Alerts (20)  Assets (4)  Investigations (2)  Evidence and Response (25) Recommended actions (21)  Summary  Similar incidents (0)

¢

Alerts Incident graph £ Layout 0 Group similar nodes

D> Play attack story

@ Mo 15.2024226PM @ Resolved
Activity from a Tor IP address

R Name
2 R
. Mar 15, 2024 226 PM @ Resolved
Suspicious inbox manipulation rule
A Name
P R

@ Mo 15.2024226PM @ Resoived
Activity from a Tor IP address (@)

S Name
2 = / 1 31Ps =
' <No subject>

@ Mo 152004226PM @ Resolved S '
Suspicious inbox manipulation rule '

Q
S Name '

@ Mor15.204234PM @ Resolved RS
A potentially malicious URL click
was detected

R Name & Name r R ¥

‘ Mar 15,2024 235PM @ Resolved @

A potentially malicious URL click
was detected um153191855.yellowmushr

R Name & Name 2 R ©00m-863472bd. W -
= mm e
@ Mer15.2024237PM @ Resoived /
Anonymous IP address /

8 Name /

‘ Mar 15, 2024 237 PM @ Resolved Upda{e
Anonymous IP address
a

4 Name

@ Mor15.204237PM @ Resoived
Compromised user account in a
recognized attack pattern

R Name 2 R

@ Mer15.2024237PM @ Resolved
Anonymous IP address
R Name

& D — Communication = Association

& Copilot ¢ Manage incident

Threat overview: Cloud identity abuse

22 impacted assets
View threat analytics report
Activity profile: OAuth apps used in BEC and
phishing
1impacted asset
View threat analytics report

View ali 3 related threats

Incident details
Assigned to Incident ID
AlpineSkiHouse - 2443

AlpineSkiHouse

Classification Categories

Not set Initial access.
Defense evasion,
Credential access,

Collection
First activity Last activity
Mar 15, 2024 2:26:31 Mar 15, 2024 2:40:38
PM PM
Impacted assets
Users (1)
< Name
Apps () Application ID Risk
Microsoft ... ©f 20893 uEE None

Microsoft ... © 11161

bascit

) Activitylog 7 Ask Defender Experts

) copilot B -

Guided response
Mar 26, 2024 1:59 PM

Completed recommendations 2/4

Containment

@ Completed
Disable the account Name

.New

Delete similar emails

We found emails that are very similar to emails
involved in this incident. Delete these emails to
contain the attack.

Soft delete emails ~ View similar emails

tent may be incorrect. Check

P

© Completed
Disable the account Name in AD

tent may be incorrect. Check

. New
Reset password for Name

The user account Name might be compromised.
Require the user to change their password on
their next sign-in.

Force password reset View user




ANWENDUNGSMOGLICHKEITEN - EMBEDDED

Microsoft Copilot for Security (CfS)

Multi staged attack leading to Domain Controller compromise - Possible Midnight Blizzard (NOBELIUM)

mmm High @ Active AlpineSkiHouse - AlpineSkiHouse ([N A [EEETRIT MidnightBizzard  AlpineSkiHouse  Microsoft Defender for Endpoint
Attack story  Alerts (24)  Assets (9) Investigations (3)  Evidence and Response (46) Recommended actions (20) Summary  Similar incidents (1)
Alerts < Incident graph 5 Layout v (@D Group simitar nodes
> Play attack story —
B ChentName domanco K
2 W o
. Feb 16, 2024 617 AM @ Resolved “sx==
<, -—‘ : q of r- 3 _—_— -
activities e o ®
B ChentNamedomanco R adfsadmin = o R D =
I R |
@ 7016202461840 @ Resolved ._ o=
ADFS private key i P [ ] )
B ChentNamedomanco R adfsadmin o e
2 = S o
Feb 16 2024 618 AM @ Resolved
. = Communication - Association ——
Suspected AD FS DKM key read =
R adfsadmi
" AR # Ongoing hands-on-keyboard attack via Im... X
¥ =
. Feb 16,2024 618 AM @ Resolved 61723 AM B 2zimbadi.iul.exe executed a script
Suspected AD FS DKM key read
8 ChentName.domainco 61723 AM B 2zimbadi.iul.exe executed a script
2 R
Content
@ 5162024618 AM @ Resoived @ Analyze

Attempt to hide use of dual-purpose

tool ## Global Veriables ## -
Sjobld = [guid):NewGuid() y
B ClentNamedomanco R adfsadmin > SscriptlogPath = ‘CAtemp\simulandExecutionlog’
. Feb 16 2024 €18 AM @ Resolved Content SHA256 1423490d03156ab0755613b2cb 7813406 18386137 c65aefcd3df2bf0949dbb0d
Sensitive credential memory read
Bl ChentNamedomainco 2 Name
PR 61723 AM ©  (892) whoami.exe
. Feb 16,2024 621 AM @ Resolved & Suspici q of explorati iviti mum low @ Detected @ Resolved (True positive)
Activity from a Tor IP address
R Name
61723 AM G 2zimbadi.iul.exe performed sy fuser di: y by invoking whoami.exe

2w

11 professional. fast. secure.
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@ Copilot ¢ Manage incident 0 Activity log

€ Back to incident details

Ongoing hands-on-
& keyboard attack via
Impacket toolkit

mmm High @ Detected

® Resolved

AlpineSloHouse  Microsoft Defender for Endpoint

»

(3 Open alert page / Manage alert

Details Recommendations

RECOMMENDATIONS

Remediation & prevention actions you
should take

See recommended actions based on your alert
classification

View all recommendations

Alert state A
Classification Assigned to
True positive APL-App:API Action

Set Classdfication

7 Ask Defender Experts

& &) Copilot X

Script analysis
Mar 26, 2024 3:10 PM

The provided PowerShell script performs several actions

related to logging. exporting the ADFS token signing

certificate, and uploading the exported certificate to a

remote storage location. The scnipt generates a umique

Job 1D and sets up logging to a local file

C:\\temp\\simulandExecution.log and a remote

endpoint http://randomendpoint.com 2api-

version=2016-10-

Q18sp-N2F triggersX2fmanualN2F rundsve1.88siger****

==es= It defines a function to add log entries to the

local log file and the remote log endpoint. The scnpt

exports the ADFS token signing certificate and saves it

to a local file

C:\\PrograsData\\ADFSTokenSigningCertificate.pfx .

Finally, the script uploads the exported ADFS token

signing certificate to a remote storage location

https://randomcoliector.com.

1. The scnipt generates a unique job 1D and sets up
logging to a local file and a remote endpoint.

Show code

2. The script defines a function to add log entries to the
local log file and the remote log endpoint.

Show code

3. The scnipt exports the ADFS token signing certificate
and saves it to a local file,

Show code

4. The scnpt uploads the exported ADFS token signing
certificate to a remote storage location,

Show code

Al-generated content may be incomect. Check it

for accuracy &



ANWENDUNGSMOGLICHKEITEN - EMBEDDED basc it

Microsoft Copilot for Security (CfS)
Advanced hunting T copilot G - X

Mar 26, 2024 4:20 PM
« Newquery -

Give me all the devices that signed in within

Schema  Functions . < [> Run query Last 7 days Save Share link @) Copilot B Manage rules the last hour
/N Que
h Ty
R Searc R - Mar 26, 2024 4:21 PM
-
Alerts & behaviors N The Kusto Query Language (KQL) query to retrieve
l all devices that signed in within the last hour is as
~ E Alertbvidence follows:
~ B Alertinfo AADSignInEventsBeta
. | where Timestamp > ago(1h)

e BehaviorEntities . .
= | project DeviceName

v B Behaviorinfo

Apps & identities A Getting started Results Query history [> Run query ~

; . . . Al-generated content may be incomrect. Check it
v BB AADSigninEventsBeta Oitems | O Search T3 Customize columns for accuracy. &

v B AADSpnSigninEventsB...
Time | Query Query time State

<

CloudAppEvents
IdentityDirectoryEvents

: No data available
Identityinfo

IdentitylogonEvents

i O O

IdentityQueryEvents :

Email & collaboration A

~ B EmailAttachmentinfo
EmailEvents

EmailPostDeliveryEve...

ks
=

v B Emaillrinfo
=

UriClickEvents
Ask a question to generate a query




STANDALONE

Microsoft Copilot for Security (CfS)

2ugriff:
securitycopilot.microsoft.com

13  professional. fast. secure.
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Microsoft Copilot for Security  Preview My sessions / What do you know about the Silk Typhoon threat actor?

W

What do you know about the Silk Typhoon threat actor?

3 steps completed 41 seconds

Jan 30, 11:56 AM | 42 seconds

The threat actor known as Silk Typhoon, also tracked as HAFNIUM by Microsoft. is a nation-state activity
group based out of China. They primarily target healthcare, law firms, higher education, defense
contractors, policy think tanks, and non-governmental organizations (NGOs) located in the United States,
Australia, Japan, and Vietnam.

Silk Typhoon focuses on reconnaissance and data gathering by searching open websites for leaked data
about the targeted infrastructure, as well using tools like China Chopper and exploiting 0-day
vulnerabilities. Starting in January 2021, Silk Typhoon used a senes of zero-day exploits to attack on-
premises versions of Microsoft Exchange Server. The group used these exploits to access on-premises
Exchange servers within customer networks, granting the group access to email accounts and installing
additional malware and tools to facilitate further compromise. One of the vulnerabilities exploited in this
attack was CVE-2021-26855, a server-side request forgery (SSRF) vulnerability in Exchange that allows the
attacker to send arbitrary HTTP requests and authenticate as the Exchange server.

After successfully exploiting a vulnerable Exchange server to gain initial access, Silk Typhoon deploys web
shells on the compromised server. These web shells allow the group to steal data and perform other
malicious actions that can broaden the impact of the compromise. The group has deployed China

Chopper and TwoFace web shells during these customer network intrusions.

Silk Typhoon operates pnmarily from leased virtual prnivate servers (VPS) based in the United States. From
these servers, the group performs reconnaissance against potential targets and then carries out attacks

against them.

Silk Typhoon has also exploited unpatched vulnerabilities in public-facing servers. These limited attacks,
unrelated to the January 2021 Exchange zero-day exploits, were used to obtain initial access to customer

networks. This facilitated further compromise, as well as lateral movement to other systems.

Al-generated content can have mistakes. Make sure it's accurate before using it.

-
[# Share




PLUGINS

Microsoft Copilot for Security (CfS)

Preinstalled plugins

Azure Al Search

External Attack Surface Management
Defender Threat Intelligence
Defender XDR

Entra

Intune

Purview

Sentinel

14 professional. fast. secure.
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Other Plugins

CIRL Hash Lookup
Tanium

JAMF

Shodan

UrlScan
GreyNoise
AbuselPDB
VirusTotal



PROMPTING bascit

Microsoft Copilot for Security (CfS)

Every good prompt should have a goal. Whether it comes in the form of instructions or questions,
it should indicate what you want out of your current session.

Goal Context Expectations Source
What is the specific Why do you need it What format or Is there a plugin,
. + . + ) + :
security-related and how will you use audience do you known info, or data
information you need? the information? want the response source Security
tailored to? Copilot should use?
“Give me information “.. for a report that | “Compile the “Look in Defender
about incident can submit to my information in a list, incidents.”
18718..." manager.” with a short
summary.”

i
/ 15 professional. fast. secure.




VERFUGBARKEIT

Microsoft Copilot for Security (CfS)

AV: Mindestens 3 physisch getrennte RZ

Unabhangige Energie-, Kihlung- und
Netzwerkinfrastruktur

Hochverfligbarkeit innerhalb einer AV:

10 Availability zones fiir CfS

16  professional. fast. secure.
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Geo
ANZ
Asia
Brazil
Canada
Europe
India
Japan
Korea
South Africa
UAE

UK

us

bascit

Copilot Sessions

o
o
o
o
o
Not supported due to capacity constraints
o
o
o
Not supported due to capacity constraints
o
V]



REQUIREMENTS bascit

Microsoft Copilot for Security (CfS)

Berechtigungen:
Owner oder Contributors auf Ressource Gruppe

Azure Subscription
* Secure Compute Units

Berechtigungesrollen:
Entra
Intune
Purview

17 professional. fast. secure.
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ZUGRIFF AUF COPILOT FOR SECURITY basc it

Microsoft Copilot for Security (CfS)

Portal: https://securitycopilot.microsoft.com

Capability Copilot owner Copilot contributor

Copilot co ntribUtO rS: Create sessions Yes Yes
Eve ryo n e Manage personal custom plugins Yes Default No

Allow contributors to manage personal custom plugins Yes No

Allow contributors to publish custom plugins for the tenant Yes No

Copilot Owners: Upload il
Globale Administratoren Run promptbooks

. d . . Manage personal promptbooks Yes Yes
Se C u r I ty A I n ISt ra to re n Share promptbooks with tenant Yes Yes
Update data sharing and feedback options Yes No
Capacity management Yes™ Mo
Data evaluation Yes No
u View usage dashboard Yes No
18 professional. fast. secure.
Select language Yes Yes

/] /



LIZENZIERUNG bascit

Microsoft Copilot for Security (CfS)

Einfache Lizenzierung — Shared Use

Provisioned €3.74 €2.743

Microsoft Empfehlung 3 SCUs

Skalierung (Down/Up) jederzeit moglich

19 professional. fast. secure.
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USAGE MONITORING & SCALING bascit

Microsoft Copilot for Security (CfS)

N Ot ifi Z i e ru nge n Ka pa Z ité tsl i m its — Microsoft Copilot for Security / Usage monitoring

Usage monitoring Lastupdiated 80

SC h n e | | e S U p/ D OW n Sca | i n g The number of security compute units available to your organization is

determined by the units you have purchased per hour. Some usage beyond what
you've purchased might be allowed at times. Learn more about usage.

Date: Last 24 hours

Informationen bleiben fir
90 Tage gespeichert

70

130

T T TN | |
Security compute units X
Select the number of units you want to purchase for test. Security compute units provide I I I I ‘ I | | ‘ I I I I I

the computing power that drives the Security Copilot experience. Read more about
security compute units

0

12PM

Date Unit usage Unit status
Estimated monthly cost

2 © " $5,760.00/mont .

Mar 26, 10:00 PM 324
Mar 26, 11:00 PM 459
Mar 27, 12:00 AM 450

Cancel Mar 27, 01:00 AM

20 professional. fast. secure.
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< ® % https://entramicrosoft.com,7e

Microsoft Entra admin center
|
Favorites
> Identity

Protection

Identity Protection
Conditional Access
Authentication methods
Password reset

Custom security attributes
Risky activities

Show more

Identity governance
Verified ID

Permissions Management

Global Secure Access (Preview)

Learn & support

o 3= @ R

Woodgrove

Learn about Microsoft Entra

Explore the Microsoft Entra product family

View all products Read documentation

sascot@woodgrove.ms
WOODGROVE

Secure access for a connected world

Protect any identity and secure access to any resource with a family of multicloud identity and network access
solutic Welcome to Microsoft Entra admin center’s new home page. We invite you to provide feedback so

we can iterate and improve.

Learn more about Microsoft Entra

27 Provide feedback
Billing

24 purchased licenses and 6 subscriptions

g it easier than ever view all alerts

1 group has licensing errors.

Manage licenses Manage subscriptions
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