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Microsoft Copilot for Security (CfS)

Microsoft Copilot for Security - Agenda
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Agenda
• Benefits
• Usecases
• Architektur
• Anwendungsmöglichkeiten
• Plugins
• Prompting

• Lizenzierung
• Requirements
• Useage Monitoring
• Verfügbarkeit



Microsoft Copilot for Security (CfS)

Benefits
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• Mitarbeiter Upskilling

• Zeitersparnis

• Aufwändige Analyse und Korrelation

• Multi-language support

• KQL – Support

• Third Party Integrations



Microsoft Copilot for Security (CfS)

Usecases
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• Incident Summary

• Code Obfuscation und Reverse Engineering von Malware

• Guided Response

• Impact Analyse



Microsoft Copilot for Security (CfS)

Architektur
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MS Security Solutions
• Defender XDR
• Sentinel
• Intune 

Plugins
• Microsoft Entra
• Microsoft TI
• Defender EASM
• Custom Plugins



Microsoft Copilot for Security (CfS)

Anwendungsmöglichkeiten - Embedded
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Defender XDR
Incident Zusammenfassung
Script & File Analyse
KQL Queries erstellen
Device Summary erstellen

Microsoft Entra
Investigation Risky User

Microsoft Intune
Policy & Settings Management
Device Troubleshooting
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Anwendungsmöglichkeiten - Embedded

professional. fast. secure.9



Microsoft Copilot for Security (CfS)

Anwendungsmöglichkeiten - Embedded
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Anwendungsmöglichkeiten - Embedded
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Anwendungsmöglichkeiten - Embedded
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Microsoft Copilot for Security (CfS)

Standalone
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Zugriff: 
securitycopilot.microsoft.com



Microsoft Copilot for Security (CfS)

Plugins
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Preinstalled plugins

Azure AI Search

External Attack Surface Management

Defender Threat Intelligence

Defender XDR

Entra

Intune

Purview

Sentinel

Other Plugins

CIRL Hash Lookup

Tanium

JAMF

Shodan

UrlScan

GreyNoise

AbuseIPDB

VirusTotal



Microsoft Copilot for Security (CfS)

Prompting
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Every good prompt should have a goal. Whether it comes in the form of instructions or questions, 
it should indicate what you want out of your current session.



Microsoft Copilot for Security (CfS)

Verfügbarkeit 
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AV: Mindestens 3 physisch getrennte RZ

Unabhängige Energie-, Kühlung- und 
Netzwerkinfrastruktur

Hochverfügbarkeit innerhalb einer AV:

10 Availability zones für CfS



Microsoft Copilot for Security (CfS)

Requirements
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Berechtigungen:
Owner oder Contributors auf Ressource Gruppe

Azure Subscription
• Secure Compute Units

Berechtigungesrollen:
 Entra
 Intune
 Purview
…



Microsoft Copilot for Security (CfS)

Zugriff auf Copilot for Security
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Portal: https://securitycopilot.microsoft.com

Copilot Contributors:
  Everyone

Copilot Owners:
  Globale Administratoren
  Security Administratoren



Microsoft Copilot for Security (CfS)

Lizenzierung
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Einfache Lizenzierung – Shared Use

Microsoft Empfehlung 3 SCUs

Skalierung (Down/Up) jederzeit möglich

SKU (WE) Price pro Stunde Geschätzter Preis pro Monat

Provisioned € 3.74 € 2.743



Microsoft Copilot for Security (CfS)

Usage Monitoring & Scaling
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Notifizierungen Kapazitätslimits

Schnelles Up/Down Scaling

Informationen bleiben für
90 Tage gespeichert



Demo
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