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The expanding solutions in the Microsoft Intune product family bas = it

Microsoft Intune

Microsoft Configuration Manager
Microsoft Intune suite of advanced solutions

Microsoft Intune Remote Help

Microsoft Tunnel for Mobile App Management

Microsoft Intune Endpoint Privilege Management




DAS WICHTIGSTE

https://endpoint.microsoft.com

bascit

https://intune.microsoft.com

Endpoint Manager Admin Center

MECM (Microsoft Endpoint Configuration Manager)

Endpoint Manager als Uberbegriff entfillt

Intune Admin Center

MCM (Microsoft Configuration Manager)

Microsoft Intune Product Family


https://endpoint.microsoft.com/
https://intune.microsoft.com/
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CO-MANAGEMENT bascit

Tenant
attach
*  On-Premise Gerate konnen mittels Tenant Attach an die Cloud angebunden .
werden e ® Intune Suite @ veererrneerernnieeeeenns
¢ Intune Admin Center als zentrale Konsole fiir Co-Management von Windows ¢ o
10& 11
«  “best of both worlds” — Verwendung der jeweils besten Funktionen aus . """"""" y
beiden Produkten 2 Co-management
i | workloads :
«  Zentrale, platfformiibergreifende Darstellung von Device Compliance ~ ©nfigMgr console ¢ ¢ Intune console
* Remotefunktionen wie Reboot, Sync, Wipe
Configuration® ® Intune
Manager
Domain-joined PCs Windows 10/11 Windows and
(on-premises managed) ConfigMgr + MDM mobile devices
Cloud-native
- management

/ 7 Intune Product Family




Internet

On-premises

Enrolled in Intune

[+

,vou I

Joined to AD
Joined to Azure AD
Enrolled in Intune

Windows

ConfigMgr agent

ConfigMgr agent

Legacy clients

L]

Windows 7/8.x

Intune Product Family

Client apps

i

Office
Click-to-run

App workloads

Client apps

Office
Click-to-run
apps

Microsoft Azure

Microsoft Intune

Resource
access
policies

Resource
access
policies

Device Windows Update
configuration for Business
falelll policies

Policy
workloads

Device Windows Update
configuration for Business
policies pelicies

Device
compliance
policies

Device
compliance
policies

Endpoint
protection
policies

Endpoint
protection
policies

Configuration Manager

Intune console

aAl=

N W,
Configuration
Manager console
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WAS IST NEU? bascit

New store, new me

ANDERUNGEN
MIT DEM NEUEN
MICROSOFT
STORE UND
INTUNE

Basierend auf WinGet Kein Store for Business mehr

Kein Private Store mehr GrolSere Auswahl dank Support fir
Win32 & MSI

|
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Microsoft In

ﬁ Home

Dashby
All sen
Device
Apps
Endpoi
= Report
&4 Users
Groups
Tenant adm

v
Troublesho

Home > Apps | Windows > Windows | Windows apps

Add App

Company Portal

0

Recently published apps show all

Microsoft To Do
Microsoft
Corparation

Devices show all

THI5 DEVICE

=
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INTUNE PLAN 2
FEATURES
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MICROSOFT INTUNE TUNNEL FOR : . AN

MOBILE APPLICATION ' |
MANAGEMENT . L
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APP PROTECTION POLICIES / MOBILE APP MANAGEMENT  basc it

™\

(1) S—
Corporate Data

‘E‘ EHE‘ Corporate

w

Corporate Data

[=]=][=]

[ )

[=]=]=]

W

Corporate

W

a

L J | ‘

=232

Personal Data

‘. ‘ | } L |

Personal Data

B

Personal Data

MDM
(Intune or 3rd party)

|
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MICROSOFT TUNNEL bascit

Microsoft Tunnel Gateway Architecture

Management Agent 7

|
/ 17 Intune Product Family




MICROSOFT TUNNEL FOR MAM bascit

Corporate Network Trust boundary

Corp

Tunnel Server
Resource

Network boundary

2. TCP Connect (TLS Handshake with Token)

3. UDP Connect DTLS using 4b. Encrypted Web Request
TLS session key v

1a. (opt.) Get Token for Tunnel

contains:
User UPN

1. Get Token

Resource Id for Tunnel app
Client Id

Tenant Id

Acct Claim

0. Connect

Managed
App 4a W=k Nequest fer Corp Resource

iOS App boundary

/ 18 Intune Product Family

/] /




bascit

MICROSOFT INTUNE MANAGEMENT : . AN

OF SPECGIALTY DEVICES J - |
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FIRMWARE-OVER-THE-AIR (FOTA) : . AN

UPDATES J ' |
- L.

21 Intune Product Family



FOTA UPDATES bascit

Bestimmte Samsung & Zebra
Gerate

Firmware Updates ohne Gerate Zusatzliche Lizenzierung u.U.
mit PC verbinden zu mussen notwendig

|
/ 22 Intune Product Family
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INTUNE SUITE
FEATURES
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MICROSOFT INTUNE ENDPOINT : . AN

PRIVILEGE MANAGEMENT | l
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o
Ty
'; Endpoint Privilege Management X :

Open this app as administrator?

Windows Security

Enter your credentials

g

These credentials will be used to run as administrator.

LanJa Demo User

lanjademo@intune.cc

Mare choices

Cancel
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File Action Media Clipboard View Help

DO np H>oH W

IRECYCISDIT

2"

NIicrosort
£t0 ]

K

b

VSO0 0]
LOUC

Status: Running




File Action Media Clipboard

ON o )¢

RECYCISE T

2"

IVIICrosoit
(Helef

VISUaIHTOT 0]
LOUC

s
e
Sl

NOLEPaU =

Status: Running

View

s

Help
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MICROSOFT INTUNE REMOTE HELP : . \
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Remote Help

User mode:
Administrator

Recycle Bin

Screen sharing on

L
L

Qa 13°C Regenschauer

ENG

07:49
24/04/2023
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MICROSOFT INTUNE ADVANGED : . AN

ENDPOINT ANALYTICS | l
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Micrasoft Intune admin center B o0 @ @ &

R61601959

Device timeline

Details T




ANOMALY DETECTION

Home nepo

Anomaly Affected devices

N

() Refresh v Export
jrcl ! 2, mod

Showing 1 to 2 of 2 records

' Add filter

Device name T

iew devices in your organization affected by the

Columns

ES

Manufacturer T
Microsoft Corporation

Microsoft Corporation

View affected devices

~
Model TL
Virtual Machin

Virtual Machin

LY VLTI R

User experience

~

OS version Ty

10.0.19041.10031

bascit

TelemetryRealTimeTool.exe experiencing crashes or hangs on over 5% of devices in the last 48 hours

First occurrence (UTC) T
02/08/2023

02/08/2023

=]
o

Latest occurrence (UTC) T




1)

]

] &

Re G B

Home
Dashboard

All services
Devices

Apps

Endpoint security
Reports

Users

Groups

Tenant administration

Troubleshooting + support

Microsoft Intune admin center

<&

Home > Devices | Overview > Windows | Windows devices > CLTTSTO1

= CLTTSTO1 | Device query

| 2 Search

Overview

Manage

Properties

Monitor

B B ¥

L

ia]

Hardware

Discovered apps
Device compliance
Device configuration
App configuration
Local admin password
Recovery keys

User experience
Device diagnostics
Group membership
Managed Apps

Filter evaluation
Enrollment
Remediations (preview)

Device query

| <

Properties

‘ O Search

~ BiosInfo

~  Certificate

~ Cpu

~ DiskDrive

v EncryptableVol...

~ Filelnfo

v LocalGroup

~ localUserAcco...

~ LogicalDrive

~ Memorylnfo

~~ OsVersion
Architecture

BuildVersion

InstallDateTi...

MajorVersion

MinorVersion

X
> Run X Clear input
1 OsVersion [
Get started Results
= Columns 1 items

OsName OsVersion MajorVersion MinorVersion PatchVersion BuildVersion

Microsoft Wind...  10.0.22631 10 0 22631 22631

Architecture

64-bit




WEITERE ADVANGED ENDPOINT ANALYTICS FEATURES basc it

Device Scopes Enhanced device timeline
Basierend auf Intune Scope Tags - Bessere Ubersicht von Events
Erlaubt detailliertes Filtern - Pro Gerat verfligbar = besserer Einblick

Ermoglicht RBAC in Endpoint Analytics

35 Intune Product Family
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MICROSOFT INTUNE ENTERPRISE : . AN

APPLICATION MANAGEMENT | l
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Microsoft Intune admin center

n S Home > 7-Zip (x64) | Properties > B
o Edit application - X

A

Edl

E41 Dashboard Windows catalog app (Win32)

= All services

W Devices Assignments ‘ Review + save
= H Apps Required ©
'—_I ‘; Endpoint security
FHH Reports Group mode Group Filter mode Filter End user notifications Availability Installation deadline Restart grace pe
‘, & Users No assignments

4 G EEEEEEEE——— [ 4

i S8 Groups

+ Add group @ + Add all users O + Add all devices @

e @ . .

Py &% Tenant administration

& K Troubleshooting + support Available for enrolled devices ©

& Group mode Group Filter mode Filter End user notifications  Availability Restart grace period Delivery optimizatio...

X

No assignments

+ Add group @ + Add all users @ + Add all devices @

Uninstall ©

Group mode Group Filter mode Filter End user notifications Availability Installation deadline Restart grace pe

No assignments

4

+ Add group @ + Add all users O + Add all devices @

ect

Review + save Cancel
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MICROSOFT INTUNE CLOUD PKI : . \
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Microsoft Intune admin center

cunt
a

aa Uiens

B Q

2 Terant L

% Troubleshooting + support

Create certification authority

L e ® cont guration seftings Review

About root and issuing certificate authorities (CAS)

Commaon name (CM

Valdity perod *

Subject atiributes

Organization (O

Organizational unit (OU)

Urnited States

State or province (5T)

Locality (L)

Encryplion

Kev size and aloarithrm are mherited from the

Issued leaf certificates

Refre nn
Subject name | User principal name

tfey@contoso.com
N =tfey tfey@contoso.com

tfey@contoso.com

Contoso Issuing CA

Issued leaf certificate status
| 735 | 223 22

Wiew all certificates

Device name

Status Thumbprint

Leaf certificate properties



FUR WEN IST CLOUD PKI? basc it

*  Support fir SCEP Profile SCEP Certificate Profile Flow
* SCEP URL

e CRL distribution point /(@/
® ®l

e Nur fur von Intune

verwaltete Gerate ‘,(‘D/
/®/ NDES + \
Intune NDES Connector @

* Verwendung existierender
Offline Root CA unterstutzt

* Root Zertifikate konnen
heruntergeladen werden

Certification
Authority

/ 40 Intune Product Family




https://www.youtube.com/@base-it-youtube
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Ansfelden | Salzburg | Wien

+43 7229 87800 - O | office@baseit.at | www.baseit.at

Unsere digitale Unternehmensbroschure

@0in Y KD



http://www.baseit.at/
https://www.unserebroschuere.at/baseit/MailView/
https://www.xing.com/pages/base-itgmbh
https://www.linkedin.com/company/base-it
https://www.kununu.com/at/base-it
https://www.facebook.com/BaseItGmbh
https://www.youtube.com/channel/UCrANCjvoC3ev4BKtWPrgPsA
https://www.instagram.com/base_it_gmbh/
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