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Azure AD wird Microsoft Entra ID

Microsoft Entra Portal

Microsoft’s Security Service Edge (SSE) 
Microsoft Entra Internet Access 
Microsoft Entra Private Access 
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Security Service Edge (SSE) - Architektur
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Use least privilegeVerify explicitly Assume breach

Endpoints Remote networksIdentities

Microsoft’s Identity-centric Security Service Edge (SSE) solution

Private AccessInternet Access

SaaS

Internet

HQ/Datacenter IaaS / PaaSInternetMicrosoft 365

Microsoft Entra Internet Access

Secure access to all internet, SaaS, 

and Microsoft 365 apps and protect 

against malicious internet traffic 

with an identity-centric Secure 

Web Gateway (SWG).

Microsoft Entra Private Access

Secure access to all private apps 

and resources, for users anywhere, 

with an identity-centric Zero 

Trust Network Access (ZTNA).



VPN ermöglicht Zugriff auf das gesamte Unternehmen. (Angriffsoberfläche)

Multifaktor Integration oft gegeben aber nicht ausreichend. 
(MFA Spoofing, AiTM, Voice & SMS)

Pflege und Wartung von VPN Clients.

Komplexe Konfigurationen notwendig. (Split DNS, etc.)

Kontrolle lediglich für On-Site Applikationen, 
keine Kontrolle über Cloud-Services.
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Entra Private Access – Legacy VPN LösungEN
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Entra Private Access 

Zero Trust Prinzip

Hohe Verfügbarkeit &
Geringe Latenz

Cloud Approach (weniger Komplexität)

Keine Verbindung von extern

Conditional Access Integration
(FIDO Key, Passkey, MFA, Compliant Device)
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Entra Private Access – Lösungsansatz

Microsoft Entra Private Access

Use least privilegeVerify explicitly Assume breach

Microsoft’s Identity-centric Security Service Edge (SSE) solution
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Entra Private Access - Funktionsweise
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Anywhere

Private Access

Conditional Access in 

Entra ID

Continuous access 

evaluation (CAE)

Key Security Capabilities

Microsoft’s Identity-centric Security Service Edge (SSE) solution

Dedicated tunnels

All private apps and resources

Corporate 

network

Multi-cloud

Web apps

RDP/SSH

SMB, FTP

ERP (SAP,…)

Printers

…

Any user, 

any device

Endpoints

Remote 

networks

Identities

Connectors

Dedicated tunnels

Use least privilegeVerify explicitly Assume breach



Webcast 24.11.2023 – Microsoft Entra

Security Service Edge (SSE) – FACTS
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Deep integration with identity

Integrated fabric that 

converges identity and 

network protection policies 

with Conditional Access

Microsoft’s vast global network 

70
Azure 

regions

170+
edge

sites

225k+
miles

of fiber

20k+
peering

connections

Fast and seamless access to all apps 

and resources, milliseconds away 

from any resource with Microsoft’s 

global private wide area network

Enhance security and visibility

Internet apps and 

private apps 
Microsoft 365

apps 

Third-party SSE
Microsoft Entra

Internet Access

Endpoints
Remote 

networks
Identities

Unique Microsoft 365 value, 

with open platform that enables 

side-by-side deployment with 

other SSE solutions



DEMO
ENTRA Private Access
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