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AGENDA bascit

Webcast 24.11.2023 — Microsoft Entra

Azure AD wird Microsoft Entra ID

Microsoft Entra Portal

Microsoft’s Security Service Edge (SSE)
Microsoft Entra Internet Access
Microsoft Entra Private Access

2  professional. fast. secure.
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MICROSOFT ENTRA ID basc it

Webcast 24.11.2023 — Microsoft Entra
Azure AD is becoming:
Microsoft Entra ID.

New name. Same capabilities. Same licensing.
G

No action is needed from you.

aka.ms/aadrename

|
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MICROSOFT ENTRA ID NAMENSANDERUNG

Webcast 24.11.2023 — Microsoft Entra

Azure AD is becoming =

Microsoft Entra ID.

from...

Azure AD Free

Azure AD Premium P1
Also included in Microsoft 365 E3

Azure AD Premium P2
Also included in Microsoft 365 E5

Azure AD External Identities

|
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to...

Microsoft Entra ID Free

Microsoft Entra ID P1
Also included in Microsoft 365 E3

Microsoft Entra ID P2
Also included in Microsoft 365 E5

Microsoft Entra External ID
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MICROSOFT ENTRA ID basc it

Webcast 24.11.2023 — Microsoft Entra

Microsoft Entra product family

Secure access for a connected world

Microsoft Entra ID Migrf)soft Entra
formerly Azure AD) Verified ID

Identity Microsoft Entra New

Microsoft Entra S e E
and access D Goverranica Permissions identity

management . Management categories

Microsoft Entra Microsoft Entra
External ID Workload ID

|
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SECURITY SERVICE EDGE (SSE) - ARCHITEKTUR bascit

Webcast 24.11.2023 — Microsoft Entra

-~ : G
|:l Microsoft 365 Internet
~

-
Microsoft 365 Internet HQ/Datacenter laaS / PaaS
Microsoft Entra Internet Access Microsoft Entra Private Access
Secure access to all internet, SaaS, :I: Secure access to all private apps
and Mlcrosof’g 365 apps and protect Internet Access R Private Access  R% and'resoutces, ff)r users a.nywhere,
against malicious internet traffic with an identity-centric Zero
with an identity-centric Secure Microsoft’s Identity-centric Security Service Edge (SSE) solution Trust Network Access (ZTNA).
Web Gateway (SWG).
§ J I I
Identities Endpoints Remote networks
Verify explicitly Use least privilege Assume breach

|
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ENTRA PRIVATE ACCESS - LEGACY VPN LOSUNGEN bascit

Webcast 24.11.2023 — Microsoft Entra

VPN ermoglicht Zugriff auf das gesamte Unternehmen. (Angriffsoberflache)

Multifaktor Integration oft gegeben aber nicht ausreichend.
(MFA Spoofing, AiTM, Voice & SMS) Ea

Pflege und Wartung von VPN Clients.

Komplexe Konfigurationen notwendig. (Split DNS, etc.)

o | - |
Kontrolle lediglich fiir On-Site Applikationen, . - -
keine Kontrolle Giber Cloud-Services. 5'
Managed Client VPN
SMB
| o5




ENTRA PRIVATE AGCESS

Webcast 24.11.2023 — Micr

Zero Trust Prinzip

Hohe Verfiigbarkeit & %J
1 Home Office
Cloud Approach (weniger Komplexitat) e e ApD Registration
/ je Applikation
e verbi @ i

Keine Verbindung von extern « a — s

Managed Client ‘4
HTTPS Applikation Proxy

Conditional Access Integration
(FIDO Key, Passkey, MFA, Compliant Device)

/] /

bascit

H
| |
| |
| |
| |

keez]

Corporate

|

App1 >

el

S
B < SMB
W

RDP



ENTRA PRIVATE ACCESS - LOSUNGSANSATZ basc it

Webcast 24.11.2023 — Microsoft Entra

Microsoft's Identity-centric Security Service Edge (SSE) solution

Microsoft Entra Private Access

Verify explicitly Use least privilege Assume breach




ENTRA PRIVATE ACGESS - FUNKTIONSWEISE basc it

Webcast 24.11.2023 — Microsoft Entra

Anydusgr, Anywhere All private apps and resources
any device
Conditional Access in .
Multi-cloud
Entra ID P >
Identities . .
Continuous access ® [}
evaluation (CAE) ® ®
Endpoints - — > ® Y = > ‘
P R ° i S S
> /AT ;
"‘-: > °® @ 3 N
RemOtE g Connectors Web apps
networks \ T
Dedicated tunnels ® Dedicated tunnels >
® ° —)O @ RDP/SSH

_>O —> [ ] swmB, Frp
e @ e Corporate —
network —> |;| ERP (SAP,...)
’
== . & Microsoft's Identity-centric Security Service Edge (SSE) solution
—> gj Printers

Private Access %5 S e

|
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SECURITY SERVICE EDGE (SSE) - FACTS

Webcast 24.11.2023 — Microsoft Entra

Deep integration with identity

Integrated fabric that
converges identity and
network protection policies
with Conditional Access

14 professional. fast. secure.
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Microsoft’s vast global network

miles
of fiber

Azure
regions

edge
sites

peering
connections

70 170+ 225Kk+ 20k+

Fast and seamless access to all apps
and resources, milliseconds away
from any resource with Microsoft's

global private wide area network

bascit

Enhance security and visibility

Internet apps and
private apps

N\

Remote
networks

Unique Microsoft 365 value,
with open platform that enables
side-by-side deployment with
other SSE solutions
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Ansfelden | Salzburg | Wien | Hall

+43 7229 87800 - O | office@baseit.at | www.baseit.at

Unsere digitale Unternehmensbroschure

@0in X KD



http://www.baseit.at/
https://www.unserebroschuere.at/baseit/MailView/
https://www.xing.com/pages/base-itgmbh
https://www.linkedin.com/company/base-it
https://www.kununu.com/at/base-it
https://www.facebook.com/BaseItGmbh
https://www.youtube.com/channel/UCrANCjvoC3ev4BKtWPrgPsA
https://www.instagram.com/base_it_gmbh/
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