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Security challenges

professional. fast. secure.3

Too many 

disconnected 

products

High volume 

of noisy alerts  

Security skills 

in short supply

Lack of 

automation

Rising infrastructure 

costs and upfront

investment

IT deployment & 

maintenance 

Sophistication 

of threats



Was ist EIN SIEM / SOAR?
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SIEM | Security Information and Event 
Management

▪ Central data collection and storage
▪ Real-time data analysis
▪ Event Reporting
▪ Early Detection of security breaches

SOAR | Security Orchestration, 
Automation and Response

▪ Enrich Collected Data
▪ Automate Actions to accelerate 

Investigations and Response
▪ Guide analysts to the best & fastest 

response
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Gartner has recognized 

Microsoft as a Leader in the 

2022 Magic Quadrant for 

Security Information and 

Event Management
*Gartner, Magic Quadrant for Security Information and Event Management by Pete Shoard, Andrew Davies, and 
Mitchell Schneider, October 10, 2022.

This graphic was published by Gartner, Inc. as part of larger research documents and should be evaluated in the 
context of the entire documents. The Gartner documents are available upon request from Microsoft. Gartner does 
not endorse any vendor, product or service depicted in its research publications, and does not advise technology 
users to select only those vendors with the highest ratings or other designation. Gartner research publications 
consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. 
Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties of 
merchantability or fitness for a particular purpose. GARTNER and Magic Quadrant are registered trademarks 
and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and are used herein 
with permission. All rights reserved.

2022 Magic Quadrant for Security Information and Event Management

Gartner Glossary: Security information and event management (SIEM) technology supports threat detection, compliance 
and security incident management through the collection and analysis (both near real time and historical) of security 
events, as well as a wide variety of other event and contextual data sources. The core capabilities are a broad scope of 
log event collection and management, the ability to analyze log events and other data across disparate sources, and 
operational capabilities (such as incident management, dashboards and reporting).

Gartner IT Glossary, “Security Information And Event Management (SIEM),” [20th July,2022]. 
[https://www.gartner.com/en/information-technology/glossary/security-information-and-event-management-siem]

https://www.gartner.com/en/information-technology/glossary/security-information-and-event-management-siem


What to Ingest?
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▪ Identity Logs 
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▪ Identity Logs 
▪ Audit Logs
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▪ Identity Logs 
▪ Audit Logs
▪ Alert Logs
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What to Ingest?

professional. fast. secure.9

▪ Identity Logs 
▪ Audit Logs
▪ Alert Logs

▪ Other Logs: „Use-case“ dependent

z.B.:

• Vulnerability Management
• Erkennung von Anomalien im NW Traffic 

– FW Logs/Netflow notwendig

=
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Microsoft Sentinel
Design & Ingest
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Azure Monitor Agent (AMA)

Sentinel

workspace

Microsoft Sentinel
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Azure

On-premises/ IaaS

Active Directory

Microsoft Sentinel

Windows Event  Forwarding

Collector (WEC)

WebserverEmail ServerSQL ServerProxy ServerApp Server

Window Servers

Group

Policy

1 - Clients receives GPO that points to subscription manager “WEF Collector”

2 - Clients requests subscription details from WEF Collector

3 - WEF Collector provides subscription which includes required events

4 - Clients forward events copies to collector server

5 – MMA agent on WEF collector forwards events to Microsoft Sentinel

Windows Event Forwarding (WEF)

1

4

5

2

3

Security Events

Security Events

Windows Event Forwarding flow

Log Analytics

workspace
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Microsoft Sentinel
DESIGN
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▪ On-Prem Win/Linux

▪ On-Prem Network 
Appliances

▪ div. Azure Services (Entra 
ID, Conditional Access, 
Identity Protection,…)

• Public Endpoints
• AMA & Syslog Caching 

ausreichend
• keine Archivierung 

notwendig



professional.

Design
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▪ On-Prem

▪ NVAs in Azure Hub

▪ VMs in Azure Spoke

▪ IaaS / PaaS in Azure 
Spokes

• Hochverfügbar
• günstige 

Langzeitarchivierung von 
Logs

• nur via Private Endpoints 
erreichbar
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Microsoft Sentinel
DEMO



Customer 
Story #1
Phishing / AITM
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Customer Story #1 – Phishing / AitM
Beschreibung & Angriffsszenario

▪ Phishing E-Mail von kompromittierter Mailbox eines Geschäftspartners

▪ vermeintliche OneDrive Freigabe

▪ “Advisory-in-the-middle” Attack auf Legal Abteilung



Customer Story #1 – Phishing / AitM
Beschreibung & Angriffsszenario

▪ “Advisory in the Middle”-Attacke?

Reverse Proxy 
(Threat Actor)

Web-Request
https://login.microsoftonIine.com/

User

TLS Reencryption

   --> Username / Passwort (+ 
jeglicher Web Traffic im Klartext)

https://login.microsoftonline.com

„Please visit: 
https://login.microsoftonline.com/“

https://login.microsoftonIine.com/“

vs. https://login.microsoftonline.com/“

„reverse-proxied to:“
login.microsoftonline.com

„Phishing-proof“?



Customer Story #1 – Phishing / AitM



Customer Story #1 – Phishing / AitM

das ist gar nicht gut… 

“Threat Actors”- Point of View



Customer Story #1 – Phishing / AitM
Mitigation

▪ Identity Protection?

▪ PIM? 

▪ Passwordless with Phone? 

Anforderung

Erkennung der „Reusage“ eines Session Tokens

*zukünftig Mitigation möglich? → Token protection in Microsoft Entra Conditional Access | Microsoft Learn (Preview) & Conditional Access (Compliant Device or Trusted Location) 

long story short:

NOT 
REALLY.*

https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-token-protection


Customer Story #1 – Phishing / AitM
Detection

▪Logic App & Company Branding

▪ CSS in Company Branding Source Code

▪ Logic App wird bei jeder Anmeldung 
getriggert

▪ AitM Attacke: HTTP Referer String 
entspricht nicht 
„login.microsoftonline.com“ oder 
„login.microsoft.com“ 



Customer Story #1 – Phishing / AitM
Detection



Customer 
Story #2
Data Exfiltration
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Customer Story #2 – Data Exfiltration
Beschreibung & Angriffsszenario

▪ Customer: Vendor für IoT Devices  

▪ Azure Storage Blob – Plattform für Firmware- & Softwarebereitstellung an 
Kunden

“Malicious Behaviour”: Wiederholtes Crawling der Verzeichnisstruktur und 
“Bulk Download” aller Files 

Problematik

▪ Kostenthema (Azure Traffic + Storage Account Zugriffe)

▪ Zugriff von Aktoren, mit weniger guten Absichten? Threat Intelligence Source? 



Customer Story #2 – Data Exfiltration

▪ Diagnostic Logging im Storage Blob 
▪ Auswertung aller Zugriffe möglich – sinnvoll? 

▪ Lösung: Canary Token 
▪ What’s that again? 

Detection & Mitigation

Threat Actor Storage Blob

Access

Download

File open

Azure Function

Web Callback



Customer Story #2 – Data Exfiltration

▪ Ziel: SOAR (“Security Orchestration, Automation and Response”)

Detection & Mitigation

Threat Actor Storage Blob

Access

Download

File open

Azure Function

Web Callback

Sentinel / SIEM

Write Request Data

Logic Apps

DENY
Threat Actor IP in

NSG

Incident

Create Incident / 
Alert

Update Incident
Comment

Add Threat Actor IP
to TI Indicators



Customer Story #2 – Data Exfiltration
Showcase
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Microsoft Sentinel
Cost Overview



Microsoft Defender 365 customers – save 

money and get more protection
Extend XDR to modern SIEM to better secure your full digital estate

Save up to $2,200 per month on Microsoft 

Sentinel for a 3,500-seat deployment¹ 
Discount applied automatically

Reduce response time by up to 88%² with bi-directional incident integration between SIEM and XDR 

Cut infrastructure and maintenance costs while gaining the scalability and machine speed you need

Microsoft 365 E5, A5, F5, G5

customers can benefit with up 

to 5MB per user/day³ of free data 

ingestion into Microsoft Sentinel

Data sources included in offer:

• Azure Active Directory (Azure AD) sign-in and audit logs

• Microsoft Defender for Cloud Apps shadow IT discovery logs

• Microsoft Information Protection logs

• Microsoft 365 Defender advanced hunting data

Get started: https://aka.ms/m365-sentinel-offer

¹Calculation based on pay-as-you-go prices for Microsoft Sentinel and Azure Monitor Log Analytics for US East region. Exact savings will depend on benefit utilization and customer's effective price after any applicable discount

² According to The Total Economic Impact Of Microsoft SIEM and XDR, A Forrester Total Economic Impact Study Commissioned by Microsoft, August 2022

³Up to 5MB of data/per day free with Microsoft Sentinel for Microsoft 365 E5, A5, F5 and G5** or Microsoft 365 E5, A5, F5 and G5** security customers. Microsoft waives all entitlement to compensation for the services provided to you under this agreement. Microsoft intends that 

these services and associated terms be in compliance with applicable laws and regulations with respect to gratuitous services. It is specifically understood that all services and services deliverables provided are for the sole benefit and use of the government entity and are not 

provided for personal use or benefit of any individual government employee.

https://aka.ms/m365-sentinel-offer


Benefit for Microsoft Defender 

for Server customers

Defender for Server P2 customers receive a 500MB per VM per day free   

data benefit for specific security data tables

Customers with

Defender for Servers Plan 2 enabled, 

get 500 MB per VM per day of free 

data ingestion on qualifying security 

data types.

Qualifying security data types:

• SecurityAlert

• SecurityBaseline

• SecurityBaselineSummary

• SecurityDetection

• SecurityEvent

• WindowsFirewall

• SysmonEvent

• ProtectionStatus

• Update and UpdateSummary

Get started Learn more

https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-select-plan
https://learn.microsoft.com/en-us/azure/defender-for-cloud/faq-defender-for-servers#what-data-types-are-included-in-the-daily-allowance-
https://aka.ms/msftsentinelblog


Azure Pricing Calculator: 

Pricing Calculator | Microsoft Azure

Sentinel Commitment Tier:

Microsoft Sentinel Pricing | Microsoft Azure

Sentinel Kosten werden primär über das Ingest Volume (GB an 
Daten die in Sentinel importiert werden) berechnet. 

▪ 3 Monate Retention gratis 

▪ Commitment Tier 

▪ zusätzliche, kostenlose Datenquellen

− Azure Activity

− Office 365 Audit Logs (Sharepoint, Teams & Exchange Admin Activity)

− Defender Alerting

Pricing

Microsoft Sentinel – Tech Day on Friday49

https://azure.microsoft.com/en-us/pricing/calculator/
https://azure.microsoft.com/en-us/pricing/details/microsoft-sentinel/


▪ Design & Implementation Phase

− SIEM Architektur Workshop / RBAC & Implementierung Azure Ressourcen 

▪ Collection Phase

− Onboarding „free MS Data Connectors“ (Azure Activity, M365 Defender Alerting, O365) 

− Onboarding „non-free Data Connectors“ (Entra ID) 

− Erstellung Workbooks & Analytics Rules 

− Syslog Connector Deployment + Anbindung eines Syslog/CEF Systems

− Deployment „Azure Monitoring Agent“ auf einem Endpoint (Ingest von Daten via „Data Collection Rule)

SIEM „FAST “ / Proof of Concept

Microsoft Sentinel50



Aufwand (extern & intern):   ca. 5 PT 
Kosten Sentinel / Monat:  €
Mehrwert: + / -

„Einstieg in die Welt des Microsoft SIEM“ 

▪ Automation Phase

− Umsetzung von 2 frei definierbaren Automations (z.B. automatic Device Isolation, E-Mail/Teams 
Alerting, etc.) 

− Data Connector Monitoring

− Threat Intelligence Overview & Possibilities

▪ PoC Abschluss

− Workshop (Sentinel Ausbau & weitere Vorgehensweise in nächster Phase)

SIEM „FAST“ / Proof of Concept

Microsoft Sentinel51



Ansfelden | Salzburg | Wien | Hall / Tirol

+43 7229 87800 - 0 | office@baseit.at | www.baseit.at

Unsere digitale Unternehmensbroschüre

http://www.baseit.at/
https://www.unserebroschuere.at/baseit/MailView/
https://www.xing.com/pages/base-itgmbh
https://www.linkedin.com/company/base-it
https://www.kununu.com/at/base-it
https://www.facebook.com/BaseItGmbh
https://www.youtube.com/channel/UCrANCjvoC3ev4BKtWPrgPsA
https://www.instagram.com/base_it_gmbh/
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