
Base-IT Managed Service Security

Microsoft 365 Security
Azure Security
24x7 Security Operation Center



Consulting & Beratung Managed Service & Betreuung Cloud Services On Premise-Datacenter

Base-IT auf einen Blick.
Wer wir sind

professional. fast. secure.2

Excellence 
wird bei uns 
neu 
definiert.

Wir
▪ Gründer:

Gregor Dedl  

Christoph Moser

▪ seit 2010 

▪ Über 80 engagierte 

Mitarbeiter/innen (65 

Consultants)

▪ Standorte:

Ansfelden | Wien

▪ ISO/IEC 27001-2013 

zertifiziert

▪ 10 Mio DL Umsatz (80% MS 

Consulting)

Unsere Werte
Der Kunde steht im Mittelpunkt 

unseres Handelns.

Knowhow & individueller Service 

sind unsere Markenzeichen.

Unsere Kunden
Über 300 zufriedene Kunden in 

Österreich & in angrenzenden 

Ländern

KMUs, Konzerne, alle Branchen



professional. fast. secure.

Cloud Services

Operations

Support

Managed Service

Consulting

On Premise
Datacenter

Was wir anbieten.
Unser Portfolio
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Microsoft 365 / Office 365

Microsoft Azure

Security (M365 & Azure)

Compliance (M365)

Datacenter Support

Datacenter Outsourcing 

Managed Service

Security Operation Center

Client Service Desk

11x5 / 24x6 / 24x7

Server / Storage

Virtualisierung

Backup

Network & Security

Management & Monitoring 

Automatisierung

Projektumsetzungen

IST-Analyse & IT Strategie

Konzeption

Migrationsplanungen

Projektmanagement

Lizenz-Beratung (CSP) 

Technische Schulungen



Zusammenarbeit mit internationalen & namenhaften Herstellern.
Unsere Partner

professional. fast. secure.4



Viele zufriedene Kunden.
Referenzen

professional. fast. secure.5



Base-IT Managed Service Security

Microsoft 365 Security
Azure Security
24x7 Security Operation Center



Overlapping web of technologies
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Managed Service Security Overview

Security Operation 

Center

Managed Services Security 

Products

11

Managed Service Bundles

M365 Security E3 / E5
Azure Security

complete

M365 E3/E5 Azure complete

24x7

24x6

11x5

Azure AD Premium

Defender AV

Defender for Endpoint

Defender for Identity

Defender for O365

Cloud App Security

Azure Secenter / Defender

Azure Sentinel

To be extended…



Managed

Service 

Security 

Products

Defender for AV

▪ “Windows Defender Anti-Virus”

▪ Pattern-based virus protection

▪ Basic protection

Defender for Endpoint

▪ Adv. functionalities as Windows Defender

▪ Analyzes of behavior in order to recognize 

anomalies

▪ Ability of detecting new viruses/zero Day

▪ Threat & Vulnerability Management

▪ Endpoint Detection & Response

Managed Service Security Products
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Advanced Security Reports & Alerts Access Reviews

App Proxy, inc. PingAccess Azure Identity Protection

Azure AD B2B Entitlement Management

Azure AD Connect Health Privileged Identity Management

Azure AD Password Protection Risk-Based Conditional Access

Cloud App Discovery

Conditional Access

Multi-Factor Auth. (MFA)

Self-Service Password Reset in AD

Self-Service Group Management

Shared Account Password Roll-

Over

Single-Sign-On to other SaaS

Terms of Use

3rd Party MFA Integration

Azure AD Premium P1 Azure AD Premium P2



Managed Service 

Security Products 

Defender for O365

▪ Protection from phishing and zero-day-

malware through analyzes of e-mails, files on 

OneDrive, Teams and SharePoint 

▪ Safe links, safe attachments

▪ Protect all Office 365 Data 

Cloud App Security

▪ Control over cloud apps & files within SaaS 

application in the cloud 

▪ Detection of threats

▪ analyzes of behavior

▪ Block & Control usage of SaaS applications

Defender for Identity

▪ Detection of abnormal Logon behavior

▪ Control of logins, VPN connections, etc.

▪ Honeytoken activities

Managed Service Security Products
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Managed Service 

Security Products 

Azure Sentinel

▪ Collection and analyses of data of users, 

applications, server, network devices from 

several sources such as on-premise and 

cloud

▪ AI and machine learning analyze data

Security Operations Center

▪ 24x7 Operation Center for Incidents

▪ Combination of notifications of several 

Microsoft Security technologies

▪ Enables an overview of all products 

▪ Reactive managed Service

Azure Security Center & Defender

▪ Protection for Windows and Linux 

servers, Containers, Storage and Data

▪ AI and Threat Intelligence support

▪ Strong cloud-based Security features

Managed Service Security Products
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Azure AD Premium P1

Azure AD Premium P2

MS Defender AV

Azure AD Premium P1

MS Defender AV

Managed Service Microsoft 365 E3 / E5
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MS Defender for Endpoint

MS Defender for Identity

MS Defender for O365

Cloud App Security

M365 E3 M365 E5

▪ Weekly system-check off all solutions

▪ Handling of alerts in weekly system-check

▪ Continuous discussion with customer to guarantee service quality

▪ Adopting new features and functionality

▪ Service reports

▪ working on defined goals to reach secure score targets

Proactive Operation and Servicing

▪ High Alerts - Alerting to base-IT SoC

▪ Alert-handling based on customer agreement

▪ monthly alert reports

▪ SLA for Alert Handling

Security Operation Center (11x5 / 24x6 / 24x7)

To be extended to 

future product / 

bundle updates.

o



Security Operation Center
Reaction Catalog
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Managed Service Security 
Secure Score – proactive Targets

In proactive operations management, the recommendations from the Microsoft Security

solutions are continuously analyzed and coordinated with the customer. Depending on

the scope, topics for optimizing security are implemented at short notice in the course

of the managed service or defined as a separate project and released by the customer.
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Managed Service Security 
Secure Score – proactive Targets

In proactive operations management, the recommendations from the Microsoft Security

solutions are continuously analyzed and coordinated with the customer. Depending on

the scope, topics for optimizing security are implemented at short notice in the course

of the managed service or defined as a separate project and released by the customer.
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Microsoft-Sicherheitsbewertung – Microsoft 365 Security

Security recommendations – Microsoft 365 Security

Identity Secure Score - Microsoft Azure

Security Center - Microsoft Azure

https://security.microsoft.com/securescore?viewid=overview
https://security.microsoft.com/security-recommendations
https://portal.azure.com/
https://portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/23


Base-IT 24x7 Services (including SoC)
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Azure SentinelAzure Security Center & Defender

Managed Service Azure Security
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SC / Def Sentinel

Azure Defender for Services | Azure Defender for IoT | Azure Defender for Container
Registries | Azure Defender for App Service | Azure Defender for Storage | Azure
Defender for Kubernetes | Azure Defender for Key Vault | Azure Defender for SQL

▪ Weekly system-check off all solutions

▪ Handling of alerts in weekly system-check 

▪ Continuous discussion with customer to guarantee service quality

▪ Adopting new features and functionality

▪ Service reports

▪ working on defined goals to reach secure score targets

Proactive Operation and Servicing

▪ High Alerts - Alerting to base-IT SoC 

▪ Alert-handling based on customer agreement

▪ Monthly alert reports

▪ SLA for Alert handling

Security Operation Center (11x5 / 24x6 / 24x7)

To be extended to 

future product / 

bundle updates.

o



Managed Service Security Complete

SC / Def SentinelM365 E5

▪ Weekly system-check off all solutions

▪ Handling of alerts in weekly system-check 

▪ Continuous discussion with customer to guarantee service 

quality

▪ Adopting new features and functionality

▪ Service reports

▪ working on defined goals to reach secure score targets

Proactive Operation and Servicing

▪ High Alerts - Alerting to base-IT SoC

▪ Alert-handling based on customer agreement

▪ Monthly alert reports

▪ SLA for Alert Handling

Security Operation Center (11x5 / 24x6 / 24x7)

complete
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To be extended to 

future product / 

bundle updates.



Managed Service Security Summary

Response time / on-call time

Default response time - best effort € n/a 

11x5 - 60min response time € 350,00 

24x6 - 60min response time € 800,00 

24x7 - 60min response time € 1.300,00 

Managed Service Security M365 E3 M365 E5 Azure Defender Azure Sentinel
Security

complete

Offer except licenses & travel expenses for services on-site

Azure AD Premium P1 * * *

Microsoft Defender AV * * *

Azure AD Premium P2 * *

MS Defender for Endpoint * *

MS Defender for Identity * *

Defender for O365 * *

Cloud App Security * *

Azure Defender * *

Azure Sentinel * *
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CSP Licensing Options

* License prices as of February 2021

* License prices are subject to change
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CSP License Prices* 

Azure AD Premium P1 € 4.5 per user/month

Azure AD Premium P2 € 6.78 per user/month

Microsoft Defender for Endpoint € 3.89 per user/month

Microsoft Defender for Identity € 4.11 per user/month

Microsoft Defender for O365 € 1.5 per user/month

Microsoft Cloud App Security € 2.62 per user/month

Microsoft 365 E5 Security € 9 per user/month

Enterprise Mobility & Security E3 (EMS E3) € 6.55 per user/month

Upgrade to EMS E5 (given best EMS E3 license) € 4.55 per user/month

Upgrade to Microsoft 365 E5 

(given best Microsoft 365 E3 license)
€ 20.17 per user/month

Azure Defender
charged based 

on effort
through Azure Plan 

Subscription

Azure Sentinel
charged based 

on effort 
through Azure Plan 

Subscription



Thank you.
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