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▪ jahrelange Erfahrung in der Umsetzung und im Betrieb von 

Veeam Produkten

▪ professionelle Beratung & Unterstützung durch unsere 

base-IT Experten für eine optimale Lizenzstrategie sowie 

entsprechende Projektumsetzung

▪ bestehende & fortlaufende Zertifizierungen auch für unsere 

base-IT Consultants

Value-added Reseller GOLD

Base-IT ist Veeam partner

professional. fast. secure.3



Core  Architecture Improvements



Upgrade EM to 
V12

Upgrade VBR 
to V12

Migrate EM to 
Postgres

Migrate VBR to 
Postgres

Tuning

Postgres Configuration DB support
Compatibility And Migration Path

Upgrade to V12 first ->  migrate -> tune Postgres

Backup server and Enterprise Manager must have same database type

Configuration restore to Postgres requires same DB version



Improved Per-Machine Chains

• Move machines between backup jobs

• Move machines between repositories

• Improved performance

• Separate health check schedule

• Trigger active-full for one VM

• Retry one machine instead of whole job



VeeaMover Use Cases

Scale-Out-Repository extent evacuationMove backups to different repository

Re-Balance Scale-Out-Repository
Copy backups to different 
repository

Migrate NTFS to REFS

Migrate REFS to XFS for 
Hardened Repository



Move Backups Between Repositories And Jobs



Copy Backup To Different Repositories



Unified Backup Copy Job 

Supported

• VMware & Hyper-V

• All agent backups

• All image-level plug-ins (AHV, RHV, 
Cloud VMs)

Unsupported (work as in V11)

• Application plug-ins

• StoreOnce repository

• NAS backup



Security  And Compliance 
Improvements



MFA For Console

MFA is configured for all users (one checkbox)

Disable per user



Simplified Hardened Repository Wizard

Dedicated repository type Single-use credentials required

Immutability cannot be “unchecked”



Group Managed Service Account Support

Backup server does not store passwords 
for application processing

Backup server gets passwords on demand 
from Active Directory

For Application Aware Image Processing (AAIP)



Extended Kerberos Support

• Application aware processing VMware VM (already supported)

• Application aware processing Hyper-V VM

• All Veeam B&R components

• Windows Agents

• Linux Agents

• Storage Plug-ins: depending on storage vendor support

• NFS 4.1 (repository and source share)

• SMB 3 (repository and source share)



StrategicResearch@veeam.com

350 Unternehmen, die mindestens einmal angegriffen 
wurden
• Personas: CISO, Mitarbeiter im Bereich Sicherheit, 

IT-Betrieb, Backup
• Ursprung, Ziele, Umfang der Angriffe
• Wiederherstellungsmethoden und Erkenntnisse

2023 Ransomware Trends Report
Executive Summary für Europa



Object  Storage Improvements



Backup Directly To Object Storage

Built-in durability / reliability

• “11 nines” offered by vendors

Alternative to Hardened Repository & 
“Appliance” demand

• For customers without Linux knowledge 

Financial reasons

• (existing) object storage can be cheaper than SAN

Management reasons

• Less hardware in branch offices / home office

• Single-port communication

99.999999999%



Direct From Performance To Archive Tier

Amazon S3 or Azure Blob as Performance Tier

Capacity Tier: optional

Archive Tier: Amazon Glacier / Azure Archive

Amazon S3
Azure Blob

Performance Tier

Amazon Glacier / Deep Archive
Azure Archive

Archive Tier

move



Rebalance Scale Out Repository

Calculation based on used disk space

All extents in maintenance mode during rebalancing

CTRL+ right-click



Repository Workload Support

Immutability Support

Workload / Functionality Direct-to-
object

Hardened 
Repository

Direct-to-
object

Scale-out  
Capacity Tier

VMs: VMware vSphere & Cloud Director, Hyper-V, AHV, RHV

Veeam Agent for Windows, Linux, AIX, Solaris and MAC 
(standalone and managed)

Veeam Agent for AIX and Solaris

VeeamZip & Export backup

SQL, Oracle & Postgres logs from application aware processing

Enterprise Database Plug-ins (Oracle RMAN, SAP HANA, SAP on 
Oracle, SQL)

NAS backup

Backup copy jobs: all 
(including from Veeam Backup for AWS, Azure & Google)

Configuration Backup



NAS  Backup



NAS Backup To Object Storage 

NAS backups are incremental 
forever

Optional: 

• Helper Appliance for 
transforms and health 
checks

• Object storage gateway 
server

Backup 
Server

Local Infrastructure

Active 
Metadata

File proxy

Public Cloud

Object 
Storage

Helper
Appliance

Cache
Repository

File share

DataMetadata
Copy



Instant Recovery For SMB Shares

Backup 
Files

Instant 
Recovery Share

Veeam Server

Production NAS

Read / write

Production Share

Background 
migration

Read / write



Recovery Tokens

Allow granular access to machines during bare metal restore

Avoid providing (admin) credentials to user who does bare metal restore

Support environments with enforced Kerberos



Application  Integration



Backup & Restore Options For Postgres

Backup includes:

• Agentless for Linux VMs

• Veeam Agent for Linux

• Log Shipping

Restore includes:

• At instance level

• Point in time restore

• Publish instance

• Veeam Explorer and Enterprise 
Manager support



Centralized plug-in management

Backup & Replication: backup job management & overview

Execution: external backup application in Oracle RMAN, SAP HANA and BR*Tools

Plug-In rollout: via protection groups

Protection Group based plug-in rollout

Orchestration of external backup application via SSH / RPC

RMAN / HANA Studio / BR*Tools / Veeam Explorer* restore

*Oracle only

Windows & Linux on x86 platform



Plug-In For Microsoft SQL
Architecture Overview

Backup Server

Repository

Plug-in
Recovery Manager

VDI Device

Source Data Mover Target Data Mover

VDI Device

n Streams



Tape Enhancements



V12 Tape Engine Refinements

• Backup and enumeration run at same 
time (like NAS backup)

• Asynchronous read

• Streamlined tape catalog backup

• Improved LTO9 support

• Improved Files direct to Tape



NAS Backup To Tape

• Backup to tape jobs support 
NAS backup jobs

• Periodic full backups via 
virtual synthetic full

• NAS backups on object 
storage repositories 
supported

• Improved file-to-tape engine 
used in background



Licensing for NAS Files Direct to Tape

Veeam backup files free of charge!

NAS Files direct to tape is additional license 
cost 500GB per instance 

Everything “from production” counts

• First 500GB of each share are free



Console and Other Improvements



Easily Check Configuration Best Practices

Built-in tool to check security 
best practices

• Microsoft Windows Server OS
configuration

• Veeam Backup & Replication server 
settings

• Immutability media check

*Run the Best Practices Analyzer Tool regularly, 
especially after any changes to backup infrastructure



Also Available: 

• Veeam Data Platform 
Essentials Edition 
for Small Business

• Veeam Backup 
& Replication 
Community Edition 

Platform 
Editions

Backup and 
Recovery

Monitoring 
and Analytics

Recovery 
Orchestration

Ransomware 
Warranty (add-on)

Premium

Advanced

Foundation

Supporting product 
components

Veeam Backup 
& Replication

Veeam 
ONE

Veeam Recovery 
Orchestrator

Veeam Data Platform Packages



Ismar Grünwald
Mobil: +43 676 897 424 383 | 

Tel: +43 (7229) 87800 - 0 

Mail: ismar.gruenwald@baseit.at

mailto:ismar.gruenwald@baseit.at


VIELEN DANK.



Haider Straße 23 | 4052 Ansfelden | Austria

+43 7229 87800 - 0 | office@baseit.at | www.baseit.at

Base-IT GmbH (unserebroschuere.at)

https://www.unserebroschuere.at/baseit/MailView/
https://www.xing.com/pages/base-itgmbh
https://www.linkedin.com/company/base-it
https://www.kununu.com/at/base-it
https://www.facebook.com/BaseItGmbh
https://www.youtube.com/channel/UCrANCjvoC3ev4BKtWPrgPsA
https://www.instagram.com/base_it_gmbh/
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