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Value-added Reseller GOLD

= jahrelange Erfahrung in der Umsetzung und im Betrieb von
Veeam Produkten

= professionelle Beratung & Untersttitzung durch unsere m
base-IT Experten fur eine optimale Lizenzstrategie sowie Valiie-Arxded L

entsprechende Projektumsetzung

Reseller

» Dbestehende & fortlaufende Zertifizierungen auch fir unsere
base-IT Consultants

i
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Postgres Configuration DB support
Compatibility And Migration Path

Upgrade to V12 first -> migrate -> tune Postgres
V12 to V12 Postgres Postgres

Backup server and Enterprise Manager must have same database type
Configuration restore to Postgres requires same DB version

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners



Improved Per-Machine Chains

- Move machines between backup jobs
- Move machines between repositories
- Improved performance

- Separate health check schedule

- Trigger active-full for one VM

- Retry one machine instead of whole job



VeeaMover Use Cases

Move backups to different repository Q

2
Migrate REFS to XFS for “!
Hardened Repository
e -

Re-Balance Scale-Out-Repository

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Scale-Out-Repository extent evacuation

i Migrate NTFS to REFS

Copy backups to different
repository




Value-Added
Reseller

Move Backups Between Repositories And Jobs

4 =5 BJ-Mano

Move backup... Instant recovery

[— e - .

R Instant disk recovery...

Detach from job

) _ Restare entire V...

Delete from disk . .
Restare virtual disks...

Properties... L Restore VM files...

Restore guest files
Move Backup to Another Location
lestore to Amazon EC2
Choose the destination repository to mowve backups to. This operation will disable respectful backup F"':stl" reto "ﬁ"r nazon E ke
jobs, move backups between repositories and update jobs with new backup location settings.

Restore to Microsoft Azure...

Restore to Google CE...

Size Restore entire VP to Mutanix AHY...

=4, Bl-nano 274 MB

Move backup...

Copy backup...

Export content as virtual disks...
Export backup...
Delete from disk




F I'EI Bl-nano-xfs

Instant recovery
Instant disk recovery...

Restore entire VM.

Restore virtual disks...
Restore VM files...

Restore guest files

Restore to Amazon ECZ...
Restore to Microsoft Azure...

Restore to Google CE..

Restore entire VM to Mutanix AHY...

Move backup...

Export content as virtual disks...
Export backup...
Delete from disk

Copy Backup to Ancther Location

Specify a destination to copy backups to. Copied backups can be found in the Disk (Exported) node.

Destination:

{®) Backup repository:

Catalyst-storel1 (Created by Powershell at 24.11.2022 17:27:50.)

() Local or shared folder:

Delete this backup automatically in:

Show backups

1 month
3 months
6 months

—

=]

L L

Copy Backup To Different Repositories

year
years
years
years
years

Value-Added
Reseller
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Unified Backup Copy Job

S U p p O rte d Mew Backup Copy Job

Objects

PY VMwa r‘e & Hype r‘_V I_-l—l Add backups that should be mirrored to the target repository. Backup Copy job will process imag

transaction log backups.

- All agent backups -

Mame Type

= Primary Backup Repository Repository

« All image-level plug-ins (AHV, RHV, 1} [Templte] Micoso yper Vo . Bockup o

;:} [Ternplate] ViMware vSphere Job | 01 Backup lob

()

C O u d V M S ) 'I"':’} Agent Backup Job 1 Agent for Windows Job
pH
()

b R )
19 Domain Controller Backup lob

Unsupported (work as in V11)
- Application plug-ins

- StoreOnce repository

- NAS backup

[] Include database transaction log backups (increases bandwidth usage)
g F =

< Previous Mext =







MFA For Console G

bascit

> 11:52
. - C/ Authenticator
MFA is configured for all users (one checkbox)

HK-VBR-02.lab.intern hannes@LAB

Disable per user 9b 21 32

ol Veeam
Backup & Replication 12

Two-factor authentication has been enabled on this backup server,

Edit User

Step 1. Open an authenticator app of your chaice

Step 2. Scan OR code or enter:
User or group: | |ab\hannes Browse...
GZFFIYIRKFMFATZR
Role: Veeam Backup Administrator

Step 3. Click Mext

[ ] This is a service account (disables multi-factor authentication)

Save shortcut



Value-Added
Reseller

Simplified Hardened Repository Wizard

Dedicated repository type Single-use credentials required
Immutability cannot be “unchecked”

0 . " . Edit Backup Repository
Direct Attached Storage '
Select the operating system type of a server you want to use as a backup repository, Repository

Type in path to the folder where backup files should be stored, and set repository load control options.

Microsoft Windows . Location

Adds local storage presented as a regular volurmne or Storage Spaces, For better perfformance and storage
efficiency, we recommend using Ref5,

Linux

Adds local storage or locally mounted MF5S share, For better performance and storage efficiency, we recommend
using XF5. The Linux server must use bash shell, and have S5H and Perl installed.

Requires a Linux server with internal or direct attached storage, This configuration enables protection against
cybersecurity threats with immutable backups. The Linux server must use bash shell and have 55H installed, For
reduced attack surface, minimal Linux installation is highly recommended.

Backup Infrastructure

Backup Repositories Sgy multi ge-hardened01 Hardened

mal R tories Efy multistorage-hardened02 Hardened

age-hardened(3 Hardened

Path

JSmn

o= Capacity: 1499 GB Populate
= Free space: 145,8 GB

Mount Server a . _
Use fast cloning on XF5 volumes (recommended)

Review Reduces storage consumption and improves synthetic backup performance.

Make recent backups immutable for: = | days

Apply . I - L e
[ Protects backups from modification or deletion by ransomware, malicious insiders and hackers. GFS
- backups are made immutable for the entire duration of their retentio licy.
Summary
’ Load control
Running g ncurrent tasks against the rep
cause | . Control storage device saturatic

Lirmit maximum concurrent tasks to: |4

[ Limnit read and write data rate to: 1

Click Advanced to customize repository settings. Advanced...

< Previous



Group Managed Service Account Support
For Application Aware Image Processing (AAIP)
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Value-Added
Reseller

Gold
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Backup server does store passwords SRSt
for apjlication proceSSing E Username:  |lab\swec_vbr_gmsall
=N\

Backup server gets passwords on demand e P e
from Active Directory

Manage Credentials

- Manage Credentials
k Use this dialeg to centrally manage all user accounts and their passwords.

Account Type Description Last Edited
4 Administrator Standard Created by Powershel... 3 days age Standard account..
4 administrator@v... Standard Created by Powershel... 3 days ago

4, HK-4384-5QL\A..  Standard S0L beta server 3 days ago

Managed service account...
Linux account...

4 hkasparick@vsp... Standard 3 days ago Linux private key...

4 lab\Administrator  Standard Administrator Creden... 3 days ago

K10 authentication token



Extended Kerberos Support

- Application aware processing VMware VM (already supported)
- Application aware processing Hyper-V VM
- All Veeam B&R components

- Windows Agents

 Linux Agents

- Storage Plug-ins: depending on storage vendor support
- NFS 4.1 (repository and source share)
- SMB 3 (repository and source share)



VeeAMm

2023 Ransomware Trends Report EmmE
Executive Summary fur Europa GEDE

AUSGABE FUR EUROPE

350 Unternehmen, die mindestens einmal angegriffen
wurden
» Personas: CISO, Mitarbeiter im Bereich Sicherheit,
IT-Betrieb, Backup
» Ursprung, Ziele, Umfang der Angriffe
» Wiederherstellungsmethoden und Erkenntnisse

StrategicResearch@veeam.com

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.






Backup Directly To Object Storage

Built-in durability / reliability
“11 nines” offered by vendors
Alternative to Hardened Repository &

“Appliance” demand ‘ )
- For customers without Linux knowledge A\ 4

Financial reasons

99.999999999%
- (existing) object storage can be cheaper than SAN

Management reasons

- Less hardware in branch offices / home office
- Single-port communication



Direct From Performance To Archive Tier

Amazon S3 or Azure Blob as Performance Tier
Capacity Tier: optional
Archive Tier: Amazon Glacier / Azure Archive

Performance Tier Archive Tier —

move )

Amazon S3 Amazon Glacier / Deep Archive
Azure Blob Azure Archive

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Rebalance Scale Out Repository

CTRL+ right-click

Calculation based on used disk space

All extents in maintenance mode during rebalancing

Backup Repositories

-, External Repositories
%%' Scale-out Repositories

-

Rescan

Run tiering job now

Rebalance

Remove

Access permissions...

Location

Properties...

Systemn

Mame: Offline Rebalance Status: Success
Action type:  Backup Evacuation Start time:  21.02.2023 12:18:38

Initiated by:  LABVhannes End time:  21.02.2023 12:12:55

lob started at 21.02.2023 12:1

Putting extent rebalancel2 into maintenance mode

Putting extent rebalancel inte maintenance mode

Extent rebalance(l2 was put in maintenance mode

Extent rebalancell was put in maintenance mode

Rebalancing scale-out repository...

Unable to rebalance scale-out repository: nothing to rebalance.
Scale-out repository has been successfully rebalanced.

Extent rebalancel2 was removed from maintenance mode

Extent rebalancel1 was removed from maintenance mode

Value-Added
Reseller

Duration
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Repository Workload Support

Immutability Support

Workload / Functionality Direct-to- Hardened Direct-to- Scale-out
object Repository object Capacity Tier

VMs: VMware vSphere & Cloud Director, Hyper-V, AHV, RHV

Veeam Agent for Windows, Linux, AIX, Solaris and MAC
(standalone and managed)

Veeam Agent for AIX and Solaris

VeeamZip & Export backup

SQL, Oracle & Postgres logs from application aware processing

Enterprise Database Plug-ins (Oracle RMAN, SAP HANA, SAP on
Oracle, SQL)

NAS backup

Backup copy jobs: all
(including from Veeam Backup for AWS, Azure & Google)

Configuration Backup

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.






NAS Backup To Object Storage

NAS backups are incremental

forever

Optional:

- Helper Appliance for
transforms and health

checks

- Object storage gateway

server

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the pr

Local

Infrastructure

Backup
Server
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Public Cloud

\

/RN <«
x_/J

File proxy

A

\ 4

Cache Active
Repository Metadata

rg’% File share

Object
Storage
]
Metadata Data
Copy

a Helper
Appliance




Instant Recovery For SMB Shares

Veeam Server

—
Read / write [
-- —

Instant Backup
Recovery Share Files

Background

migration
Production NAS

o
o
- |

Production Share

Read / write



Recovery Tokens

veeAm l
Value-Added
Reseller

Gold
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Allow granular access to machines during bare metal restore
Avoid providing (admin) credentials to user who does bare metal restore

Support environments with enforced Kerberos

4 5 VAL-2204-luks
EA ubnt22i

]
v i

Instant recovery

Yolume restore...

3>

Create Recovery Token Restore guest files

Recovery token: Restore to Amazon EC2...
3aA2-75bB-cD0b-2Ddb

Copy to clipboard

Restore to Microsoft Azure...
Restore to Google CE...

Recovery token will expire at 1/6/2023 5:11:58 PM

Create Cancel

Move backup...

Copy backup...

REE DD

Create recovery token...




Application



Backup & Restore

Backup includes:

Agentless for Linux VMs -
Veeam Agent for Linux e
Log Shipping

Restore
Databases
Fl Q postgres13

4 Ei ostgres13:5432
i postgres

Restore includes: B oo

i templatel
i templatel

At instance level 8 e o

4 Ei postgres13:5432
i postgres ﬁ Restore instance

POint in time restore il test01-a |7 Publishinstance

i templatel

Publish instance 8 e

i pastgres

Veeam Explorer and Enterprise =
Manager support § s

postgres13:3433

Options For P

Instance Info

Marme:
Version:

Data directory:
Archive mode:

Backup time:

ostgres

Value-Added
Reseller

Restore Wizard x

Specify restore point

Specify point in time you want to restere the instance to:
Restore to the point in time of the selected image-level backup

@ Restore to a specific point in time (requires WAL log backups)

Sonntag, 19. Februar 20

Cancel

» ,'i Restore latest state to postgres13

N E Restore point-in-time state to postgres13

,"!_'E Restore to ancther server..,
(_[JI]II_I:]LHCII.IUI'I FIIES

postgresql.conf

lusterD2/pg_ident.conf

luster)Z/pg_hba.conf




Centralized plug-in management

Backup & Replication: backup job management & overview
Execution: external backup application in Oracle RMAN, SAP HANA and BR*Tools
Plug-In rollout: via protection groups

Protection Group based plug-in rollout

a

Orchestration of external backup application via SSH / RPC

A
\

Windows & Linux on x86 platform

*Qracle only

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Plug-In For Microsoft SQL

Architecture Overview

Backup Server

Plug-in
Recovery Manager

X
x_J

: n Streams  Source Data Mover Target Data Mover
— | VDI Device |—» ‘ > ‘
— | VDI Device |—» ‘ I

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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V12 Tape Engine Refinements

- Backup and enumeration run at same
time (like NAS backup)

- Asynchronous read
- Streamlined tape catalog backup

- Improved LTO9 support

- Improved Files direct to Tape



NAS Backup To Tape =

bascit

o Backup to tape Jobs Support New Backup to Tape Job

Backups

NAS baCkU p JO bS ﬁ Specify objects to be processed by this tape job.
R

g PeriOdiC fU” baCkUpS Via Mame Backups:

Marme Type

virtua I Synth etic fu I I Backups 165 NAS-SMB-fileserverD1 File Backup
e - . .
Media Paol 109 MAS-NFS-Multistorage File Backup

'ﬁ"} MAS-to-objectstorage File Backup

 NAS backups on object e T
storage repositories
supported

Full Backup Schedule

Specify virtual full backup schedule for source backup jobs which use a backup
mode without pericdic full backups.

- Improved file-to-tape engine
used in background

(O Monthly an: Fourth Saturday

(@ Weekly on selected days:

Saturday




Licensing for NAS Files Direct to Tape

Veeam backup files free of charge!

NAS Files direct to tape is additional license
cost 500GB per instance

Everything “from production” counts
- First 500GB of each share are free



Console mprovements



Easily Check Configuration Best Practices

Built-in tool to check security
best practices

- Microsoft Windows Server OS
configuration

- Veeam Backup & Replication server
settings
- Immutability media check

Value-Added
Reseller

Home

= A
= (=] =
Backup Replication CDP Backup Copy @ Restore
Job ~ Jlob~  Policyr  Copy Job~ v Backup Backup

Primary Jobs Secondary Jobs | Restore Acti

Best Practices Analyzer

ing best practices are guidelines from data protection and security experts. Mot following them exposes your Veeam deployment to
y security risks, reduced chanc uccessful recovery following a cyber attack, affects backup infrastructure reliability etc.

Analyze

Suppress

Remote Registry (Remot: ] } should be disabled E} Mot implemented
Windows Firewall should be enabled 0 Mot implemented

Pr nfiguration
MFA for the b hould be enabled implemented

Immutable or offline (air gapped) media

Backup server should not be a part of the production domain Unable to detect

Supp
Remote Des ice (TermService) should be disabled © Suppressed by LAB\hannes on

Reset All

Copy to Clipboard Close



Veeam Data Platform Packages

Platform Backup and Monitoring Recovery Ransomware

Editions Recovery and Analytics Orchestration Warranty (add-on)

Premium @ @ @ @

Also Available:

« Veeam Data Platform

Essentials Edition

for Small Business
Advanced @ @
« Veeam Backup
& Replication
Foundation S Community Edition
Supporting product Veeam Backup Veeam Veeam Recovery

components & Replication ONE Orchestrator



Ismar Griinwald basc it
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Haider Stral3e 23 | 4052 Ansfelden | Austria
+43 7229 87800 - O | office@baseit.at | www.baseit.at

Base-IT GmbH (unserebroschuere.at)

@08in Y KD


https://www.unserebroschuere.at/baseit/MailView/
https://www.xing.com/pages/base-itgmbh
https://www.linkedin.com/company/base-it
https://www.kununu.com/at/base-it
https://www.facebook.com/BaseItGmbh
https://www.youtube.com/channel/UCrANCjvoC3ev4BKtWPrgPsA
https://www.instagram.com/base_it_gmbh/
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