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Microsoft accounts are attacked 4,000x per
second worldwide



71% of organizations with 100 to 5,000
employees were hit with ransomware in 2023 —
and 61% paid the ransom.



How long does it typically take for resolution

Typical BEC resolution 1 -2 months
ldentity Theft resolution 3 —4 weeks
Malware infection resolution 3 —4 weeks
Insider Threats resolution 3 — 6 months

Time for a lot of damage to take place



An underlying theme
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Accidental
Deletion

* Travelling executive
* '‘Mailbox full” message
* Deleted all inbox content

* Requested IT restore all
deleted messages

a

Intentional
Deletion

* HR requested deleted files
and email messages from
various points in time.

* Proof of money laundering
scheme.

* Successfully restored data
to an alternate location to
meet request.

Audit

» Manufacturing company
internal audit.

* Surprise audit restore test.

* Exported data from
multiple points in time to
meet audit requirements.
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Accidental
Deletion

* User had access privileges
higher than necessary.

* Deleted a SharePoint site.

* Needed to recover site
structure and data.

« Native Microsoft tools
difficult to use.
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Ransomware

* Employee opened
attachment from external
contact that had a
malicious file.

* Employee opened
attachment and encrypted
OneDrive.

» OneDrive rendered
unusable until good copy
was restored from backup.



You can’t restore without a good
backup —it’s insurance you can’t do
without.



Entra ID



Whatis Entra ID?

The keys to the kingdom

» A cloud-based identity ana
access management service

» Used to manage accessto
internal & external resources




Why Back Up Entra ID?

G
&
Business Continuity

* Entra ID controls access to critical
applications and data.

* Users might lose access to
essential resources.

* A backup ensures that you can
restore this data quickly and keep
the business running.

* Relying solely on Entra ID without
a backup means relying on
Microsoft's recovery systems,
which may not be able to restore
data quickly enough in all
scenarios.

Ransomware
Protection

« Attackers increasingly target
identity systems to gain access to
sensitive data or disrupt
operations.

* A backup of Entra ID can be a
safety net to recover user
identities, roles, and permissions if
they're compromised.

* 9 of 10 successful intrusions target
Entra ID data first to find
vulnerabilities and thwart
countermeasures.
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Accidental Deletion or
Misconfiguration

* Entra ID is constantly managed
and updated, and mistakes can
happen.

* Users, groups, and settings might
accidentally be deleted or
modified, which can disrupt
access.

» With a backup, you can quickly
restore to a previous state.

* Microsoft recovery options are
limited.

Compliance & Audit
Requirements

* Many regulations require
companies to have a backup plan
for critical systems.

 Entra ID often falls under these
requirements because it controls
access to sensitive data and
applications.



Cloud services security is a shared responsibility

Shared

Some
responsibilities
are shared




Cloud services security is a shared responsibility
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Entra ID recoverability - Microsoft

0 Available for users,
@ 02 Fe M365 Groups and

i . |
C— =1 applications
Users GI\:I:ESS Applications
1 | | are hard
deleted immediately on
Recoverable ‘” deletlon
Soft-delete Hard-deleted objects
After 30 days be recovered.
They be re-created and

reconfigured.



Entra ID | Customer case study [ Giouc-to-cioud Backup

il The Challenge:
M lost due to accidental
4 deletion
Utility .
~6,000 . mpa cted
responsible for
transporting natural The Solution:

gas to 11 million

WU e e Recovery action started in

later they were back up and
running



Barracuda Entra ID Backup

Provides for the backup and granular recovery of essential
objects maintained in Entra ID.

% 0, 2 z&g

Users Groups Roles Administrative
Units




How can | get Entra ID Backup?

Barracuda

Entra ID Backup®

B da Barracuda Barracuda

Cloud-to-Cloud Backup” v § Email Protection”

alrracudd
Entra ID Backup”

Included with Included with Email Protection

Available standal
YA S e Cloud-to-Cloud Backup Premium Plus



Entra ID Backup Premium | details

FOCUS

Tier two of a subscription allowing organisations
protect essential and advanced Entra ID objects

Objects protected

Users . App registrations

Groups . Conditional access policies
* Roles . Intune policies

Administrative units . BitLocker keys

Service principals . Sign-in logs

Enterprise applications . Activity logs




Cloud-to-Cloud Backup: set and tforget
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+ Planner
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On-demand recovery
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Entra ID Backup Customer Benefits

Protection of Entra ID objects that are
subject to misconfiguration, accidental
deletion, and cyberthreats.

Provides customers a single solution
to manage protection for multiple
data sources.

Extends protection beyond Microsoft’s
limited 30-day retention policy.



Cloud-to-Cloud Backup
Live Demo




Conclusio
Barracuda Cloud to Cloud Backup

= M365 und Entra ID Backup Unumganglich

= Easy Setup

= Unlimitierte Aufbewahrung und Storage fur "User"
= Keine Infrastrukturverwaltung

= Aktivierung von Planner Backup
= Aktivierung von Entra ID

u
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http://www.baseit.at/

Beantwortung Fragen
Barracuda Cloud to Cloud Backup

= Fragen zur Technik, Lizensierung oder Kosten?

= Licensing@baseit.at

/ 23 | professional. fast. secure.
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http://www.baseit.at/
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KOMMENDE WEBCASTS

From Adversary to Ally — the Power of Purple in proactive Security

- JETZT
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u Markus Mayer Jurgen Waldl www.baseit.at/webcast

. Pentest Lead & Lead Architect Lead Architect
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http://www.baseit.at/

KOMMENDE WEBCASTS 2026

WWW.BASEIT.AT/WEBCAST

= DevOps - Your Companion for IT
Operations

= 16.01.2026 | 11 bis 12 Uhr

- g”ite Insights: Purview Updates als
amechanger in der Datenwelt

= 23.01.2026 | 11 bis 12 Uhr

= Microsoft Copilot - Technical Update &
Usecases

= 30.01.2026 | 11 bis 12 Uhr

= Microsoft Modern Endpoint &
Management

= 13.02.2026 | 11 bis 12 Uhr

= BETTER TOGETHER: Managed Service
Security & Purview

= 13.03.2026 | 11 bis 12 Uhr

/ 26 | professional. fast. secure.
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EntralD - Hybrid Authentication, Security &
Governance

= 17.04.2026 | 11 bis 12 Uhr

Azure Local - Hybrid Cloud Update & Usecases
= 08.05.2026 | 11 bis 12 Uhr

Low-Code. High-Impact — Digitaler Vorsprung
mit der Microsoft Power Platform

= 12.06.2026 | 11 bis 12 Uhr

Network Security
= 19.06.2026 | 11 bis 12 Uhr


http://www.baseit.at/
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